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Abstract

Artificial intelligence (AI) systems are part of our current world, helping us to perform a wide variety of tasks. 
In parallel, eXplainable Artificial Intelligence (XAI), which obtains explanations to help users understand AI 
systems, has increased in significance in the last few years. This relevance comes from users’ necessity to 
trust new complex AI models. However, AI is not confined to computers but is also applied to other devices 
to use current internet connectivity to make our lives easier. The already well-known Internet of Things (IoT) 
refers to this digitally connected universe of smart devices. Hence, XAI should also be applied to the IoT, 
although there is a gap in the literature concerning conceptualizing explanation methods applied to AI models 
on the IoT. In this work, we propose a conceptual model named XAIoT (eXplainable Artificial Intelligence of 
Things) that structures and formalizes the main features of such systems. The ultimate goal is to provide a 
framework that guides the selection of the most suitable XAI solution for a given intelligent IoT application. 
This conceptual model is validated by classifying up to 100 approaches obtained from a systematic review of 
the state-of-the-art and formalized in an ontology to guide XAIoT system design.
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I.	 Introduction

SOME decades ago, intelligent systems emerged to help us complete 
and carry out many tasks, such as making movie recommendations, 

detecting faces, and translating languages [1]. Artificial intelligence 
(AI) solves tasks in critical domains, such as medicine or defense, 
where understanding why or how intelligent systems work is 
especially important for users [2]. AI models can be transparent, 
such as tree-based methods, where users can easily understand the 
decision-making process. However, other popular AI techniques, 
such as deep learning models, are black boxes that do show users 
how a prediction was obtained [3]. That is why we have seen high 
interest in eXplainable Artificial Intelligence (XAI) during the last few 
years. XAI is an AI subfield in which the main goal is to explain the 
underlying behavior of AI systems to the final users [2]. One of the 
main XAI challenges is to create AI systems that can provide clear 
and understandable explanations for their decisions and actions, 
increasing users’ trust in those systems and making them more prone 
to accept their predictions [4].

The analysis presented in this paper shows that during the last four 
years, research papers on XAI have increased from 177 documents in 
2018 to 2702 in 20221 prove the increase in interest in explainability 
in several domains that are looking for “human understanding” to 

1 Scopus. Further details in Section II.

achieve a higher acceptance from users, comply with regulations and, 
most importantly, with ethics (trust, transparency, fairness, robustness, 
privacy).

In parallel to AI, the Internet of Things (IoT) is another rising field 
that transforms devices into interconnected virtual objects having the 
capacity to be smart, i.e., obtaining knowledge, learning about it, and 
acting in consequence [5]. In this way, the IoT has a very tight relation 
to AI, as AI models are being applied to the data collected from IoT 
devices. The impact of the massive data generation and enhancement 
of communications and technologies is increasing the demand for AI 
models to make intelligent decisions in the different domains where 
IoT is being applied. The use of AI to increase the usefulness of 
data collected by IoT sensors is rapidly gaining importance [6]–[8]. 
Evidently, intelligent IoT applications have the same requirements 
regarding explainability as any other standalone AI system. Therefore, 
including XAI in the IoT can improve these devices’ utility if users can 
better understand how things are learning and acting [9]. We denote 
the resulting joint field between XAI and IoT as XAIoT (eXplainable 
Artificial Intelligence of Things).

Moreover, likewise the research papers on XAI in all the domains, 
the analysis shows that between 2018 and 2022 the publications on 
the applicability of XAI to the IoT field have increased from 2 to 
521 respectively, which proves the rise in attention in this domain. 
Therefore, there are already many XAIoT solutions to apply in 
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different situations for different problems. As a consequence, picking 
the best XAIoT solution for a specific situation has become a difficult 
decision-making task. Some works in the literature have discussed 
general features regarding explainability in IoT [9], [10]. However, a 
more complete, structured, and formal guide to design XAIoT systems 
is required to allow developers to choose the best explanation solution 
for their intelligent IoT applications. In the literature, we can find some 
works that establish a formalized guide to develop XAI solutions [11], 
[12], but not specifically for the IoT field. To overcome this research 
gap, this paper presents a systematic review, analyzing, structuring, 
and combining existing surveys and works on XAI and IoT. The main 
result is a conceptual model describing the most relevant explanation 
requirements of an XAIoT system to guide its successful design. This 
conceptual model is proposed as a theoretical framework where the 
features of an XAIoT system are defined and delimited. Furthermore, 
this model is validated by classifying and characterizing 100 different 
XAIoT solutions. Finally, we built an ontology, using the OWL-DL 
language, that allows making semantic queries to the model and 
obtaining the most suitable explanation solution for a given domain, 
task, and AI model. These contributions will help designers bridge the 
application of XAI in the IoT.

This paper is organized as follows. Section II reviews the literature 
in the XAI and IoT fields and presents its methodology. Section III 
describes the conceptual model resulting from analyzing the works 
found by the literature review. The conceptual model implementation 
is presented in Section IV, and its validation is described in Section 
V. Finally, Section VI provides the most relevant conclusions and 
proposes future work.

II.	 Systematic Literature Review

To build our conceptual model, we conducted a systematic review 
analyzing relevant publications. This literature review on IoT in XAI 
was organized into two groups. In the first group, we studied the 
current research in XAI quantitatively, whereas the second group 
focused on existing works on the applicability of XAI to the IoT field, 
which was later analyzed in-depth to generate our conceptual model. 
Fig. 1 shows the total number of publications found in this analysis in 
this research and chosen to generate the conceptual model. Our initial 
goal is to analytically check whether there is a correlation between 
the evolution of the global research on XAI and the specific research 
on XAIoT.

For both groups, we defined the search criteria regarding terms and 
years. The database used for the review is SCOPUS2. Next, we present 
some quantitative figures of the results.

First, we focused our search on the XAI literature from the last four 
years (i.e., 2018-2022), where we searched publications that include 
the terms “explainable” or “explainability” and “artificial intelligence”, 

2  https://www.scopus.com/home.uri

“machine learning” and “deep learning”3. As a result, we obtained 
7,020 research documents, 71% of which were published in the last two 
years. This increase in publications shows the community’s interest 
in the XAI field, specifically in machine learning and deep learning. 
Moreover, 74% of the documents are enclosed in other related fields, 
such as computer science (38%), engineering (14%), mathematics (11%), 
medicine (6%), and decision support (5%). See further details in Fig. 
2. Regarding the affiliation of the papers, the United States has the 
largest number of publications (16%), followed by Germany (8%) and 
China, and the United Kingdom (7% both). Next, we added the terms 
“Internet of Things” or “IoT” to the previous search to identify the 
publications concerning XAI applied to IoT4 The term “Internet of 
Things (IoT)” was used to identify the documents related to XAI and 
IoT. We found a total of 122 documents, 76% of which were published 
in 2021 and 2022. Regarding the main areas related to XAI and IoT, we 
can conclude that computer science is the most representative (42% of 
the papers belongs to it), followed by engineering (18% of the papers) 
and mathematics (14%of the papers).

Fig. 2 shows the quantitative analysis of both the generic XAI and 
the specific XAIoT research areas. We can clearly see a correlation 
between the interest in both areas.

Regarding the geographical distribution of XAIoT papers, the 
United States is the country with the largest percentage of publications 
in this field (10%), followed by South Korea (5%) and the United 
Kingdom, Australia, China, and India (fewer than 5%). The analysis 
of the publication dates also shows that 41% were published in 2020, 
22% in 2021, 18% in 2019, 13% in 2022, and 5% in 2018. We present the 
details in  . As we identified before, we can observe the progressive 
increment of interest in XAI and IoT in the last few years.

Another relevant feature of the review is that it is not limited to 
specific papers in XAI and IoT; it also includes publications presenting 
surveys or taxonomies in these areas. Thus, we considered 16 additional 
survey papers [1],[4], [9], [10], [13]–[24]. Due to the revision of these 
papers, further references were evaluated (46 papers in total).

After removing irrelevant references, the final revision set 
contained 82 publications that were analyzed to define and validate 
our conceptual model and the proposed XAIoT ontology.

III.	Model Description

The XAIoT model is a conceptual framework to structure and 
formalize the main features and vocabulary of XAI systems in IoT 
applications. To find these terms and relationships and generate this 
model, we studied the current XAI methods taxonomies [4], [13]–
[23], [25]–[27], and we carried out a literature review of the papers 

3  We used the following query: QUERY:TITLE-ABS-KEY ((explainable OR 
explainability) AND ((artificial AND intelligence) OR (machine AND learning) 
OR (deep AND learning))) AND  PUBYEAR > 2017 AND  PUBYEAR < 2023.
4  In this case, we used the query: QUERY: TITLE-ABS-KEY (IoT AND 
(explainable OR explainability) AND ((artificial AND intelligence) OR 
(machine AND learning) OR (deep AND learning))) AND  PUBYEAR > 2017 
AND  PUBYEAR < 2023.

first group - research in
XAI: 7,020 articles

second group -
applicability of XAI to the

field of IOT: 122
documents

Final review on 82
publications

Fig. 1. Quantitative analysis of the literature review on IoT in XAI: number of results found in each search.
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found with the systematic process described in the previous section. 
The resultant model defines the predominant domains, tasks, and XAI 
techniques used in the IoT field. From this analysis, we propose the 
conceptual model represented in Fig. 4, where the central concept is 
the AIoT task performed and explained. AIoT tasks are grouped by their 
application domain and use an AI model. The AI model solves a type of 
problem and is explained by an XAI method. The model also describes 
an XAI method through some properties well known in the literature: 
concurrence, scope, input format, output format, and portability.

The following sections detail these concepts and their instances 
(types of individuals we found for each concept).

A.	Domains and Tasks
This subsection presents an exhaustive overview of AIoT tasks. To 

achieve this, we review the studies found in the literature and group 
them by their application domain. Eight XAIoT domains (i.e., instances) 

have been identified following the terminology found in the reviews 
by [1], [10], [24], [28]: aviation, energy management, environment, 
health care, industry, security, smart agriculture, and transportation.

From the reviewed papers, we propose sixteen XAIoT tasks 
(instances) previously grouped by the identified domains (including 
their prevalence percentage): anomaly detection (7%), assistance (1%), 
automated maneuvering (1%), autonomous processes and robotics (2%), 
business management (5%), cyberattack detection (1%), decision support 
(43%), facial recognition (1%), image processing (11%), improve process 
quality (1%), internet of behavior (1%), intrusion detection (6%), modeling 
(1%), predictive maintenance (7%), recommendation (5%), and risk 
prediction (5%).

Fig. 5 shows the distribution of these AIoT tasks grouped by their 
AIoT Domain. The largest number of AIoT tasks are from health care 
with 41%, 23% from industry, 15% from security, 6% from transportation, 
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4% from energy management and smart agriculture each, and aviation 
with 2%. The health care domain has been further developed from the 
point of view of XAIoT than other domains [1]. Moreover, the Industry 
domain is relevant and mainly focuses on predictive maintenance and 
anomaly detection tasks. Globally, the decision support task is the most 
common task found in the XAIoT literature.

Next, we review these AIoT tasks from the point of view of their 
application AIoT domain:

Aviation. Different intelligent applications applied, for example, 
on automated maneuvering tasks, are emerging from unmanned 
aerial vehicle (UAV) development and are used for observation and 
tactical planning. Here, machine learning models are used to give 
the logic behind UAV decisions. In this field, we can find the XAI 
proposal by [29] based on a visual platform in the format of if-then 
rules derived from the Sugeno-type fuzzy inference model.

Moreover, for predictive maintenance tasks, failure diagnosis 
explainability (FDE) is being used as an XAI method to provide 
transparency and interpretability of the assessed diagnosis for 
automated failure diagnosis in aviation maintenance. The assessed 
diagnosis is explained by checking whether a new failure matches 
the expected values of a certain diagnosis (class) [30].

Energy Management. AI-powered energy decision systems used 
in smart cities, smart grids, and smart home applications provide 
decision-makers with critical predictions about energy use and 
emissions [10].

In this domain, decision support is the principal task where XAI 
methods have been applied. The predominant models to which the 
XAI methods (i.e., local interpretable model-agnostic explanations 
(LIME), SHapley Additive ex-Planations (SHAP), and t-distributed 
stochastic neighbor embedding (t-SNE)) have been applied are 
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Fig. 4. Overview of the XAIoT conceptual model.
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neural networks and tree-based model-agnostic models, resolving 
classification problems.

Environment. Environmental applications in the IoT focus on many 
issues and problems in areas such as smart cities, air monitoring, 
water management, and climate monitoring. To solve these tasks, 
mostly AI models with high complexity and low interpretability 
are used [10].

The main tasks identified in this domain are decision support 
tasks and recommendation tasks, which have been implemented 
principally by neural network models (75%) and ensemble models 
(25%). In addition, the SHAP XAI method has been applied in 50% 
of the papers reviewed, followed by LIME and integrated gradients 
with 25% each.

Health care. AI decisions in health care are critical, and XAI plays 
an essential role in health care  . Decision-making in health care 
affects people directly, making it very difficult to compensate for 
their negative consequences [10].

The task with the highest percentage of IoT applications is the 
decision support task, which appears in 65% of the papers studied, 
followed by risk prediction and image processing (12% of the papers 
each), recommendation task (9%), and anomaly detection task (3%). 
Among the thirty-four papers reviewed, the three main XAI 
methods applied in the health care IoT domain are SHAP with 14% 
and LIME and GRAD-CAM with 11% each.

Industry. AI systems in the Industrial Internet of Things (IIoT) 
enable machines to perform self-monitoring, interpretation, 
diagnosis, and analysis autonomously in production lines and 
manufacturing processes or logistics [10].

Studying the state-of-the-art, we identified three main groups 
of tasks applied to industry to be included in our conceptual 
model. The task with the highest percentage of experimentation 
is predictive maintenance (26% of the papers explained this task), 
followed by anomaly detection and business management (21% of 
the papers). This analysis shows that the industry is leveraging AI 
to enhance operations that avoid damage to their infrastructure 
and improve the quality of the products by identifying production 
anomalies. Among the twenty-four papers reviewed, the two main 
XAI methods applied in the IIoT domain are SHAP (17% of the 
papers) and feature importance (13%), followed by LIME, GRAD-
CAM, ELI5, DeepSHAP, and CAM (8% each).

Security. Security and privacy are remarkable domains in the IoT. 
AI algorithms and models are widely used for intrusion detection, 
anomalous traffic detection, authentication, and malware detection 
in IoT security systems [10].

The most significant tasks, which we included in our XAIoT 
conceptual model, are the intrusion detection task (42% of the 
papers that we studied explained this type of task, which shows the 
criticality of making the monitoring systems that detect suspicious 
activities and generate alerts transparent) and the decision support 
task (33% of the papers). The three main XAI methods applied in 
the security XAIoT domain among the fifteen papers reviewed are 
SHAP (27% of the papers), LIME (20% of the papers), and decision 
trees (13%).

Smart Agriculture. Smart agriculture opens the door to sustainable 
and responsible agriculture by making better management 
decisions with AI-powered decision support systems [10]. 
Accordingly, the predominant task in this domain is the decision 
support task. The XAI methods applied in this domain are decision 
trees, Grad-CAM, LIME, and PDP.

Transportation. An autonomous vehicle provides capabilities 
such as sensing the environment without human interventions, 
identifying optimized routes from source to destination, providing 
human-free decision capabilities, decreasing accidents, and 
enhancing mobility in traffic and accident situations [31].

The most developed task in this domain is the image processing 
task (80% of the papers studied this task), followed by assistance 
(20% of the papers). This shows the importance of the treatment of 
images in this sector. Here, the XAI methods applied are attention 
maps (applied in 40% of the cases) and randomized input sampling 
for explanation (RISE), SHAP, and XRAI (in 20% of the cases each).

B.	AI Models
The AI task concept is related not only to the domain but to two 

more concepts: the problem that the AI task has to solve and the AI 
model used to solve it. Regarding the problems to solve, we defined two 
instances: the well-known classification and regression problems. There 
are other problems that AI can solve, as demonstrated in the literature, 
for example, clustering [32], link profiling [33], similarity matching 
[34], and causal modeling [35]. However, we have not found these 
problems applied to XAIoT in the papers we studied. Therefore, these 
problems are not included in the problem concept in our conceptual 
model. Regarding the AI models, we also defined several instances 
considering the common models used in the literature. The most used 
AI models in IoT solutions are neural networks (NNs) (in 50% of the 
papers studied), ensemble models (EM) in (13%), and tree-based models 
(TB) (in 11%). These are the instances of the AI model concept. We show 
their analysis in Table I. In this analysis, we can mention that within 
the NN group, the most commonly used models are convolutional 
neural networks (CNNs) and long/short-term memory (LSTM). For the 
EMs, the most applied model is random forest (RF), and with regard to 
TB models, the most experimented with is decision tree (DT).

Although we do not include the AI model architecture concept 
within the conceptual model, we want to briefly discuss this aspect, 
as we consider it relevant in the IoT field since distributed systems 
are related to the real future of IoT applications [102]. As with any 
intelligent system, explanations should be included in ML/AI models 
that are trained in a distributed way, such as federated learning. 
Moreover, according to the literature, distributed systems seem to 
be applied in health care and security domains or other typical IoT 
domains more frequently. These domains are very critical since users 
need to trust intelligent systems to be sure about the proper working 
of the system [103], [104]. The main feature of a distributed system is 
that the data can be stored in multiple machines where each machine 
trains the model with that part of the data, sharing the knowledge 
between them. Then, we need to explain the behavior of the AI model 
for each distribution, and at least a specific number of distributions 
should be trustworthy to consider the system trustworthy as a whole 
[104]. Furthermore, another important factor to consider is not only 
to obtain explanations for each machine but also to obtain all those 
explanations in a proper delivery time [105]. We find an example 
in smart cities and autonomous cars, traffic control systems, or 
unmanned aerial vehicles (UAVs), as noted by Azetta et al. (2020). 
This kind of system obtains a wide variety of data as input and needs 
to process them in a highly dynamic and real-time fashion. It is also 
critical to obtain explanations that way. Finally, to obtain explanations 
for distributed architectures, we need to consider their scalability, 
latency, topology, synchronization, convergence speed, etc. Therefore, 
we can use these features to justify the system’s behavior [106].

C.	XAI Methods
Forty-seven XAI methods were distinguished from the reviewed 

papers, which were used to explain the AI models applied to the AIoT 
domains. These methods, which are the instances of the XAI method 
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concept, are presented in Fig. 6. The three most popular XAI methods 
to explain the models are SHAP (in 18% of the papers studied), LIME 
(13%), and Grad-CAM (9%).

We need to characterize the XAI methods to define how and 
when they can be applied to explain an AI model. These properties 
are, according to our literature review (see Fig. 4): concurrence, scope, 
output format and portability [11]. Next, we depict these properties.

Concurrence. The concurrence property highlights the transparency 
of the AI model that is explained regarding the XAI method [107]. 
The XAI method is ante-hoc if the AI model is transparent (it is a 
white box) and can access the underlying AI reasoning process to 
create explanations. It can also be ante-hoc if the AI model creates 
the explanations or if it is explainable by design. When the AI 
model is not transparent (it is a black box) for the XAI method, 

then the XAI method has to be independent of the AI model. In this 
case, our XAI method is post hoc and it is a surrogate interpretable 
model, so it approximates the behavior of the black box.

Scope. The scope considers the amount of knowledge explained and 
the portion of data utilized by the XAI method [108]. When an XAI 
method is global, it explains the whole AI model. It can also mean 
that the XAI method uses all the knowledge available to create 
explanations. If the XAI method is local, then it only explains a 
specific prediction made by the AI model. In this way, the method 
only uses specific dataset instances to generate the explanation.

Output format. We can also classify an XAI method according to 
the output format of the generated explanation [109]. It can be 
numerical when the method displays the explanation as a set of 
numerical data understandable and usable for users. Explanations 

TABLE I. AI Models Found in the Literature Review. CBR (Case Base Reasoning), EM (Ensemble Model), FM (Fuzzy Model), NFM (Neuro-Fuzzy 
Model), NN (Neuronal Network), NNN (Nearest Neighbours Model), TB (Tree-Based Model), UM (Unsorted Model)

AI Model AI Method Count References

CBR
CBR-kNN, CBR-WkNN, CBR-PRVC (Pattern Recognition, Validation and 
Contextualisation) Methodology

2 [36], [37].

EM
Adaptive Boosting (AdaBoost), eXtreme Gradient Boosting (XGBoost), Gradient Boosting 
Machines (GBM), Isolation Forest (IF), Random Forest (RF), CatBoost (based on Gradient 
boosting library), Deep Feed Forward (DFF)

13
[30], [38], [39], [40], [41], [42], [43], 
[44], [45], [46], [47], [48], [49].

FM Constrained Interval Type-2 Fuzzy System (CIT2FS), Fuzzy inference system 2 [50], [51].

NFM
Adaptive Network-Based Fuzzy Inference System (ANFIS), Zero-Order Autonomous 
Learning Multiple-Model (ALMMo-0)

3 [29], [52], [53].

NN

ApparentFlow-net, Convolutional Neural Network(CNN), Deep Neural Network (DNN), 
Neuronal Network (NN), Deep Reinforcement Learning (DRL), Global-Local Capsule 
Networks (GLCapsNet), Knowledge-Shot Learning (KSL), Long/Short-Term Memory 
(LSTM), Multilayer Perceptrons (MLP), Recurrent Neural Network (RNN), Region-
Based CNN (RCNN), RestNet, Temporal Convolutional Netwrok (TCN), VGG-16, YOLO, 
Bidirectional GRU Model (BGRU), Autoencoder Model

44

[54], [55], [56], [57], [58], [59], [60], 
[61], [62], [63], [64], [65], [66], [67], 
[68], [69], [70], [71], [72], [73], [44], 
[74], [75], [76], [77], [78], [28], [79], 
[51], [80], [81], [82], [83], [84], [85], 
[86], [87], [88], [89], [90], [91], [92], 
[93], [94].

NNN k-Nearest Neighbours (kNN) 1 [95].

TB
Classification and Regression Tree (CART), Conditional Inference Tree (CTree), Decision 
Tree (DT), Fast and Frugal Trees (FFTs), J48, One-Class Tree (OCTree), Recursive 
Partitioning and Regression Trees (RPART)

7 [96], [60], [97], [98], [99], [100], [88].

UM Cartesian Genetic Programming (CGP) 1 [101].
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are sometimes shown as rules, for example, when they show the 
reasoning process performed by the AI model (that needs to be 
ante-hoc) [110], or when the AI model can also be treated as a 
black box from which symbolic rules can be extracted (post hoc 
XAI method) [111]. Finally, we find text, chart and visualization, 
which are the most common output formats [11]. The text format 
refers to an explanation displayed in natural language [112]. Chart 
format alludes to the visual data representation of the explanation. 
The visualization format mainly includes explanations presented 
through images or video, although it can include more interactive 
alternatives such as virtual reality [11], [113].

Input format. The input format for an XAI method is one of the 
key attributes that we can use to define this type of method. We 
cannot apply a specific XAI method if we do not have a dataset 
type accepted by that method. The types we can define here are 
visualization, (tabular text), numeric (tabular numeric), and time 
series. The visualization format is the one that we have when the 
XAI method accepts images as input. Numeric refers to tabular 
data, and text refers to any type of writing [4]. Time series is also 
an input format type that we found in the IoT field, although it 
was less common [114]. It refers to a set of data collected over a 
range of times. Finally, as we had for the output format, here we 
also have rules.

Portability. The portability property determines to which type 
of AI models the XAI method can be applied to [115]. If the XAI 
method can explain any AI model, then we define our XAI method 
as model-agnostic. If the XAI method is model-specific, then the XAI 
method can only generate explanations for a specific AI model.

Once we describe the properties of XAI methods, we can analyze 
their relationship with AI models. The distribution of XAI methods by 
AI models in the IoT field is presented in Fig. 7. The AI model with 
more implementations in the reviewed literature is neural networks, 
and the XAI methods used to explain this model are Grad-CAM (18% of 
the cases), LIME (10%), and SHAP (8%). Additionally, the second most 
predominant AI model is EM, and the two main XAI methods applied 
to it are SHAP (29%) and LIME (21%). This outcome clearly shows the 

versatility of LIME and SHAP as explanation methods, both solving 
classification problems. Both methods are model-agnostic and post 
hoc. LIME is always local, but SHAP can be local or global.

D.	Model Relationships
The previous sections describe the properties and relationships 

between the main concepts of the XAIoT conceptual model. However, 
we need to identify the relationships between their corresponding 
instances (possible values) to provide a framework that guides the 
selection of the most suitable XAI solution for a given IoT application. 
These relationships between the model instances are visually 
represented in Fig. 8.

The relationships that we defined in our conceptual model are: 
group by and groups (the relationships between domain and AI task), 
solves (between problem and AI task), uses and isUsedBy (between AI 
task and AI model), explained by and explains (between XAI method 
and AI model), is applied (between XAI method and portability), 
has scope (between XAI method and scope), outputs (between XAI 
method and output format), and is portable (between XAI method and 
portability). These relations are represented in Table II.

TABLE II. Relationships Between Concepts Included in the Conceptual 
Model

Relation Inverse Origin concept Destination 
concept

- group-by & group domain AI-task
- solves problem AI-task

uses isUsedBy AI-task AI-model
- explained-by & explains XAI-method AI-model

is-applied - XAI-method portability
has-scope - XAI-method scope
outputs - XAI-method output-format

is-portable - XAI-method portability

The goal of representing these relationships is to enable the model 
implementation described next, which supports selecting the most 
suitable XAI approach for a given IoT system.
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IV.	Model Implementation

This section presents the XAIoT ontology, which is the OWL-
DL implementation of our conceptual model. The XAIoT ontology 
encompasses the same concepts and relationships we defined 
previously, describing the vocabulary defining XAI methods applied to 
IoT contexts. Fig. 9 shows a screenshot of the interactive visualization 
website of the ontology5. The corresponding source code of the 
ontology is also publicly available at the GitHub repository6.

The aim of the ontology is to guide developers in designing XAIoT 
systems. Therefore, we implemented the ontology using OWL, a well-
known language for representing complex knowledge in the semantic 

5 Available at https://gaia.fdi.ucm.es/ontologies/#XAIoT
6  https://github.com/UCM-GAIA/XAIoT

web  , using the DL (description logics) logic language, fragments 
of first-order logic that allow reasoning using the concepts and 
relationships described in the ontology. We can describe our ontology 
by considering some metrics. We have 10 classes (the concepts defined 
in the conceptual model), 12 object properties that establish the 
relationships between these classes (described in Section D), and 90 
instances that belong to one of our classes (shown in Fig 4).

As a result, we can make queries to extract interesting and useful 
knowledge. XAIoT allows us to create any query that involves a 
question about the concepts defined in the ontology considering the 
rest of the concepts we have and the relationships defined. Therefore, 
the ontology can provide a classification of the best XAIoT solutions to 
apply in a specific situation. In our case, any instance of a concept in the 
XAIoT ontology can be used as a parameter in the query to define this 
specific situation. We do not need to perform parameter optimization 

IOT Domain, Task, Al Model and XAI Method

Domain Task AI Model XAI Model

Anomaly detection

Autonomous Systems
and Robotics

Business
management

Cyber a�acks
detection

Decision support

Image processing

Modelling

Risk prediction

Assistance system

Facial recognition

Internet of Behaviour
Ensemble Models

(EMs)

Neuro-Fuzzy
Models (NFMs)

Nearest Neighbours
Models (NNMs)

Tree-Based Models
(TB)

Unsorted ModeIs
(UMs)

Fuzzy ModeIs
(FMs)

Support Vector
Machines (SVMs)

Case-Based
Reasoning (CBR)

Neural Networks
(NNs)

Predictive
maintenance

Automated
manoeuvring

Improve Process
�ality

Intrusion Detection
Systems

Recommender
systems

Healthcare

Aviation

Transportation

Security

Environment

Industry

Energy
Management

Smart
Agriculture

Ada-WHlPS

ALMMoo

ANFIS

ApparentFlow-net

A�ention Maps

CAM

CART

CGP

CIT2FS

Concept A�ribution

CTree

Decision Tree

Deep-SHAP

DIFFI

ELI5

Encoder-Decoder

FDE

Feature Importance

FFT
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Integrated Gradients
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LIME

LORE
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SHAp
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Fig. 8. Relationships between AIoT Domains, AIoT Tasks, AI Models, and XAI Methods.
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since the query result is going to retrieve all the solutions that satisfy 
the requirements included in the query. If those requirements are 
satisfied with several solutions, then there is not one better solution 
over another, and the design user can decide which one to use. As a 
consequence, we do not have a fixed list of queries to use on XAIoT 
because the design user can create any query according to their needs. 
We illustrate some examples of the available knowledge extraction in 
Fig. 10. The DL reasoner used to create these example queries and 
in validating the ontology was Pellet . Considering the concepts and 
instances represented in our ontology, we can infer that ensemble 
methods are the only AI models the Ada-WHIPS explainable method 
can explain (see Fig. 10a). We have another example in Fig. 10b where 
we can observe that decision support tasks are the tasks we found in the 
smart agriculture domain. We can make more complex queries such as 
the one shown in Fig. 10c. With that query, we obtain the XAI method 
(RBIA) that is local and post hoc and can be applied to explain a CBR 
system. Through this kind of reasoning process, our ontology can help 
to select what type of methods should be applied to explain an IoT 
application. As long as the ontology reasoners work (introducing a 

query to obtain a prediction that satisfies the requirements included 
in the query), the only task to make use of XAIoT we implemented is 
classification. However, this is only in the case that we use a reasoner 
with the ontology. Actually, ontology can be used in other ways that 
involve knowledge-intensive tasks, whereas XAIoT can be used as a 
knowledge source.

V.	 Model Validation Through Surveyed Approaches

The conceptual model was created following an iterative design 
process, in which every intermediate model was validated, replicating 
the validation process used by  and . The validation aims to determine 
whether a subset of XAIoT systems can be classified with our model. 
The whole validation set comprises 100 XAIoT systems found in the 
systematic review presented in Section II. IoT experts perform this 
validation process, proposing refinement of the model when these 
XAIoT systems that cannot be classified. The process ends when all 
the approaches in the validation set are classified according to the 
proposed model.

Fig. 9. Visualization of the XAIoT ontology, available on our website5.

(a) Getting the AI models explained by the 
Ada-WHIPS explanation method.

(b) Getting the AI tasks applied to the smart 
agriculture domain.

(c) Obtaining the local and post-hoc XAI methods 
that can explain CBR.

Fig. 10. Examples using the XAIoT ontology for guiding the selection of the most suitable XAI method for an IoT application.
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In detail, the development of the XAIoT model was an iterative 
process, in which we have included several concepts in the model, as 
well as their relationships and instances. In every step, we validated 
this set of components to confirm that the classification performed by 
the model was correct. If the classification did not perform as expected, 
we added new components (concepts, instances, and relationships) to 
the model. Again, with this new version, we validated the classification 
performance. This process continued until the classification produced 
results as expected. At that moment, we considered the XAIoT model 
complete and finished. Therefore, we have carried out an ablation 
study, since we have validated the model at every step without several 
components included in the final version of the model.

Moreover, the validation process was carried out developing the 
ontology and performing the classification using Protégé. For each 
version of the XAIoT model (each step in the validation process), 
we developed the conceptual model and the OWL-DL code for the 
ontology. The classification process was validated using the Pellet 
reasoner and the Protégé interface. The whole development and 
validation process of the XAIoT model has been represented in Fig. 11 
as a scheme, and detailed in Algorithm 1.

Algorithm 1. Algorithm to build and validate the XAIoT model

Input: correctClassification = False, XAIoT model = {}, XAIMethods 
Output: XAIoTmodel
1   while correctClassification == False do
2      nConcepts, nInstances, nRelationships,
            expClasssification = sys_lit_review() 
3      newComponent =
            (nConcepts, nInstances, nRelationships)
4      add(newComponent, XAIoT model)
5      classification =
            apply(XAIoT model, XAIMethods)
6      if classification == expClasssification then
7            correctClassification = True
8 end
9 return XAIoTmodel

Classify a subset of
XAIoT systems Refine the model

Finish if all XAI
methods have been

classified

Fig. 11. XAIoT development and validation process scheme.

This classification is presented in Appendix. Next, we describe 
the most relevant systems included in this validation table, classified 
according to our conceptual model and organized by domain and task.

In the energy management domain, [54] present a transportation 
energy model (TEM) that uses XAI methods to predict household 
transportation energy consumption. [55] also proposed a method to 
predict energy demand in various situations using a deep learning 
model based on an autoencoder. In their experiment, they explain 
prediction results with the t-SNE algorithm. [38] proposed two novel 
workflows to predict occupancy: one that was based on computer 
vision and one based on machine learning. They used several state-

of-the-art explanation methods (such as SHAP) to provide a detailed 
analysis of the algorithm parameters and how the image properties 
influence the resulting performance.

Among the decision support tasks in the environment domain, we 
can highlight the work by [39], which uses XAI to build a toolbox 
for better interpreting species distribution models (SDMs). [56] 
also proposed a CNN to address adaptation space reduction. They 
explored using integrated gradients as an XAI method for learning 
and prediction. [57] presented a novel visual analytic platform, 
targeting two goals: a) an architecture for creating custom interactive 
visual analytic dashboards using well-defined components linked to 
each other and b) the inclusion of components specifically for making 
AI methods more explainable (i.e., SHAP). As an example of the 
recommendation task in the environment domain, [58] developed a 
microfluidic platform capable of monitoring temporal gene expression. 
By coupling deep NN and XAI algorithms (i.e., SHAP), they showed 
how to explain which genes contribute to identifying patterns.

As mentioned previously, health is the most popular domain for 
XAIoT applications. Therefore, we find many works that our model 
must be able to classify. Regarding the decision support task, [40] focused 
on AdaBoost, a black-box model that has been widely adopted in the 
CAD literature. They addressed the challenge of explaining AdaBoost 
classification with a novel Ada-WHIPS algorithm that extracts simple, 
logical rules from AdaBoost models. [52] proposed a new extended 
zero-order autonomous learning multiple-model (ALMMo-0) 
neurofuzzy approach to classifying different heart disorders through 
sounds. ALMMo-0 has a learning engine composed of a massively 
parallel set of fuzzy rules, which can self-adapt and provide transparent 
and human-understandable if-then representations. ALMMo-0 as XAI 
produced transparent fuzzy rules, which are humanly interpretable 
and may help specialists provide a more accurate diagnosis. [59] 
proposed a method to classify cardiac pathology based on a novel 
approach to extract image-derived explanation features to characterize 
the shape and motion of the heart. ApparentFlow-net is applied to 
generate pixelwise apparent flow given a pair of image frames on the 
same slice as input. [101] proposed an ante-hoc classification method 
based on a Cartesian Genetic Programming (CGP) approach, which 
automatically identifies the presence of the disease and concurrently 
provides the explicit classification model used by the system. [60] 
defined another ante-hoc cardiovascular prediction system that can be 
easily interpreted based on two principles: a) reduction in attributes 
without degrading the prediction system performance and b) selection 
of recursive partitioning and regression trees (RPART) and conditional 
inference trees (CTree) as techniques to interpret the final prediction 
system. [61] proposed adopting deep learning for COVID-19 detection 
from X-rays. The explanation aims to localize the areas in the 
X-ray symptomatic of COVID-19 presence. Additionally, to provide 
explainability, they proposed visualizing class activation maps (Grad-
CAM), a technique usually considered for debugging deep neural 
networks. [64] adapted state-of-the-art XAI algorithms (Grad-CAM 
and SHAP) for hand gesture classification, evaluating the contribution 
of each input feature to the prediction. [65] proposed an ante-hoc 
electrocardiogram classification method named knowledge-shot 
learning (KSL). KSL constructs a novel neural network architecture 
that can extract interpretable feature vectors and provide support 
cases as result explanations. [118] examined the influence of different 
input representations on a trained model for hip arthroplasty (THA) 
using LIME. Another application of LIME was proposed by [119] to 
generate explanations on how a CNN detects tumor tissue in patches 
extracted from histology whole slide images.

[42] proposed a conceptual framework for building human-
centered, decision-theory-driven XAI (SHAP for attribution, LORE for 
counterfactual rules) by designing and implementing an explainable 
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clinical diagnostic tool for intensive care phenotyping. Regarding 
counterfactual explainability, there are other studies such as [120] 
with their method named RELAX (reinforcement learning agent 
explainer for arbitrary predictive models), [121] with FOCUS (flexible 
optimizable counterfactual explanations for tree ensembles) method, 
and [122] with their feature tweaking algorithm.

[66] introduced DoctorXAI, a post hoc explainability technique 
that deals with multilabel, sequential, ontology-linked data. [123] 
presented an XAI model fit on a large longitudinal dataset using 
electrodes that can reveal which are most important. To determine the 
relative importance of the different features for each model prediction, 
they adopted SHAP.

Concerning risk prediction tasks in the health domain, [97] focused 
on applying XAI techniques (CART, CTree, FFT, and J48) to health 
care data as decision trees to predict the falling risk in older adults.  
[124] proposed an interpretable machine learning framework (feature 
importance) for image classification problems to make high-quality 
explanations. [43] reported the development and testing of a machine 
learning-based system that predicts the risk of hypoxemia and 
provides real-time explanations (prescience) of the risk factors during 
general anesthesia.

We can highlight the following proposals regarding image 
processing tasks for health IoT applications. [68] presented the 
main components of the framework for attribution to concepts and 
introduced a spatial pooling operation on top of the feature maps to 
obtain a solid interpretability analysis through concept attribution, 
which is a complementary technique to saliency heatmaps giving 
concept-based explanations rather than pixel-based explanations. [69] 
proposed a novel in-model joint architecture composed of an explainer 
and a classifier (the explainer is based on an encoder-decoder network, 
and the classifier is based on VGG-16). This architecture outputs a 
class label and a visual explanation of such a decision without needing 
additional labeled data to train the explainer in addition to the image 
class. [70] showed how the expert-level evaluation of XAI methods 
(Grad-CAM and SIDU) in a medical application can be utilized and 
aligned with the actual explanations generated by the clinician. [71] 
presented a framework for augmenting statistical findings in medical 
imaging workflows. A novel visualization technique (hierarchical 
occlusion: HihO) was proposed to increase the portability of machine 
learning interpretability to IoT applications.

We can also select a couple of relevant systems for recommendation 
tasks in the health domain. [72] presented an explainable AI early warning 
score (XAI- EWS) system for the early detection of acute critical illness. 
XAI-EWS potentiates clinical translation by accompanying a prediction 
with information on the data explaining it. Explanations are calculated 
with the high-level library for explaining neural networks iNNvestigate. 
[73] presented a human-in-the-loop XAI system for content-based 
image retrieval (CBIR) of video frames similar to a query image from 
minimally invasive surgery (MIS) videos for surgical education.

Finally, for the anomaly detection task, [96] proposed a novel one-
class model that uses an explainable one-class decision tree (OC-Tree).

Industry is also a popular domain for IoT applications. Anomaly 
detection is an important AI task with enormous applicability in 
industrial scenarios. [45] proposed an approach for defining “feature 
importance” explanations in anomaly detection problems applied to 
quality monitoring. [46] reported a methodology to incorporate XAI-
based insights (feature importance) into the data science process of 
developing a high-precision classifier (for fault diagnosis of steel 
plates). [74] developed a novel explainable method called the Gumbel-
Sigmoid eXplanator (GSX). First, they proposed a differentiable and 
trainable selector complemented by a regularization layer to control 
the number of features for each instance. [95] proposed a novel 

approach for fault detection and diagnosis in rotating machinery. The 
methodology consists of feature extraction, fault detection, and fault 
diagnosis. SHAP, the popular technique to interpret black-box models, 
was used in fault diagnosis.

For the autonomous processes and robotics task, we found the work 
by [75] that proposed using deep reinforcement learning (DRL) to 
optimize both aggregate and minimum service provisioning. To 
achieve trusted autonomy, DRL agents must be able to explain their 
actions for transparent human-machine interrogation through feature 
importance. Additionally, [76] presented a method that incorporates 
explicit object recognition processing into DRL models. Then, object 
saliency maps visualize the internal states of DRLNs, thus enabling the 
formation of explanations.

For business management tasks in the industrial environment, 
there are several systems in the literature. [77] proposed a novel local 
post hoc explanation (decision tree) approach for a deep learning 
classifier that is expected to justify the model decisions for experts. 
[125] presented the use case of power generation forecasting using 
the XGBoost algorithm. Feature relevance was explained with the 
ELI5 XAI tool. [126] illustrated the opportunities and challenges of 
process predictions and XAI for Industry 4.0 with a fully automated 
factory prototype. They addressed a binary classification problem 
where global feature importance presented as textual explanations 
was applied to deep neural networks.

Regarding industrial image processing tasks, S. [78] presented an 
ante-hoc approach for analyzing a classification procedure for fiber 
layup defects. Smoothed integrated gradients, guided gradient class 
activation mapping, and DeepSHAP were applied to a CNN classifier. 
For the process quality improvement task, [98] proposed using nonlinear 
modeling with SHAP to infer how a set of production parameters and 
the process quality of a manufacturing system are related.

[28] introduced and discussed the concept of Internet of Behavior 
(IoB) tasks and their integration with XAI techniques (XAI explainer 
platforms such as IBM AI Explainability 360) to provide trusted and 
evident experience in the process of influencing user behavior in an 
electrical power consumption use case.

Regarding modeling tasks, [79] presented a modeling tool, 
NeuroCAD, using sensitivity analysis, layerwise relevance 
propagation, the Grad-CAM method, and LIME.

Regarding predictive maintenance tasks, we can find several model-
dependent systems using CNNs. [51] introduced a post hoc XAI approach 
for CNNs on vibration signal analysis classification using Grad-CAM. 
Similarly, [80] demonstrated how CNN and CAM could be employed 
in real-world vibration video to characterize the machine’s status, 
representing normal or fault conditions. [81] demonstrated that CNN can 
be used for making predictions based on multivariate time-series data 
and explaining (using CAM) these predictions. Finally, [127] investigated 
why deep neural network (DNN) models cannot identify the problematic 
component of a turbofan engine due to its black-box property. This study 
employs dimensionality reduction and SHAP techniques.

The following domain is security. With regard to anomaly detection 
tasks, [82] proposed an autoencoder-based detection framework using 
convolutional and recurrent networks to discover cyber threats in 
IIoT networks. It also explains employing LIME in the model through 
latent representations of malicious events.

For cyber attack detection tasks, [83] designed an approach using 
a set of LSTM modules integrated into an ensemble of detectors for 
cyber attacks against IoT systems. These modules were then merged 
using a decision tree to obtain an explainable output at the final stage.

We can also highlight some decision support applications for the 
security domain. [84] investigated trustworthiness and interpretability 
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via XAI-based techniques (DeepSHAP) to understand, interpret and 
improve the behavior of state-of-the-art multimodal traffic classifiers.  
[85] proposed a universal XAI model named transparency relying 
upon statistical theory (TRUST), which is model-agnostic, high-
performing, and suitable for numerical applications.

Concerning the facial recognition task, [86] investigated human face 
identification based on extracting the facial features and diagnosing 
and explaining the feature sets with geometric ratio expressions 
(comparing the derived quadratic mean QM of two similar vectors).

We can also find many examples of intrusion detection tasks, such 
as the proposal by [88] that design a new XAI-based framework to 
explain any critical decisions for IoT intrusion detection systems. 
Their framework uses three main XAI techniques (RuleFit, LIME, and 
SHAP) on top of their DNN-based model. [100] also explained the 
outcomes of intrusion detection systems, in this case, through decision 
tree algorithms that can be easily read with the goal of facilitating 
decision-making. [87] compared the detection of IoT device malware 
using CNN models. Then, Grad-CAM along the t-SNE was used to 
understand the overall performance of the proposed methods. Finally, 
we can cite [82], who proposed a highly efficient model named 
XSRU-IoMT for the effective and timely detection and explanation of 
sophisticated attack vectors in IoT networks.

The smart agriculture domain mostly focuses on decision support 
applications. For example, [89] exposed an interpretable machine 
learning approach based on a multivariate decision tree to forecast the 
evaporation rate using data from an IoT infrastructure. [90] developed 
the automatic and intelligent data collector and classifier framework 
by integrating IoT and deep learning. The Grad-CAM algorithm is 
employed to visualize the features and their importance extracted by 
the sensors. [49] proposed a model framework to identify factors that 
potentially explain agricultural land use for different plantations. By 
developing a machine learning model coupled with a model-agnostic 
explanation approach (LIME and partial dependence plots PDP), their 
framework provides both global and local interpretations of the most 
influential factors.

The last domain is transportation. With respect to assistance 
tasks, [91] demonstrated how explanations using attention maps can 
be provided for a deep learning system that detects specific objects 
(charging posts) for driver assistance in an electric bus.

Regarding image processing for transportation, there are several 
systems in the literature, such as the one proposed by [92] that 
presented a hierarchical approach for predicting eye fixations in 
autonomous driving scenarios. They built an encoder-decoder 
network that merges visual feature information to obtain global-local 
explanations employing attention maps. [93] developed a vision-based 
system to detect and identify several objects and predict the intention 
of pedestrians in traffic scenes. This study applied the RISE algorithm 
to make the final classification explainable by generating saliency 
maps. [128] proposed different object detection algorithms and the 
SHAP method to analyze and explain their performance. Finally, 
[94] proposed using an explainable intelligence technique (XRAI) to 
understand some of the tasks involved in developing advanced driver-
assistance systems (ADAS).

As a conclusion to our validation, we can say that we described and 
classified the previous works obtained from the literature using our 
conceptual model. Then, we concluded that our conceptual model is 
complete enough to characterize XAIoT systems and, therefore, can 
help XAIoT developers as a tool to consult different alternatives to 
apply explanation systems in IoT scenarios. We also can conclude that 
our model has overcome previous related works [9], [10], whose main 
contributions were to define key features in XAIoT approaches. These 
works were studies and surveys, they did not proposed a conceptual 

model or a formalized guide. In our work, we provide the community 
with a formalized model that allow design users to develop XAI 
solutions specifically through an ontology-based methodology. Some 
of our previous works also offer a formalized conceptual model but for 
the design of XAI approaches in general, not specifically for the IoT 
requirements [11], [12]. Therefore our work is a novel contribution 
to the current state-of-the-art. Moreover, after the analysis of the 
different conceptual and terminological approaches found in the 
XAIoT literature, we can conclude that the definitions adopted in the 
proposed model are task- and context-related. Our main concept is the 
AI task to be explained, and all the remaining concepts try to elaborate 
further on the definition of this task. Both IoT tasks and domains 
have been studied in-depth to find the explanation requirements for 
each IoT scenario. There are other concepts in the existing literature, 
like user’s related ones, that are not so relevant or there is no clear 
consensus on their usefulness for the IoT field.

VI.	Conclusions

The increasing complexity of data generated by IoT devices makes 
it difficult for humans to understand the decisions made by the AI 
models that interpret these data. To address this issue, we propose 
the XAIoT model, a theoretical framework based on an in-depth 
study of the state-of-the-art that defines and delimits the features 
of explainable AI applied to the IoT. This conceptual model allows 
developers to examine the different concepts, attributes, requirements, 
and relationships to consider when developing this type of system.

However, the model may have some limitations, the XAI and IoT 
domains are growing and evolving very quickly, and the emergence of 
new innovative and/or disruptive proposals will include aspects that 
have not been considered in our model. Nevertheless, these aspects 
can be incorporated through the iterative design process used during 
its validation.

The ultimate goal of this conceptual model is to provide a framework 
that guides the selection of the most suitable XAI solution for a given 
intelligent IoT application. This model was validated by classifying 
and characterizing up to 100 XAIoT solutions. Moreover, we built an 
ontology using the OWL-DL language that supports making semantic 
queries to the model and obtaining the most suitable explanation 
solution for a given domain, task, and AI model.

This systematic review and the validation process clearly 
demonstrate that health care is the domain with the most applications 
in both XAI and IoT areas, followed by industrial solutions. 
Furthermore, the predominant XAI methods are SHAP and LIME. 
Additionally, the most significant AI models are neuronal networks 
and ensemble learning, which mainly address classification problems.

Exploiting the XAIoT ontology is the most relevant line of future 
work, as we plan to implement a recommender system that, by using 
the knowledge represented in the ontology, may provide the most 
suitable XAI approach for the needs of an intelligent IoT system. There 
are also some extensions to the conceptual model that can be explored, 
such as the impact of distributed architectures since these kinds of 
systems are inherent to the IoT domain [102].

In addition, as future work we can study and consider other 
characteristics of the IoT, such as the type of device [129], and semantic 
communication (which integrates user and application requirements 
and the meaning of information in data processing and transmission) 
[130]. Those characteristics were not key concepts in our validation, 
as they were not decisive for the classification of XAIoT methods. 
However, as we have mentioned, the XAI and the IoT are fields that 
are evolving fast nowadays, so we need to consider new characteristics 
in our model for future work.
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Appendix

A.	Validation Tables
The Validation Table (see Table III) consolidates the classification that has been made on the 82 publications selected in this research, and 

where we have identified 101 XAI experiments applied to the IoT domain (XAIoT). AIoT tasks (16) are grouped by their application domain (8) 
and use an AI model (9), where the AI model solves a type of problem and explains it using an XAI method. Likewise, the properties of XAI 
methods are detailed, such as concurrence, scope, output format, input format, and portability. AI Model (refer to Table I), problem type (C: 
classification, R: regression), portability (MS: specific, MA: agnostic), concurrence (Ah: ante hoc; Ph: post hoc), scope (L: local; G: global), input 
format (N: tabular numeric; T: tabular text; V: visual; TS: time series), output format (N: numeric; R: rules; T: textual; V: visual; C: chart).

TABLE III. Classification of XAIoT Experiments

IoT Domain Task Author AI Model Type Portab. XAI Method Conc. Scope Input 
Format

Output 
Format

Aviation Automated 
manoeuvring

Keneni et al., 2019 NFM, NN C R MS ANFIS Ph L G N, T N, R, T, C

Predictive 
maintenance

Ten Zeldam et al., 2018 EM, NN, 
NNN, SVM

C R MS FDE Ph L G N, T N, C

Energy 
Management

Decision 
support

Amiri et al. , 2021 NN C MA LIME Ph L N, T N, C

Sirmacek et al. , 2020 TB C MA SHAP Ph L G V N V

Kim et al. , 2019 NN C MA t-SNE Ph N, TS N

Environment Decision 
support

Diallo et al. , 2020 NN C MA Integrated Gradients Ph L N, TS N, C

Ryo et al. , 2021 EM C MA LIME Ph L N N, C

Kalamaras et al. , 2019 NN C MA SHAP Ph L G N, TS N, C

Recommender 
system

Graham et al. , 2020 NN C MA SHAP Ph L G N, TS N, C

Healthcare Anomaly 
detection

Itani et al., 2020 TB C R MS OC-Tree Ah G N N

Decision 
support

Hatwel et al., 2020 EM C R MS Ada-WHIPS Ph L N, T N, R, T

Soares et al., 2020 NFM C R MS ALMMo-0 Ah L G N, T N, R

Aghamohammadi et al., 2019 NFM, NN C R MS ANFIS Ph L G N, T N, T, C

Zheng et al., 2019 NN C R MS ApparentFlow-net Ah L V V

Senatore et al., 2019 UM C R MS CGP Ah G V N, V

Porto et al., 2021 TB C R MS CTree Ah L N, T N, R, C

Brunese et al., 2020 NN C R MS Grad-CAM Ph L V V

Tabik et al., 2020 NN C R MS Grad-CAM Ph L V V

Hossain et al. , 2020 NN C R MA Grad-CAM Ph N, T, V N, V

Gozzi et al. , 2022 NN C R MS Grad-CAM Ph G N, V, TS N, V

Chou et al., 2020 NN C R MS KSL Ah Ph N, T, TS N, C

Dindorf et al., 2020 MA C MA LIME Ph L G N, T, TS N, C

Palatnik de Sousa et al., 2019 MA C MA LIME Ph L G V N, V

Lage et al., 2018 MA C MA LIME Ph L G T N, C

Hossain et al. , 2020 NN C MA LIME Ph L N, T, V N, V

Dave et al. , 2020 EM C MA LIME Ph L N N, C

Wang et al., 2019 EM, NN, SVM C R MS LORE Ph L N, T N, R, T

Panigutti et al., 2020 NN C R MS Ontological Perturbation Ph L N, T N, R, T

Lamy et al., 2020 CBR C R MS RBIA Ph L G N T, C

Lamy et al., 2019 CBR C R MS RBIA Ph L G N, T N, T, C

Kwon et al., 2019 NN C R MS RetainVis Ph L G N, T N, T, C

Porto et al., 2021 NN C R MS RPART Ah L N, T N, R, C

Hu et al., 2021 MA C MA SHAP Ph L G N N, C

Lin et al., 2020 MA C MA SHAP Ph L G N N, C

Wang et al., 2019 MA C MA SHAP Ph L G N, T N, R, T

Dave et al. , 2020 EM C MA SHAP Ph L G N N, C

Gozzi et al. , 2022 NN C MS SHAP Ph L G N, V, TS N, V

Soares et al., 2020 NN C R MS xDNN Ah G N, T N, R

Image 
processing

Graziani et al., 2020 NN C R MS Concept Attribution Ph L G V V

Rio-Torto et al., 2020 NN C R MS Encoder-Decoder Ah L V V

Muddamsetty et al., 2021 NN C R MS Grad-CAM Ph L V V

Monroe et al. , 2020 NN C MA HihO Ph G V V

Muddamsetty et al., 2021 NN C R MS SIDU Ph L V V
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IoT Domain Task Author AI Model Type Portab. XAI Method Conc. Scope Input 
Format

Output 
Format

Recommender 
system

D’Alterio et al., 2020 FM C R MS CIT2FS Ah L N T, C

Lauritsen et al., 2020 NN C R MS iNNvestigate Ph L G N N, C

Chittajallu et al. , 2019 NN C MA SALIENCY (XAI-CBIR) Ph V V

Risk prediction Lindsay et al., 2020 TB C R MS CART Ah L N, T R, T
Lindsay et al., 2020 TB C R MS CTree Ah L N, T R, T
Pintelas et al., 2020 MA C MA Feature Importance Ph L G V N, T, V
Lindsay et al., 2020 TB C R MS FFT Ah L N, T R, T
Lindsay et al., 2020 TB C R MS J48 Ah L N, T R, T
Lundberg et al., 2018 EM C R MS Prescience Ph L N, T, TS N, C
Pnevmatikakis et al. , 2020 NN C MA SHAP Ph L G N, T N, C

Industry Anomaly 
detection

Carletti et al., 2019 EM C R MS DIFFI Ph G N, TS N, C

A. Khara et al., 2020 EM C MA Feature Importance Ph L G N, T N, R, T, C

Mansouri et al., 2022 NN C MA GSX Ph N, TS N

Brito et al. , 2022 NNN, kNN C MA SHAP Ph L G N N, C

Autonomous 
Systems and 
Robotics

Guo et al. , 2020 NN C MS Feature Importance L N N, T, C

Iyer et al. , 2018 NN C R MA Saliency Map L V N, V

Business 
Management

Mehdiyev et al. , 2021 NN, TB C R MA Decision Tree Ph L N, T N, R

Zhang et al., 2021 MA MA Deep-SHAP Ph L G N N, C

Sarp et al., 2021 MA C R MA ELI5 Ph L G N, T, TS N, C

Rehse et al. , 2019 MA C MA Feature Importance Ph L G N, TS N, T, C

Image 
processing

S. Meister et al., 2022 NN C MA Deep-SHAP Ph L G V N, V

S. Meister et al., 2021 NN C MA Integrated Gradients Ph L V N, V

Improve 
Process Quality

Senoner et al. , 2021 TB C MA SHAP Ph L G N N, C

Internet of 
Behaviour
Modelling

Elayan et al., 2022 NN C MS MA XAI360 Ph L G N, TS R, T
Schönhof et al., 2021 NN C R MS Grad-CAM Ph L V V
Schönhof et al., 2021 MA C MA LIME Ph L G V V

Predictive 
maintenance

Chen et al., 2020 FM, NN C R MS ANFIS Ph L G V N, R, T, V
Sun et al. , 2020 NN C R MS CAM Ph G V V
Assaf et al., 2019 NN C R MS CAM Ph G V V
Serradilla et al. , 2020 MA C R MA ELI5 Ph L G N, TS N, C
Chen et al., 2020 NN C R MS Grad-CAM Ph L V V
Serradilla et al. , 2020 MA C MA LIME Ph L G N, TS N, C
Hong et al., 2020 MA C MA SHAP Ph L G N, TS N, C
Serradilla et al. , 2020 MA C MA SHAP Ph L G N, TS N, C

Security Anomaly 
detection

Khan et al. , 2021 NN C MA LIME Ph L N, T, TS N, C

Cyber attacks 
detection

Saharkhizan et al. , 2020 NN C R MS Decision Tree Ph G N, TS N, C

Decision 
support

Nascita et al. , 2021 NN MA Deep-SHAP Ph G N, T N, C

Sarhan et al. , 2021 EM C MA SHAP Ph L G N, T N, C

Le et al. , 2022 TB C MA SHAP Ph L G N, T, TS N, C

Zolanvari et al. , 2021 NN C MA TRUST Ah L N, T, TS N
Facial 
recognition

Sarathy et al., 2020 NN C R MS QMC Ph G V N, V

Intrusion 
Detection 
Systems

Mahbooba et al. , 2021 TB C R MS Decision Tree Ah G N, T, TS N, R

Naeem et al., 2022 NN C R MA Grad-CAM Ph L V V

Houda et al., 2022 NN C MA LIME Ph L N, T, TS N, C

Khan et al. , 2022 NN C MA LIME Ph L N, TS N, C

Houda et al., 2022 TB MS RuleFit Ah G N, T, TS N, C

Houda et al., 2022 MA C MA SHAP Ph L G N, T, TS N, C

Alani et al., 2022 EM C MA SHAP Ph L G N, TS N, C

Naeem et al., 2022 NN C MA t-SNE Ph V N, V

Smart 
Agriculture

Decision 
support

Garrido et al. , 2022 NN C R MS Decision Tree Ah G N, TS R, C

Kundu et al. , 2021 NN C R MA Grad-CAM Ph L V V

Viana et al. , 2021 EM C MA LIME Ph L N, T N, C

Viana et al. , 2021 EM MA PDP Ph G N, T N, C

Transport. Assistance 
system

Nowak et al., 2019 NN C R MS Attention Maps Ph L V V

Image 
processing

Martinez-Cebrian et al., 2020 NN C R MS Attention Maps Ph L V V

Li et al., 2020 NN C R MS RISE Ph L V V

Ponn et al., 2020 MA C MA SHAP Ph L G V N, V

Lorente et al., 2021 NN C R MS XRAI Ph L V V
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B.	Data Tables
The following tables are the data source of the Fig. 2, Fig. 3, Fig. 5, Fig. 6, and Fig. 7.

TABLE IV. Quantitative Analysis of the Systematic Review on Explainable AI and IoT. The Table on the Left (Documents by Year) Shows the Number 
of Publications Resulting From Our Search Between 2018 and 2022, A Total of 7,022 Documents That Include Terms Related to XAI, and 122 

Documents That in Addition to XAI Included the Term IoT. While the Table on the Right (Documents by Subject Area) Shows the Different Subject 
Areas in Which the Research Was Conducted, in Some Cases an Article Has Been Categorized Into More Than One Subject Area (Refer to Fig. 2)

Year XAIoT XAI Subject area XAIoT XAI
2018 2 177 Computer Science 115 5,258
2019 7 581 Engineering 49 1,928
2020 20 1,267 Mathematics 37 1,515
2021 41 2,293 Medicine 3 827
2022 52 2,702 Decision Sciences 16 624
Total 122 7,020 Social Sciences 7 490

Physics & Astronomy 8 424
Materials Science 10 397
Biochemistry & Genetics 5 364
Business & Management 7 290
Chemical Engineering 0 163
Energy 6 163
Neuroscience 1 160
Environmental Science 2 157
Arts and Humanities 0 156
Chemistry 5 156
Multidisciplinary 0 142
Health Professions 1 141
Earth & Planetary Sciences 0 137
Agricultural & Biological Sci. 1 74
Psychology 0 71
Economics & Finance 1 57
Immunology & Microbiology 0 22
Nursing 0 20
Pharmacology & Toxicology 0 20
Dentistry 0 8
Veterinary 0 2

Total 274 13,766

TABLE V. Number of Papers in XAIoT Published Per Year and Domain, Over the 82 Out of 122 XAIoT Articles Chosen for Their Relevance to 
Perform This Research (Refers to Fig. 3)

Year 2018 2019 2020 2021 2022 Total
Aviation 1 1 2
Energy Management 1 1 1 3
Environment 1 2 1 4
Healthcare 2 8 20 3 1 34
Industry 1 3 6 5 4 19
Security 2 5 5 12
Smart Agriculture 2 1 3
Transportation 1 3 1 5

Total 4 15 34 18 11 82

TABLE VI. Normalized Distribution of AI Task by IoT Domain. The Table Shows the Number of Articles Published by Each of the 16 AIoT Tasks 
(Rows) and Each of the 8 IoT Domains (Columns) Identified in Our Research (Refers to Fig. 5)

Application Aviation Energ Env Healthc Indust Sec Agric Transp Total
Anomaly detect 1 4 1 6
Assistance syst 1 1
Automated M. 1 1
Autonomous Syst 2 2
Business Manag. 4 4
Cyber attacks D. 1 1
Decisión support 3 3 22 4 3 35
Facial recognition 1 1
Image processing 4 1 4 9
Improve Proc Qlty 1 1
IoB 1 1
Intrusion Detect. 5 5
Modelling 1 1
Predictive maint 1 5 6
Recommender S. 1 3 4
Risk prediction 4 4
Total 2 3 4 34 19 12 3 5 82
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TABLE VII. Normalized Distribution of XAI Method by Domain. The Table Shows That, of the Total of 82 Selected Publications, a Total of 
101 Experiments Carried Out With 47 Different XAI Methods Were Identified (Some of the Articles Experimented With More Than One XAI 

Method). The Table Also Disaggregates the Number of Experiments Performed by Each of the 8 IoT Domains -Columns- and the 47 XAIoT 
Methods -Rows- (Refer to Fig. 6)

XAI Method Aviat Energ Env Health Indust Sec Agric Transp Total
Ada-WHIPS 1 1

ANFIS 1 1 1 3

ApparentFlow. 1 1

Att. Maps 2 2

CAM 2 2

CART 1 1

CGP 1 1

CIT2FS 1 1

Conc. Attr. 1 1

CTree 2 2

Decis. Tree 1 2 1 4

Deep-SHAP 2 1 3

DIFFI 1 1

ELI5 2 2

Encod.-Decod. 1 1

FDE 1 1

Feat. Imp. 1 3 4

FFT 1 1

Grad-CAM 5 2 1 1 9

GSX 1 1

HihO 1 1

iNNvestigate 1 1

IG 1 1 2

J48 1 1

KSL 1 1

LIME 1 1 5 2 3 1 13

LORE 1 1

OC-Tree 1 1

Ontol. Pert. 1 1

PDP 1 1

Prescience 1 1

QMC 1 1

RBIA 2 2

RetainVis 1 1

RISE 1 1

RPART 1 1

RuleFit 1 1

SALIENCY(CBIR) 1 1

Saliency Map 1 1

SHAP 1 2 6 4 4 1 18

SIDU 1 1

TRUST 1 1

t-SNE 1 1 2

XAI360 1 1

xDNN 1 1

XRAI 1 1

ALMMo-0 1 1

Total 2 3 4 44 24 15 4 5 101
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TABLE VIII. Normalized Distribution of XAI Method by AI Model. The Table Shows That, of the Total of 82 Selected Publications, a Total of 
101 Experiments Carried Out With 47 Different XAI Methods Were Identified (Some of the Articles Experimented With More Than One XAI 

Method). The Table Also Disaggregates the Number of Experiments Performed by Each of the 9 AI Models -Columns- and the 47 XAIoT Methods 
-Rows- (Refer to Fig. 7)

XAI Method CBR EM FM MA NFM NN NNN TB UM Total
Ada-WHIPS 1 1

ANFIS 1 2 3

ApparentFlow-net 1 1

Attention Maps 2 2

CAM 2 2

CART 1 1

CGP 1 1

CIT2FS 1 1

Concept Attribution 1 1

CTree 2 2

Decision Tree 3 1 4

Deep-SHAP 1 2 3

DIFFI 1 1

ELI5 2 2

Encoder-Decoder 1 1

FDE 1 1

Feature Importance 1 2 1 4

FFT 1 1

Grad-CAM 9 9

GSX 1 1

HihO 1 1

iNNvestigate 1 1

Integrated Gradients 2 2

J48 1 1

KSL 1 1

LIME 3 5 5 13

LORE 1 1

OC-Tree 1 1

Ontological Perturbation 1 1

PDP 1 1

Prescience 1 1

QMC 1 1

RBIA 2 2

RetainVis 1 1

RISE 1 1

RPART 1 1

RuleFit 1 1

SALIENCY (XAI-CBIR) 1 1

Saliency Map 1 1

SHAP 4 7 4 1 2 18

SIDU 1 1

TRUST 1 1

t-SNE 2 2

XAI360 1 1

xDNN 1 1

XRAI 1 1

ALMMo-0 1 1

Total 2 14 2 17 3 51 1 10 1 101
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