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Abstract. Quadratic Unconstrained Binary Optimization (QUBQ) is
widespread and solvable via classical or quantum computing. However,
outsourcing these computations online exposes sensitive data to poten-
tial breaches. We introduce a novel encryption scheme that seamlessly
integrates with any solver or hardware platform, ensuring data security
without compromising performance. A robust python implementation
delivers promising results, marking a significant step forward in secure
optimization for both classical and quantum environments.
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1 Introduction

Quadratic Unconstrained Binary Optimization (QUBO) is crucial in combina-
torial optimization across disciplines like cryptography, economics, physics, and
machine learning [1-8]. It models problems such as max-cut, graph coloring, and
clustering [9-11, 13], with applications in quantum computing via Ising models
and quantum annealing [14-16]. As NP-hard [17], QUBO demands efficient and
secure solving methods.

Online solvers risk exposing sensitive data. This work proposes an encryption
scheme enabling secure external solving without revealing original data. Unlike
standard homomorphic encryption [18-20], our approach meets the specific needs
of QUBO.

We define the set of natural indices I, := {1,...,n} and the binary space
{0,1}". A function f(z) = 3_; ;yer2 Qij iz is defined using a matrix Q € R™*".
Since adding a constant does not change the optimal solution, the typical QUBO
problem is to find

argmin f(x),

zc{0,1}"
where the objective function f can be expressed compactly as f(z) = z - Qz.
When solving such problems with cloud solvers, transmitting the matrix Q in
clear text risks exposing sensitive information.
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2 Transfer principle

The encrypted objects are denoted with a prime, so the encrypted objective
function is f'(z’) = &’-Q'z’. Define a mapping T from the original optimization
problem to an encrypted version f’(z’) := f(T'(z’)). This allows a user to send an
encrypted QUBO problem to an external solver without exposing sensitive data
(the matrix Q). The transformation 7' defines a new optimization problem in
such a way that its resolution in the encrypted domain can be carried out with-
out revealing information about the original optimization problem and without
requiring key exchange. In this context, we could mention some similarities with
homomorphic encryption. Note that 7" will not be a homomorphism in all cases,
as it will not preserve the operations of addition @ or product ® in {0,1}".
With a transformation T satisfying £ = T'(z’), we establish a relation between
the original matrix Q and its encrypted counterpart Q'. Matching the quadratic
forms in the expressions for f and f’ yields a closed-form relation through an
encryption function: Q" = §(A1,Q) or Q' = &, (Q) [21]. The matrix of the orig-
inal QUBO problem is encrypted and sent to the QUBO — solver. The solution
returned, &/, is then decrypted locally, and the solution to the original problem
is obtained via z, = T(z)). In order to construct T there are two ingredients:
diffusion via permutations and confusion via substitutions, and the encrypted
matrix Q' is obtained from p and &, respectively.

3 Conclusions

This work addresses the security challenges in the online resolution of uncon-
strained binary quadratic optimization problems. By employing cryptographic
methods, we establish a framework for securely solving these problems using
both classical and quantum computing. This approach protects the problem’s
sensitive information during resolution and encourages the adoption of advanced
techniques in online environments, promoting further development in quantum
computing and data security.

A complete implementation of these proposals has been developed in python.
The proposed cryptographic solution is independent of the optimization method,
so it does not depend on how the QUBO problem is solved. It supports exact
methods, classical or quantum annealing, as well as heuristic approaches such as
simulated annealing and genetic algorithms, making it hardware agnostic.
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