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Abstract: The main purpose of anti-forensic computer techniques, in the broadest sense, is to hinder
the investigation of a computer attack by eliminating traces and preventing the collection of data
contained in a computer system. Nowadays, cyber-attacks are becoming more and more frequent and
sophisticated, so it is necessary to understand the techniques used by hackers to be able to carry out a
correct forensic analysis leading to the identification of the perpetrators. Despite its importance, this
is a poorly represented area in the scientific literature. The disparity of the existing works, together
with the small number of articles, makes it challenging to find one’s way around the vast world of
computer forensics. This article presents a comprehensive review of the existing scientific literature
on anti-forensic techniques, mainly DFIR (digital forensics incident response), organizing the studies
according to their subject matter and orientation. It also presents key ideas that contribute to the
understanding of this field of forensic science and details the shortcomings identified after reviewing
the state of the art.
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1. Introduction

In computer security, computer forensics is a set of procedures and techniques for
identifying, collecting, and documenting evidence from a computer system to make this
evidence acceptable during a legal proceeding.

Due to the constant growth of the importance of computer security in everyday life,
both in the public and the professional sector, computer forensics continues to grow and
become more specialized with each passing year.

Like every existing discipline within computer science, the forensic field has its an-
tagonists. These are known as anti-forensic techniques. These methods, in their broadest
definition, have as their main objective the hindering or impeding of the investigation and
collection of the data contained in a computer system [1].

In 2009, an article by P. Pajek et al. [2] entitled “Computer anti-forensics methods
and their impact on computer forensic investigation” had already began to highlight the
problems generated by these increasingly automated techniques in computer forensics. In
this article, tables are drawn up showing the results before and after the application of
anti-forensic tools, allowing for a quick appreciation of the differences. The problem is
becoming more and more evident.

On a first review of the state of the art in this subject, it may seem a relatively small and
unimportant field, as shown by the results obtained in a specific thematic search example
with the token “computer forensics” versus the search topic “computer anti-forensics”,
shown in Figure 1.
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Figure 1. Thematic search results.

In addition, most of the results for anti-forensic techniques are related to image
processing (image and video manipulation); it is necessary to refine and deepen the searches
to find articles directly related to these techniques as applied to the general field of forensic
analysis.

With such a vast difference between the scientific research in one field and the other,
it could be assumed that the relevance of anti-forensic techniques is negligible, and that
it is not worthwhile to delve into this field. However, when reviewing some of the most
outstanding articles on this subject, we can see that the lack of knowledge of anti-forensics
throws away the application of most of the existing forensic techniques and advances.

How is this possible and where does the big difference in the number of scientific
investigations between the two fields come from? To answer this question, we must first
analyze the following two articles:

e T Latzo et al. [3] elaborate a taxonomy of forensic acquisition methods, which is a
comprehensive survey of state-of-the-art memory acquisition techniques, independent
of the operating system used and the hardware architecture.

e R Palutke et al. [4] present a study with three novel methods that prevent user space
memory from appearing in analysis tools and also make it inaccessible from the
perspective of security analysts.

As can be seen, without knowing and avoiding the anti-forensic techniques described
in the second article, the first study loses much of its value, despite its novelty. Therefore,
although anti-forensic techniques represent a small percentage of computer forensics, their
importance is very high.

The difference in the number of publications is also directly related to the number
of years that forensic analysis techniques have been available in the international context,
compared to the relatively few years that anti-forensic techniques have been studied.

The systematic review performed in this article followed the guidelines set out in the
work of B. Kitchenham et al. [5-7], resulting in the following contributions:

Review of the existing scientific literature on anti-forensic techniques.
Grouping of the analyzed works according to the subject orientation within the field
of anti-forensic techniques.

e  Within each topic, grouping of the analyzed works according to the technique they
include.
Analysis of the state of the art of the last 6 years (2016-2022).
Exposition of ideas for the improvement of the field of anti-forensic techniques based
on the shortcomings analyzed in the review of the state of the art.
The document is structured as follows:

e  Section 2—Materials and Methods: This section presents how the systematic review
was carried and how documents were selected to be included in this study.

e  Section 3—Fundamentals of anti-forensic science: Presentation of the most significant
documents related to anti-forensics science in the recent literature.



Appl. Sci. 2024, 14, 5302

3 0f 37

e  Section 4—Results: Grouping of the documents obtained into categories and presenta-
tion of the findings of our study of the documents.

e  Section 5—Conclusions: General conclusions obtained from the review of the work
included are detailed here, and recommendations are made as to how to correct the
deficiencies detected.

2. Materials and Methods
2.1. Review Methodology

The guidelines set out in the work of B. Kitchenham et al. [5-7] were followed to
prepare this review. To carry out this systematic review, the steps shown in Figure 2 were
followed:

1.  Definition of the research questions.

2. Selection of the bibliographic databases to be used.

3.  Selection of search criteria.

4 Selection of criteria for inclusion and exclusion of results.

4. Inclusion
and exclusion

criteria
selection

Figure 2. Review methodology.

2.1.1. Definition of Research Questions

As stated in previous paragraphs, the purpose of this article is to study and investigate
the literature related to anti-forensic techniques and then to classify it and delve into
the most significant documents published in each category. For this purpose, a series of
questions have been elaborated, as shown in Table 1.

Table 1. Research questions.

Research Questions Details

Knowing the scope and extent of the current

What is the current state of the art related to articles related to anti-forensic techniques
anti-forensic techniques? allows us to better position them in the
What type of these techniques are most landscape of information communication
emphasized in the literature? technologies (ICT) forensics. A greater number
Is there any type of technique that is of articles related to a particular technique may
increasingly present? signify the need to focus on that type in the
future.

Reviewing the current literature makes it
A systematic review of anti-forensic techniques  possible to classify it according to its purpose.
How can new studies be classified? In addition, it is possible to evaluate the
What do the new studies have to offer? contributions made by comparing them with
those already existing and with each other.

2.1.2. Bibliographic Databases Used

For a systematic review to be of high quality, it is necessary to use a large search source
to find relevant literature. For this article, the following databases have been considered
when searching:

IEEE Xplore (https:/ /ieeexplore.ieee.org).

ACM (https:/ /dl.acm.org).

Science Direct (https:/ /sciencedirect.com).

Web Of Science (https:/ /www.webofscience.com).
Scopus (https:/ /scopus.com).


https://ieeexplore.ieee.org
https://dl.acm.org
https://sciencedirect.com
https://www.webofscience.com
https://scopus.com
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2.1.3. Search Criteria

When searching for the most relevant research articles with respect to the subject of this
research, a series of strings were created related to the subject matter. During the testing of
these strings, it was found that using the terms “anti-forensic techniques”, “anti-forensics”,
and “anti-forensics” returned very different results, some of which excluded articles that
were candidates for analysis. Therefore, all these synonyms were used in the initial search.

Table 2 shows the search string for the three synonyms. The results field shows the

total number of articles obtained by the string with the three synonyms.

Table 2. Search queries.

Source

Search Fields Years Documents Results

((“Document Title”: anti-forensic techniques) AND

(“Abstract”: anti-forensic technigues)) OR ]oi(r)lzfserzctfcslles
. . ((“Document Title”: anti-forensics) AND ’ !
ieeexplore.ieee.org (“Abstract”: anti-forensics)) OR ((“Document 2010-2022 Ea.trly Access 47
Title”: antiforensics) AND (“Abstract”: Artlcgs,oisapers,
antiforensics))
[[Title: “anti-forensic techniques”] OR [Title:
“anti-forensics”] OR [Title: “antiforensics”]] AND
dl.acm.org [[Keywords: anti-forensic techniques] OR 2006-2022 Idem 6
[Keywords: anti-forensics] OR [Keywords:
antiforensics]]
. . Title, abstract, keywords: “anti-forensic techniques”
sciencedirect.com OR “antiforensics” OR “antiforensics” 2006-2022 Idem 90
(((TS = ((anti-forensic
techniques)OR(anti-forensics)OR (antiforensics)))
. AND TI = ((anti-forensic
Web of Science techniques)OR(anti-forensics)OR(antiforensics))) 2006-2022 Idem 143
AND AB = ((anti-forensic

techniques)OR(anti-forensics)OR(antiforensics)))

TITLE-ABS-KEY (“anti-forensic techniques” OR
Scopus “anti-forensics” OR “antiforensics”) AND 2006-2022 Idem 536

(LIMIT-TO (SUBJAREA,”COMP”))

Total Documents 822

The selected date range criterion ranges from the first recognized relevant publication in 2006 to 2022; however,
some sources do not have documents from that date, so the furthest date available has been used.

2.1.4. Document Inclusion and Exclusion Criteria

Once the documents obtained from the search had been gathered, they went through
a series of filtering stages until those relevant to the case study were obtained. In the first
phase, duplicates were eliminated based on coincidence criteria such as DOI and, in the
case of lack of a DOJ, by identical title and authors.

The documents obtained in the second phase were classified according to type of
objective/purpose for inclusion in Section 4 (Results). In this phase, 220 documents were
obtained.

At the same time, among these 220 papers, those with a publication date within
the last 6 years were selected for analysis of some of the most relevant ones in Section 3
(Fundamentals of anti-forensic science).

This process can be seen in Figure 3.


ieeexplore.ieee.org
dl.acm.org
sciencedirect.com
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Figure 3. Document selection process.

Of the 220 total papers accepted according to the above criteria, it can be seen that
from 2013 onwards, the average number of articles per year is much higher than in previous
years, even doubling. This fact can be seen in Figure 4.

2006
2007
2008
2009

Figure 4. Publications accepted by year.

3. Fundamentals of Anti-Forensic Science

Having established the relevance of the knowledge of anti-forensic techniques in
the context of computer forensics, a detailed and in-depth analysis of some of the most
significant papers of the last 6 years (2016-2022) is performed, selected following the
criteria of article impact and number of citations. Some studies present the first articles
on a particular topic, others present the most-accepted taxonomies, and current articles of
relevance to their categories are also included. All other articles included in this review
will be analyzed in the following section (Section 4).

K. Conlan et al. [8] present an expanded version of the anti-forensic taxonomy orig-
inally presented by M. Rogers [9] and develop a “dataset” of anti-forensic tools. Based
on the original classification proposed by M. Rogers [9], they expand and categorize the
anti-forensic tools analyzed according to the following fields (Figure 5):

Data hiding.

Artefacts deletion.

Obfuscation of traces.

Direct attacks on forensic software and procedures.
Possible indications of anti-forensics.

AR

The strength of this work resides in its dataset of 308 anti-forensic tools and their
hashes, as well as the extension of the anti-forensic taxonomy to a specific case study.

Something remarkable that the research does not develop is the detailed explanation
of each extra field added in the extended classification of anti-forensic tools; this is unlike
the work of N. A. Hassan et al. [10], in which each section of the classification they use
is explained.
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Figure 5. Expanded taxonomy of K. Conlan et al. [8].

N. A. Hassan et al. [10] elaborate a wide classification of the most common anti-forensic
techniques and complement it with explanations, making use of tables and images. They
focus their work on a legal case study, which can be used by entities who need to guarantee
their privacy, such as diplomats, security professionals, military personnel, etc.

The study is divided into four major fields:

Data destruction.

Anti-forensic techniques in Windows.
Digital evidence destruction.

Direct attacks on forensic software.

Ll

It develops, in table form, some of the most common techniques for erasing informa-
tion on hard disks (Table 3). It should be noted that in general, it is a good synthesis of
the anti-forensic taxonomy. As the study is oriented towards legal use cases, the bias of
the study leans towards that domain, lacking certain content that is more typical of illicit
activities, that is, those related to computer viruses, malware, and (unethical) hacking.

B. Hoelz et al. [11] bring a new vision to the field of anti-forensic techniques, proposing
a threat and risk management model to mitigate the negative impact they cause during
a forensic analysis. Their study used the classification model presented by R. Harris [12],
which organizes the actions executed by an attacker into four groups:

1.  Evidence destruction.

2 Destruction of the source of evidence.
3.  Evidence concealment.

4 Evidence tampering.
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Table 3. Data destruction techniques.

Overwriting

Erasing Method Security Level Pattern Used Comments
Rounds
Can prevent software recovery tools
Single overwrite Low 1 Writes a zero from recovering data but cannot stop
hardware-based recovery tools from
recovering deleted data.
All zeros. all ones. and Software recovery tools and most
NCSC-TG-025 finall w1:i tes a raI; dom hardware-based recovery tools cannot
(US National High 3 charzc ter and verifies recover data deleted this way. This
Security Agency) the write technique is like HMG IS5 (UK) and
DoD 5220.22-M (USA).
This is an old technique invented in
Writes a random 1996; the
Gutmann High 35 character encoding for HDD has changed since
then. This method is not recommended
for modern HDDs.
All ones, all zeros; Prevents software recovery tools and
Schneier High 7 random characters are almost all hardware-based techniques
written five times from recovering data.
Invented in 2014 by the Australian
Random pattern (only =~ Department of Defense: Intelligence and
ISM 6.2.92 Medium 1 for disks bigger than Security. Prevents software recovery
15 GB) tools and most hardware-based

techniques from recovering data.

To conclude, sections on direct attacks on forensic software represent a very small fraction of the anti-forensic
techniques dedicated to hiding the commission of illegal activities; therefore, it would be necessary to complement
it with other articles to obtain a larger knowledge base.

Based on these considerations, they present the threat model shown in Figure 6.

1. Case » 2. Evidence Source 3. Threat
Understanding Identification Identification
4. Risk Management
5. Result Reporting/ | , Risk Countermeasure |t Risk
Model Updating Mitigation Identification Assessment

Figure 6. Threat model of B. Hoelz et al. [11].

With the development of these sections, they elaborate a system with which to apply
the proposed threat model to the stages of forensic analysis, as detailed in the study by N.
L. Beebe et al. [13].

The proposed model, although limited in its development, is an example of the need
to apply risk analysis to digital forensic activities.

A significant expansion of the risks to be considered, as well as the sections to be
included in the study, would be necessary in order to develop what could be considered a
new standard for the study and assessment of risks in digital forensics.

M. L. Al-Saleh et al. [14] set out a series of analysis guidelines for gathering evidence
when detecting user accounts that have been deliberately deleted. Generally, these accounts
have been used in illicit activities, and it is desirable to detect whether they have existed
previously, as well as to obtain information from them. The authors begin by outlining the
artefacts they will use for analysis, along with a short description of the artefacts:

1.  Windows events.
2. Windows registry.
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RAM.

Memory paging system.
Windows prefetch system.
Windows Superfetch system.
Windows image cache.
Windows jump lists.
Navigation files.

0 XN W

The main utility of this development is that it serves as a starting point for research on
user account deletion. It identifies the most important artefacts in this type of analysis and
makes a detailed use case, which allows for extrapolation to different Windows operating
systems.

The study itself mentions as its limitations the obtaining of information from the RAM
if the equipment is turned off; some registers are not activated by default in the operating
systems, and the browsers incorporate options easily modified by the user, which allow for
almost all the stored registers to be eliminated.

This work, which is complemented by others detailing data deletion tools (N. A.
Hassan et al. [10]), provides a better idea of how to recover evidence and determine if
deletion tools have been used.

M. Giil et al. [15] have elaborated a study in which they highlight the great importance
that the subject of “anti-forensics” has acquired, to the point of becoming an emerging
field of study in need of major expansion. It exposes the general anti-forensic categories,
bringing together what has been published by several authors in the following classification
system:

Data hiding, obfuscation, and encryption.
Deletion or destruction of data.

Data tampering.

Prevention of analysis.

Obstruction of trace collection.
Subversion tools.

The study mentions the need to present more-modern anti-forensic techniques, and
this is why it focuses on the following classifications:

Data pooling.
Non-standard RAID disks.
File signature manipulation.
Restricted file names.
MACE time manipulation
Loop references.

Hash collisions.

Fake hard disks.

In explaining each of these fields, they make these anti-forensic techniques known and
suggest measures by which to avoid or mitigate them as much as possible. The objective of
this study has two components:

e Toserve as a knowledge update for anti-forensic experts.
e  To show where to look if you suspect the use of any of these techniques.

The limitations of the work are evident based on the objectives it pursues. It is an
update of knowledge, not a new classification of anti-forensic techniques; therefore, the
detail in the explanation is quite limited compared to other more explicit explanations, such
as the one elaborated by N. A. Hassan et al. [10].

A. R. Mothukur et al. [16] present several suggestions for how to address the following
weaknesses present in computer forensics:

e  The human element in the process.
e  Reliance on forensic tools.
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e  Physical and logical limitations.

The paper aims to investigate some anti-forensic methods and tries to summarize
some of the countermeasures that can be applied. The main limitations of this study are
that the countermeasures proposed do not resemble a methodology by which to extract
guidelines to follow or a practical guide to be applied in use cases. The authors propose a
set of suggestions applied to each of the weaknesses exposed by R. Harris [12] in his article.

The work could be considered an exposition of ideas that should be considered when
it comes to standardizing and further formalizing the guidelines of the computer forensic
discipline.

M. A. Wani et al. [17] focus their attention on the study of anti-forensic techniques
applied to file systems. To develop it, they use the traditional classification of anti-forensic
techniques—i.e., artefacts deletion, data hiding, evidence obfuscation, and attack on forensic
tools)—but focus on their application to file systems. For each of the sections into which
the article is divided, the article defines what the anti-forensic technique consists of and
some of the tools with which they are performed. The sections are as follows:

Artefact wiping.

Data hiding.

Reserved locations.

Slack space.

Extended attributes, forks, and alternate data streams.
Cryptographic file systems.

Steganographic file systems.

Mounting.

Trail obfuscation.

Forging timestamp.

Modifying magic numbers.

Using live distros.

Attacking forensic tools.

Dropping a compression bomb.

Opening a sparse file.

HPA /DCO, file encryption, and steganography.

The objective of the work being the exposition of anti-forensic techniques, focusing on
the file system, it can be said that it exposes, briefly and concisely, each one of the above
sections, making the forensic investigator aware of the most problematic techniques that
can be found during the analysis of a computer system.

This study is a good complement to the rest of the works presented, and the limitation
of this research is the same as most of them, which is that it does not present a methodol-
ogy that allows the forensic investigator to detect or avoid the use of these anti-forensic
techniques.

D. I Jang et al. [18] present a forensic analysis method by which to detect a particular
anti-forensic technique, known as timestamp forgery/time stomping, for the specific case
of the NTFS file system. To carry out this work, they focus on the $MFT and $LOGFILE
structures. The main attributes that the paper discusses are the $LogfileSequenceNumber
(LSN), $Standarddy, and $Filename. The authors establish two timestamp forgery processes
generated by the malware:

e  Change the operating system timestamp.
e  Manipulate the MACE values of NTFS system files.

Having explained all the above, the authors of the article go on to generate mathemat-
ical formulae to establish 14 normal file processing patterns and 7 comparison rules for
detecting timestamp forgery.

Although it is a very particular and small analysis case, regarding the set of existing
anti-forensic techniques, it is quite relevant since time stomping is a very frequent mode of
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attack within the evidence tampering section, meaning that the study is directly concerned
with the most frequent anti-forensic techniques used.

Further, a great number of the patterns to be categorized are missing; 14 patterns
are not many with respect to the total number of actions that can be performed on a file,
although they include the most frequent ones. It is, therefore, a very specific topic, but a
useful one in its application by forensic investigators, and further development may result
in an automatic tool that can detect these cases.

Sudhakar et al. [19] present an analysis method by which to detect a particular type of
malware, known as “fileless malware”, which makes use of many different anti-forensic
techniques to accomplish its goals without being detected. In this study, they pursue the
following objectives:

Analyze the behavior and mechanisms of this malware, in detail.
Analyze the solutions given by other researchers for its detection.
Propose an incident investigation and response model.

For this purpose, they organize the document into four main sections:

Introduction and knowledge about fileless malware.

Analysis of fileless malware according to its persistence techniques.
Fileless malware detection techniques.

Incident model.

The infection flow can be seen in Figure 7.

[Websites hosted exploitkit] [Spear F’hishing] .:

| Spam Campaign Malicious URLs

' ==
Run Registry
with JavaScript

Execute

~ Attack Vector

Q
2l
g

L"‘:

WMI Object with

WBScript/JScript  Execution Mechanism

Execute

PowerShell

Executes the encrypted Scripts

Compromised host
— running malicious
program in memory

r ~
Malicious Code Executes
Malicious Payload J—’ within the legitimate
| process memory
p

Figure 7. Malware injection flow (Sudhakar et al.) [19].

In conclusion, the authors mention the need to learn more about fileless malware
attacks due to the ability of this kind of malware to evade signature-based detection
systems.

They concisely explain the main infection processes, as well as the tools used for this
purpose. Using several tables and figures, they present some of the main anti-forensic
techniques used by this malware to obfuscate its code, comparing it with traditional
malware.

The solutions they provide for detecting it in a system, together with the bibliography
they provide, fall short of being able to reproduce it using analysis; however, it is a
consistent basis on which to begin to investigate the subject in further depth.

H. Li et al. [20] designed a multipurpose classification model for detecting manipula-
tions of a multimedia image to determine its authenticity by applying different anti-forensic
techniques on images and measuring the similarities between the inconsistencies generated
by each technique. They organized their study into the following sections:

e Image processing analysis and anti-forensic operations.
e  Algorithm proposal.
e  Experiment results.
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They develop an algorithm to test in their experiments, and through 11 image process-
ing and 12 anti-forensic operations, they conclude that the scheme they propose is effective
and conclude the paper by suggesting, as future work, extending the study to detect and
locate the regions that have been manipulated into the image.

This article is just another in a long line of articles demonstrating the need for serious
consideration of anti-forensic techniques as they undermine many of the advances in
forensic techniques.

4. Results

The papers included in this review employ such different techniques and deal with
such disparate topics within the anti-forensic sciences that a direct comparison between
them is not possible.

Therefore, for ease of understanding, in this chapter, the papers have been grouped
into four main areas according to the type of objective/purpose of the paper: weaknesses
and use cases of anti-forensic sciences; exposition of techniques; new threat models and
forecasts; anti-forensic sciences and malware (see Figures 8 and 9).

Exposition of
anti-forensic
techniques

13.2%
Anti-forensics

and malware
3.2%
\ New threat

models and
forecasts
3.6%

Weaknesses
and anti-
forensic use
cases
80%

Figure 8. Publications grouped by section (percentages).

200 176
150 -
100
50 | 29
7 8
0 - ‘ ‘

Weaknesses Exposition of Anti-forensics New threat
and AF use anti-forensics and malware models and
cases techniques forecast

Figure 9. Publications by section and number of articles.

For each paper, a brief description of the article is mentioned, highlighting its main
contribution in its field.

It is necessary to mention again that most of the studies presented are oriented towards
digital forensic investigation for incident response (DFIR).

4.1. Weaknesses and Anti-Forensic Use Cases

This section, represented in Figures 10 and 11, groups the papers whose main theme is
to expose the weaknesses of a domain and the related anti-forensic use cases. A multitude
of papers could be included in several sections; therefore, the main criterion for their
grouping is, more specifically, main objective sought by the authors.
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Table 4 lists the works classified according to the categories established and described
in Section 4.1.

Table 4. Studies classified by category in Section 4.1 (weaknesses and anti-forensic use cases).

Weaknesses and

Anti-Forensic Use Cases Number of Studies References
Multimedia systems 118 [21-139]
Specific techniques 12 [140-151]
Databases, cloud 6 [152-157]

RAM Memory 4 [4,158-160]
Flash drives 7 [161-167]
Networks, IoT 3 [168-170]
Operating Systems 2 [171,172]
Mobile devices O.S. 6 [173-178]

File Systems 13 [17,18,179-189]

Forensic Tools 5 [190-194]

4.1.1. Weaknesses and Anti-Forensic Use Cases: Multimedia Systems

This section represents most of the articles and is oriented towards anti-forensic
techniques applied to images and videos. With 53.64% of the total number of selected
articles (220), it can be stated that most of the publications related to anti-forensic techniques
are aimed at analyzing and addressing the weaknesses of multimedia systems.

e M. A. Qureshi et al. [21] provide an overview of various anti-forensic techniques and
countermeasures proposed in the literature, together with a bibliographic analysis
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of vanguard publications in different areas. J. Yu et al. [22,23] add a method for the
general detection of these techniques using convolutional neural networks (CNNs).
On the other hand, G. Cao et al. [24-29] attempt to detect contrast enhancement (CE)
techniques. J. Y. Sun et al. [30,31] use CNNs to detect CE techniques.

Several studies [22,23,31,32] use neural networks (CNNs and GANs) to detect or
generate forensic images, demonstrating their effectiveness in learning forensic traces
and generating sophisticated anti-forensic attacks. Other approaches [25,26] are based
on the analysis of first- and second-order statistics and Laplacian modeling to detect
contrast enhancement and anti-forensic techniques. Methods based on CNN [22,31,32]
and GAN (generative adversarial networks) [23,29] show high accuracy and robustness
in detecting forgery and anti-forensic attacks. Anti-forensic approaches [25,29] focus
on minimizing distortion and maintaining image quality, while others [26,27] identify
anomalies introduced by anti-forensic techniques. The integration of GANs and CNNs
represents a significant advance in the detection and generation of digital image forgeries.
In addition, studies that optimize anti-forensic and forensic approaches [25,32] contribute
to improving the accuracy and efficiency of existing methods.

e G.Caoetal. [32] propose a method for evaluating the performance of forensic systems
that analyze the tampering of an image. M. Fontani et al. [33] propose a theoretical
framework based on the Dempster—Shafer theory of evidence to merge the information
provided by forensic tools and anti-forensic tools.

Both papers focus on improving the detection of manipulated images but from dif-
ferent perspectives. The article [32] proposes a model by which to evaluate the security of
forensic techniques, considering both omission and false alarm errors. On the other hand,
paper [33] focuses on countering anti-forensic techniques by fusing data from traditional
forensic tools and CAF (computer-aided forensic) tools. Both studies agree that security
and efficiency are crucial components of the forensic analysis of manipulated images.

The main differences between the articles lie in their objectives (performance evalu-
ation vs. countering anti-forensic techniques), the methodologies employed (hypothesis
testing model vs. data fusion based on Dempster—Shafer theory), and the aspects they
emphasize (security against false alarms vs. relationships between forensic and CAF
techniques).

Regarding novel contributions, paper [32] highlights the importance of security against
false alarms in forensic evaluation, while paper [33] proposes a data fusion framework to
counteract anti-forensic techniques.

e W. H. Chuang et al. [34] examine the anti-forensic techniques applied to color inter-
polation in digital images. Z. L. Laijie et al. [35] construct a review by applying it to
image sharpening. Z. Shen et al. [36] performs the same review using CNN.

All three papers focus on anti-forensic techniques with which to hinder tampering
detection in digital images. Article [34] evaluates the robustness of color interpolation
identification against two anti-forensic techniques, while article [35] focuses on a specific
anti-forensic scheme for USM sharpening. On the other hand, paper [36] questions the
effectiveness of CNN-based sharpening detectors and proposes a GAN-based anti-forensic
method.

Regarding the differences, the aim of article [34] is to evaluate robustness, that of
article [35] is to invalidate existing forensic methods, and that of article [36] is to question
the effectiveness of CNN detectors. Regarding manipulation, article [34] addresses color
interpolation, article [35] focuses on USM sharpening, and article [36] addresses sharpening
in general. In terms of methodology, paper [34] employs parameter perturbation and
algorithm mixing, paper [35] uses artifact removal, and paper [36] is based on generative
antagonistic networks (GANSs).

Novel contributions include two anti-forensic techniques with which to hinder color
interpolation identification in paper [34], an anti-forensic scheme to evade USM (unsharp
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mask) sharpening detection in paper [35], and a GAN-based anti-forensic method that
challenges the effectiveness of CNN-based sharpening detectors in paper [36].

e Authors such as K. Sitara et al. [37-39] present techniques for the detection and
classification of video tampering, while M. C. Stamm et al. [40,41] focus on detecting
the use of anti-forensics in video, and X. Kang et al. [42] describe techniques for
detecting video tampering using video inter-frame spoofing techniques. On the other
hand, S. Milani et al. [43,44] propose an anti-forensic technique with which to hide the
camera used to record the video. C. Chen et al. [45] propose a similar technique and
also use GAN.

Papers [40,42] focus on the race between forensic and anti-forensic techniques. Pa-
per [40] proposes a theoretical model (VIF game) and techniques with which to detect the
use of anti-forensics in video frame removal. Article [42] improves a frame removal detec-
tion algorithm and proposes an anti-anti-forensic method to deal with the manipulation of
this fingerprint.

Articles [41,43-45] focus on source camera identification. Articles [41,42] analyze the
fingerprints left by video compression (H.264/AVC) to detect tampering. Articles [44,45]
address anti-forensics in source camera identification. Article [44] proposes to detect
whether the camera model has been spoofed by analyzing local pixel ratios. Paper [45]
employs GANSs to forge the source camera model while maintaining image quality.

Novel contributions include the VIF game in paper [40] to model the interaction
between forgers and forensic analysts, an anti-anti-forensic method for video frame removal
in paper [42], an algorithm for detecting anti-anti-forensic forgery of the source camera
model in paper [44], and a GAN-based anti-anti-forensic attack to forge the source camera
model with high fidelity in paper [45].

e H.Yao etal. [46] discusses anti-forensic techniques applied to the deletion of frames in
digital videos.

The main novel contribution of this paper is the introduction of a joint global and local
feature to detect frame dropping in video footage via the anti-forensic technique of frame
interpolation. This feature overcomes the limitations of previous methods by being robust
to weak residuals in HEVC videos and enabling real-time detection.

e Ding et al. [47-51,53] propose anti-forensic tools and methods by which to bypass
“DeepFake” detection on videos. On the other hand, Zhao, X et al. [52,54] apply it to
“DeepFake” detection in GAN-generated images.

Studies [47-54] propose different strategies and models for generating DeepFakes that
can evade forensic detection. Paper [47] propose GAN models with additional features and
loss functions designed to improve visual quality and model efficiency. Article [48] employs
local perturbations to expose the vulnerability of forensic detectors, while article [49]
uses a bidirectional conversion between computer-generated and natural face images.
Articles [50,51] focus on adversarial attacks for DeepFake detectors, reducing detection
accuracy and highlighting the need to consider visual perception in the generation of
these attacks. Article [53] investigates the use of anti-forensics for the creation of fake
personal profiles and proposes defense strategies by which to improve the robustness of
forensic systems. On the other hand, papers [52,54] presents a CG anti-forensic facial image
regeneration scheme, achieving a balance between visual quality and deception capability.
Taken together, these studies represent a significant advance in the field of DeepFakes
anti-forensics, offering new strategies and models with which to improve visual quality
and evade forensic detection.

e  Liu [55-66] discuss techniques for tampering detection using median filtering (MF) on
JPEG images.

W. Fan et al. [67,68] describe a method for improving the quality of median-filtered
(MF) images while making such manipulation more difficult to detect forensically.
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Paper [57] proposes a technique by which to detect blocking artifacts in JPEG images,
while [58] introduces a forensic fingerprint based on residual median filtering. Paper [59]
focuses on anti-forensic techniques to counter contrast enhancement detectors in digital
images, and [60] presents an anti-forensic attack method for median filtering by adding
uniformly distributed noise. Paper [61] proposes new variants of contrast enhancement
operators that are undetectable by existing contrast enhancement detectors, while [62,66]
analyzes the traces left by anti-forensic techniques for median filtering and proposes an
anti-forensic method. Paper [63] proposes a robust residual median filtering residual
difference domain (MFRD)-based detector; on the other hand, [64] proposes a two-stage
medjian filtering anti-forensic framework to hide median filtering artifacts in JPEG images,
while [65] presents an anti-forensic technique to counteract contrast enhancement detection
in digital images. Paper [67] introduces a variational convolution framework for the quality
enhancement and anti-forensics of median filtered images. On the other hand, [68] proposes
an anti-forensic technique that hides traces left by median filtering while preserving the
quality of the processed image.

As novel contributions, papers [57,58] propose methods by which to detect JPEG
compression artifacts and JPEG blocking, respectively. Articles [59,60] present anti-forensic
techniques for improving contrast enhancement detection and median filtering, while [61]
introduces undetectable contrast enhancement operators. Article [62] analyzes and pro-
poses an anti-forensic method for median filtering. In addition, Refs. [63,68] provide novel
approaches to detect and counteract median filtering-based image manipulations, including
robust detection methods, two-stage anti-forensic frameworks, and variational convolution
techniques.

e A considerable number of authors, such as J. Waleed et al. [69-105], cover techniques
for the detection of anti-forensics based on image compression. B. Li et al. [106] do the
same using CNNs. Authors such as S. Milani et al. [107,108] apply it to double image
compression. D. Huang et al. [109] focus their study on the double compression of
JPG images and also base it on GAN.

Articles [69-74,77,108] propose anti-forensic methods by which to remove JPEG
compression fingerprints and make it difficult to detect image manipulation, while ar-
ticles [75,78,105,106] propose methods by which to identify images that have undergone
anti-forensic processing. Articles [76,107] propose anti-forensic methods based on Ben-
ford’s law, and articles [78,109] propose anti-forensic methods based on the generative
adversarial network (GAN), which offer better performance and image quality than the
previous methods.

Regarding novel contributions, several approaches have been proposed, including
statistical modeling [69], artifact modification [71,108], parameter tuning [72], dithering [73],
FSD distribution recovery [74], and DCT coefficient modification [77], as well as methods
ranging from eliminating fingerprints with a high failed detection rate [69] to confusing
fingerprints to hinder detection [77]. Convolutional neural networks (CNN) [75,106]
and FSD distribution retrieval [105] have been proposed to identify images that have
undergone anti-forensic processing. These are techniques that allow for the differentiation
of manipulated images from those with single compression [105] and the detection of
double-compression and related anti-forensics operations [75,106]. Others provide the
modification of first-digit statistics to remove JPEG compression fingerprints based on
Benford’s law [76,107], while some authors propose the use of generative adversarial
networks (GANSs) to remove double JPEG compression fingerprints and improve image
quality [78,109].

e J.Wuetal. [110-115] discuss anti-forensic techniques for both median filtering (MF)
and image compression, some of them using generative adversarial networks (GAN).

A. Peng et al. [116] propose anti-forensic detection applied to the resampling of digital
images to check if an image has undergone a resizing attempt.
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P. He et al. [117] analyze anti-forensic techniques applied to images manipulated with
GAN and present a mitigation model with CNN-based detection algorithms.

H. Xie et al. [118] develop a method by which to generate manipulated images that
are indistinguishable from the originals using GAN.

Some anti-forensics methods are based on GANS, as noted in papers [110,114,118].
These methods achieve high image quality and evade forensic detection effectively. Other
articles propose approaches based on statistical analysis [112,113] or domain modifica-
tions [115,116]. Article [111] presents a simple method by which to classify manipulated
images with anti-forensics, while article [112] proposes a forensic method by which to
detect previous JPEG compressions and an improved anti-forensic method for denoising.
Article [113] presents an anti-forensic method based on the discrete fractional block-shifted
fractional cosine transform (DFrCT) to remove compression artifacts. Article [115] describes
an anti-forensic method that adds noise specifically designed to hide the processing his-
tory of an image. Article [116] proposes a method of detecting anti-forensic resampling
using partial autocorrelation coefficients. In the field of prevention, paper [117] performs
a systematic review of forensic and anti-forensic methods for GAN-generated images.
Paper [118] proposes a dual-domain GAN-based anti-forensics (DDGAN) framework that
incorporates operation-specific forensic features and machine-learned knowledge for better
undetectability.

Regarding novel contributions, papers [110,114,118] propose GAN-based anti-forensics
methods that achieve high image quality and evade forensic detection. Article [111] presents
a simple method by which to classify manipulated images with anti-forensics. Article [112]
proposes a forensic method by which to detect previous JPEG compressions and an im-
proved anti-forensic method for denoising. Article [113] presents an anti-forensic method
based on the discrete fractional block-shifted fractional cosine transform (DFrCT) to remove
compression artifacts. Article [115] describes an anti-forensics method that adds noise
specifically designed to hide the processing history of an image. Article [116] proposes
a method pf detecting anti-forensic resampling using partial autocorrelation coefficients.
Article [117] provides a systematic review of forensic and anti-forensic methods for GAN-
generated images. Finally, paper [118] proposes a dual-domain GAN-based anti-forensics
(DDGAN) framework that incorporates operation-specific forensic features and machine-
learned knowledge for better undetectability.

e Authors such as J. Ravan et al. [119] deal with the detection of image forgery using
the copy-and-paste technique. O. Mayer et al. [120,121] discuss the same, focusing on
lateral chromatic aberrations (LCA). Other authors, such as L. Dou et al. [122], focus
on the diffusion filling technique to analyze image forgeries.

Article [119] presents a method of detecting copy—paste forging using “Dyadic Wavelet
SIFT” descriptors and DoG features. On the other hand, papers [120,121] focus on lateral
chromatic aberration (LCA) as it can be manipulated to hide evidence of cut-and-paste
tampering. Article [120] proposes a vector based on size differences between color channels
to detect anti-forensic tampering, while [121] presents an anti-forensic method to fake
LCA and disguise evidence of forging. Finally, paper [122] focuses on diffusion-based
“inpainting” trace removal, a method of repairing or filling damaged areas in an image.

Regarding contributions, paper [119] proposes a novel method of detecting detect
copy—paste forging using “Dyadic Wavelet SIFT” descriptors and DoG features. Arti-
cle [120] presents an anti-forensic method by which to manipulate lateral chromatic aber-
ration and a vector based on channel size differences for its detection. And paper [122]
proposes a novel technique by which to remove diffusion-based inpainting traces by means
of noise pattern analysis and statistical models.

e M. Salman etal. [123] elaborate an alternative forensic method that uses a different type
of keypoint in images to avoid anti-forensic techniques based on SIFT (scale-invariant
feature transform).
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This paper proposes a forensic approach that counters SIFT keypoint removal by
using a different type of keypoint in forensic analysis, demonstrating clear advantages
over traditional SIFT keypoint-based techniques. The authors provide an innovative
approach that uses a different type of keypoint in forensic analysis to overcome anti-forensic
techniques that hide image manipulation.

e ] Wuetal. [124] expose a method of image tampering using a specific type of artificial
neural network called a Wasserstein generative adversarial network with gradient
penalty (WGAN-GP), which makes them appear to be original.

This paper proposes a novel method that uses Wasserstein-type generative adversarial
networks enhanced with gradient penalty (WGAN-GP) to model image anti-forensics as an
image-to-image translation problem. This multi-operation anti-forensics scheme manages
to fool state-of-the-art forensic algorithms without significantly degrading image quality,
and even improving it in most cases.

o  Other authors, such as C. Chen et al. [125,126], propose a universal anti-forensic
scheme via adaptive substitution of the quantization table present in the images.

Articles [125,126] focus specifically on the manipulation of the quantization table in
JPEG images. They come as a novelty. Article [125] proposes a universal anti-forensic
scheme that adaptively replaces the quantization table, while article [126] presents a gen-
eral model that replaces the quantization table for both purposes: hiding forgeries and
improving the detection of existing forgeries.

e H. Zhao et al. [127] analyze the contest between forensic techniques for detecting
splices in audio recordings and anti-forensic techniques used to hide such splices.
On the other hand, B. Tao et al. [128] do the same with the anti-forensic technique of
double audio compression. Authors such as T. Liu et al. [129] focus their analysis on
audio resampling and recompression using GAN.

M. Mascia et al. [130] describe a system for classifying whether an audio recording
was made in an indoor or outdoor environment and anti-forensic techniques with which
to deceive the classification system. Authors such as X. Li et al. [131] apply anti-forensic
techniques using GAN to try to misidentify the source of the recording.

W.H. Chuang et al. [132] report anti-forensic attacks on the electrical network frequency
(ENF) signal, which determines the creation date of digital audio and video recordings.

Papers [127,130] focus on the environmental signature of recordings, with paper [127]
proposing an anti-forensic attack based on reverberation removal, and paper [130] pre-
senting classifiers with which to distinguish indoor and outdoor recordings. On the other
hand, papers [128,129] address compression history manipulation. Article [128] describes
an anti-forensic method of removing traces of double MP3 compression, while article [129]
focuses on the creation of fake stereo audio from mono audio, avoiding the detection of
this manipulation. Papers [131,132] are notable for their use of generative adversarial
neural networks (GANSs); article [131] uses them to falsify the source of an audio, while
article [132] analyzes their application in the anti-forensic application of the ENF signal,
used to date recordings.

As a novelty, paper [127] introduces machine-learning-based countermeasures to
detect anti-forensic attacks on the environmental signature. Articles [129,131] use novel
techniques based on GANSs for audio anti-forensic techniques. And paper [132] discusses
the ENF signal anti-forensic technique, a novel approach for dating recordings.

S. K. Moon et al. [133] propose an algorithm based on reversible crypto-steganography,
which hides sensitive information inside multimedia files such as images or videos. Also, S.
K. Moon et al. [134,135] obtain a steganography algorithm applied to videos, while M. Sun
et al. [136,137] develop a steganography algorithm for images. In contrast, P. P. Amritha
et al. [138] describe a method by which to remove steganography in images and videos,
without knowing the algorithm used for this purpose.
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R.J. Chen et al. [139] develop an anti-forensic steganography system using the pro-
posed multi-bit MER, which employs a flexible bit location embedding method (multi-bit
MER-FBL embedding method), to overcome the problem of forensics and to achieve strong
performance, including both large embedding capacity and high image quality.

Articles [133,134] propose techniques for video steganography that address security
and authentication, while article [135] combines image and audio steganography in video,
using forensic techniques for authentication. In the field of image steganography, pa-
pers [136,137] introduce anti-forensic methods for images based on HoOEMD and AdEMD,
and multi-bit MER with flexible location, respectively, increasing capacity and making
detection more difficult. Paper [139] analyzes the properties of multi-bit minimum replace-
ment error (MER) in image steganography. On the other hand, paper [138] proposes a
generic anti-forensic method by which to remove hidden information in images without
knowledge of the steganographic algorithm.

As novelties, articles [133,134] introduce techniques for video steganography that
address security and authentication. Articles [136,137,139] contribute to the development
of anti-forensic methods for image steganography. Article [138] proposes a generic anti-
forensic method of removing information hidden in images.

4.1.2. Weaknesses and Anti-Forensic Use Cases: Specific Techniques

This section gathers the works whose purpose is to explain specific anti-forensic
techniques, applied in very diverse fields, such as the Firefox browser in the study by
D. Gupta et al. [140] or the secure and selective deletion of evidence in the article by A.
Castiglione et al. [141].

H. Jahankhani et al. [142] aim to present some of the current anti-forensic approaches,
along with some applicable solutions and some available tools.

N. Ding et al. [143] propose a new notion of secure disguisable symmetric encryption
schemes, which captures the idea that the attacker can decrypt a cipher text he encrypted
to different meaningful values when different keys are put to the decryption algorithm.

A. Srinivasan et al. [144] proposes "HIDEINsIDE”, a new method for hiding data in
unused disk space (slack space). This proposed method is an anti-forensic as well as a
steganographic technique.

D. Forte et al. [145] examine the tactics of anti-forensic malicious software, which aims
to eliminate or alter digital evidence to hinder investigations. This is the first article in a
series exploring these software tactics.

S. Mansfield-Devine [146] explores, in general, the evolving landscape of anti-forensics
techniques employed by criminals and malware, alongside countermeasures used for
forensic analysis.

J. Sammons [147] presents an introduction to encryption technology and the threat it
poses, as well as the attacks used to break encryption and the techniques used to hide and
destroy data.

A. Srinivasan et al. [148] propose “FROST”, an innovative asynchronous “Digital
Dead Drop” that is resistant to detection and data loss, with adjustable fault tolerance.
This system facilitates the secure and clandestine exchange of information asynchronously,
guaranteeing the operational security and integrity of the exchanged data.

S.S. Lee et al. [149] present a simple encryption scheme using AES and XOR. A tool
to implement this scheme is described, which allows for the encryption of files and the
modification of timestamps.

M. Raggo et al. [150] develop guidelines for digital forensic investigators, equipping
them with knowledge of anti-forensic techniques of data concealment, as well as the tools
with which to counteract them and successfully recover hidden digital evidence.

E. Filiol [151] explores how encrypted data on a hard drive can influence forensic
investigations. The paper discusses how an attacker can manipulate analysts and judges
using malicious cryptographic techniques to wrongfully incriminate innocent people.
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The articles discuss a range of techniques used to hinder digital forensic investiga-
tion and prevent evidence recovery [140,142,145]. Some methods focus on removing or
manipulating traces of digital activity [140,142], while others propose techniques with
which to hide information in slack space for anti-forensic and covert communication
purposes [144,148]. Privacy protection through the secure erasure of information and
encryption with anti-forensic techniques that make recovery by attackers difficult is also a
central theme in [141,143]. The use of encryption to hinder forensic investigation is also
addressed from different angles in [149,151]. Article [149] proposes double encryption,
while [151] raises the use of encryption for malicious purposes to confuse investigators.

Regarding the contributions they offer, several articles propose novel methods of
hiding information and hindering forensic investigation in general [144,148,149], while
article [151] raises an interesting discussion on the malicious use of cryptography in the
forensic context.

4.1.3. Weaknesses and Anti-Forensic Use Cases in Databases and the Cloud

The works whose main topic focuses on local or distributed DBs, as well as cloud
functionalities, are collected in this section. Authors such as D. Vadlamudi et al. [152,153]
expose anti-forensics techniques and detection in the cloud, and others, like S. Schmitt [154],
discuss weaknesses in SQLite Corpora.

V. T. Patil et al. [155] propose a system that monitors anti-forensic attacks on SQL,
identifying them using a pattern-matching algorithm and generating corresponding reports.

S. K. Mohiddin et al. [156] present a unique methodology by which to mitigate anti-
forensics in a cloud with the effective usage of the relevant graphs.

D. R. Rani et al. [157] deploy a mechanism for identifying suspicious packets in a
cloud environment. To categorize the type of attack that affected the packet, both signature
analysis and anomaly detection at the cloud layers are applied.

The analyzed articles explore the challenges of cloud forensics due to anti-forensic tech-
niques used to hide digital evidence [152,153,156]. Various technical solutions are proposed
to detect and mitigate these attacks, including detection frameworks [153], monitoring
systems [155], the use of graphs for mitigation [156], and the identification of suspicious
packets [157]. Article [154] differentiates itself by focusing on the vulnerability of SQLite
databases on mobile devices and the need for improved forensic tools to analyze them.

As novel contributions, article [154] presents a collection of manipulated SQLite
databases to evaluate the effectiveness of forensic tools. In addition, papers [156,157]
propose novel methods with which to mitigate and detect anti-forensic attacks in the cloud
using graph and packet analysis, respectively.

4.1.4. Weaknesses and Anti-Forensic Use Cases of RAM

Other sections may be somewhat open-ended; this one, however, is very specific, as
focuses only on the RAM of a computer system. Researchers such as R. Palutke et al. [4]
explain how to hide data in RAM, and others, such as H. Jahankhani et al. [158], deal with
anti-forensic techniques and tools applied to RAM.

The study by J. Stiittgen [159] examines anti-forensic techniques, tests commercial
and free memory acquisition tools, and presents a novel technique based on direct page
table manipulation and PCI hardware introspection, which does not depend on operating
system facilities, being more difficult to subvert.

S. Eschweiler et al. [160] focus on the difficulty of acquiring volatile data (temporary
information in memory) due to the limitations of current forensic tools and the rise of
anti-forensic techniques. Their paper raises the need to develop new methods to counter
these techniques.

Certain papers explore the challenges of digital memory forensics due to the anti-
forensic techniques used by malware to hide evidence [4,158,159]. Various technical so-
lutions are proposed to detect and mitigate these attacks, including new anti-forensic
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methods [4], memory acquisition techniques resistant to these techniques [158,159], and
discussion of the limitations of current forensic tools [160].

As novel contributions, paper [4] presents three novel anti-forensic methods for hiding
information in RAM, while paper [158] proposes an innovative technique for acquiring
memory in a way that is resistant to simple anti-forensic techniques.

4.1.5. Weaknesses and Anti-Forensic Use Cases in Flash Drives

In contrast to the previous section, this one is very general, as it gathers studies applied
to Flash memories, which include USB flash drives, SSD hard disks, MMC and SD cards, etc.

Authors such as N. Y. Ahn et al. [161] deal with anti-forensic techniques applied
to invalid spaces of NAND flash memories; others, such as ]J. Kwak et al. [162], expose
anti-forensic wiping techniques for flash drives.

H. Jahankhani et al. [163] focus on anti-forensic techniques, specifically those that use
RAM to hinder digital forensics using Live CD’s and the variety of software packages that
can be used for anti-forensic purposes.

P. Thomas et al. [164] evaluate the information that can identify the use of a USB flash
drive on a Windows XP computer and seek to understand how this information could be
used by a computer forensic investigator. An anti-forensic tool was created to perform a
function to modify the information related to the use of USB flash drives.

Another article from N. Y. Ahn et al. [165] focuses on the challenge of forensic data
recovery on NAND flash memory due to background management operations that make
it difficult to completely remove information. They propose a secure reverse copying
technique that minimizes the possibility of exposing residual data and altering adjacent
cells to avoid reliability issues.

G. Bonetti et al. [166] develop a methodology for investigators and forensic analysts
in making informed decisions about the recovery of digital evidence on SSDs, taking into
account hardware optimizations and the possible anti-forensic techniques applied.

G. Hong Pyo et al. [167] examine how the anti-forensic tool “Fbinst” interferes with the
digital forensics investigation of USB media and proposes methods by which to counteract
its effects.

Further papers explore the vulnerabilities of flash drives, especially in recovering
deleted data due to the nature of NAND memory [161,162,165,166]. Methods for secure
data erasure on these drives are proposed [161,165], as well as schemes by which to
minimize data erasure delay [162]. On the other hand, general anti-forensic techniques
are described [163], including the use of live CDs for malicious purposes, and how to
modify the Windows registry to hide the use of USB sticks is discussed [164]. A specific
tool (Fbinst) used to create hidden partitions on flash drives and hinder digital forensics is
also discussed [167].

As novel contributions, article [166] proposes a methodology by which to evaluate the
“forensic friendliness” of an SSD disk, and article [167] discusses a specific anti-forensic
tool (Fbinst) used to create hidden partitions on flash drives.

4.1.6. Weaknesses and Anti-Forensic Use Cases in Networking and IoT

Studies related to networks (LAN, WAN, GAN, VPN, etc.) and the broad section of
the IOT (Internet of Things) are classified in this section.

R. Chandran et al. [168] attempt to detect and prevent network attacks. They indicate
that the main modus operandi in network forensics is the successful implementation and
analysis of attack graphs from the collected evidence. Therefore, in their paper, they convey
the main concepts of attack graphs, the requirements for modeling, and the implementation
of graphs.

R. Chandran et al. [169] also carry out an exhaustive study of anti-forensic techniques
applied to networks to improve their security.
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Other authors, such as Yaacoub et al. [170], provide a general review of forensic and
anti-forensic techniques in the IoT domain, highlighting the importance of developing
advanced forensic methods to deal with increasing cyber-attacks.

Further articles explore the challenges of network and Internet of Things (IoT) security
in the face of increasing cyber-attacks and the use of anti-forensic techniques by attack-
ers [168-170]. Article [168] proposes an innovative approach to analyzing anti-forensic
techniques in networks using attack graphs, enabling the development of better defense
strategies. Article [169] exposes, in depth, the general anti-forensic techniques related to
networks. On the other hand, article [170] highlights the severity of cyber-attacks targeting
IoT devices and the need for advanced forensic techniques to counter the anti-forensic
techniques used by attackers.

As novel contributions, paper [168] proposes a novel approach to analyzing anti-
forensic techniques in networks using attack graphs, and article [170] highlights the impor-
tance of developing advanced forensic techniques to combat IoT-specific threats.

4.1.7. Weaknesses and Anti-Forensic Use Cases in Operating Systems

Most of the articles studied focus on a specific aspect within the O.S.S. such as file
systems, and not on the O.S. in particular; however, this section gathers the studies that
deal directly with the operating system.

E. Jadied [171] presents two anti-forensic techniques related to the swap file on the
Linux operating system.

Eterovic-Soric et al. [172] point out the paucity of research on techniques that hinder
digital forensic analysis of electronic devices, focusing specifically on Windows 7 computers.
They propose a method that removes or hides much of the digital evidence that forensic
analysts typically use in their investigations.

Article [171] focuses on anti-forensics techniques for swap files, proposing two meth-
ods: fake data injection and creation of fake swap files. Article [172] discusses the lack of
recent research on anti-forensics and proposes a general approach to hiding evidence on
Windows 7 systems using Trojan software.

As novel contributions, article [171] proposes two specific anti-forensics techniques
for swap files, an area that has been little studied; on the other hand, article [172] highlights
the need for updated research on anti-forensic techniques for operating systems.

4.1.8. Weaknesses and Anti-Forensic Use Cases in Mobile Device Operating Systems

These studies include those applied to the case of S.5.0.0. of mobile devices of any
kind, i.e., phones, tablets, smartwatches, televisions, etc. The O.S.S. treated by the authors
refers to two in particular: Android and IOS.

Some articles focus on exposing techniques that make it difficult to gather forensic
information on Android, such as that of S. Azadegan et al. [173,174].

L. Gémez-Miralles et al. [175] describe a tool designed to hinder the forensic analysis
of iOS mobile devices (iPhone and iPad).

This category also includes works on O.S. applications for mobile devices, such as
the work by M. Mirza et al. [176] on anti-forensic techniques dedicated to the WhatsApp
messaging application.

A. Distefano et al. [177] relate anti-forensic techniques applied to mobile devices,
presenting some automated instances of such techniques to Android devices, testing the
effectiveness of such techniques against a cursory examination of the device and some
acquisition tools.

J. Zheng et al. [178] present an anti-forensic approach for Android devices that protects
AES keys from being acquired by forensic tools.

Further articles explore techniques such as data deletion and manipulation to evade
existing forensic tools [173], operating system modifications to block data extraction [174,177],
and the exploitation of vulnerabilities in applications such as WhatsApp [176]. The articles
in question also highlight the need to develop more robust forensic tools and methods
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to counter anti-forensic techniques, crucial for criminal investigation and the protection
of digital evidence on mobile devices. Some articles propose solutions such as disabling
vulnerable services on iOS [175] and protecting encryption keys on Android [178].

As novel contributions, several articles [173,174,177] demonstrate the need to improve
forensic tools for mobile devices. Article [175] analyses the vulnerabilities of specific
forensic services on iOS. Article [176] explores WhatsApp vulnerabilities for anti-forensic
purposes. Finally, article [178] proposes a novel method of protecting encryption keys on
Android.

4.1.9. Weaknesses and Anti-Forensic Use Cases in File Systems

The subject of file systems is an issue that is dealt with quite frequently in the studies
analyzed. This section brings together those that deal specifically with file systems anti-
forensics.

M.A. Wani et al. [17], in their study, collect techniques and anti-forensic tools against
file systems. Other authors, such as P. Sanda et al. [179], exploit file system journaling to
detect file deletion. File deletion detection is achieved by analyzing the ExT file system
journal.

J. Cifuentes et al. [180] present a strategy by which to implement anti-forensics tech-
niques on “ZFS” file systems (developed by Oracle), which brings benefits and functionality
based on easy administration and robust design.

The works of T. Gobel et al. [181] and C. G. Sang [182] deal with specific types of file
systems, i.e., ext4 in the first study and NTFS in the second study.

C. G. Sang et al. [183] also elaborate a new anti-forensic method for hiding data in the
timestamp of a file in the Windows NTFS filesystem. The proposed method utilizes the
16 least-significant bits of the 64 bits in the timestamps.

X. Ding et al. [184] propose a forensic approach based on temporal cross-referencing
for NTFS, analyzing both the discrepancies and the similarities between various pieces of
temporal evidence associated with file metadata and the registry to address the problems
caused by anti-forensic techniques based on the manipulation of temporal references.

D. Palmbach et al. [185] present a new use of four existing windows artifacts (the
USNjrnl, link files, prefetch files, and Windows event logs), which can provide valuable
information during investigations and can be used to prove timestamp forgery.

Authors such as T. Gobel et al. [186] evaluate various techniques for hiding data in the
extd4 filesystem.

B. Singh et al. [187] describe the identification of timestamp patterns of various file
operations on independent NTFS and ext4 file systems, as well as file interactions between
file systems to detect timestamp manipulations.

M. A. Wani et al. [188] analyze the forensic value of the Linux B-tree file system (Btrfs)
and its robustness against anti-forensic activities.

G. S. Cho [189] presents a tool that allows for the hiding of messages within the NTFS
file system, taking advantage of the free space in the directory indexes.

Further articles explore anti-forensic techniques used to hide evidence in file sys-
tems [17,179,180]. Some anti-forensic techniques include the secure deletion of files, the ma-
nipulation of timestamps, and the hiding data in different parts of the file system [179,181-
183,186,189]. Forensic researchers are also developing methods by which to detect and
counteract anti-forensic techniques, such as the analysis of inconsistencies in timestamps
and the use of multiple digital artefacts [184,185,187].

As novel contributions, a method for detecting secure file deletion on ext4 systems
is proposed [179]. The anti-forensic capabilities of the Btrfs file system are analyzed [188].
A tool for hiding messages in NTFS system directories is developed [189]. And several
articles propose new techniques for hiding data using timestamps [181,183,186].
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4.1.10. Weaknesses and Anti-Forensic Use Cases in Forensic Tools

This section could be considered mixed as it brings together studies with different
purposes: some deal with anti-forensic techniques on specific forensic tools; and others
explain techniques that nullify the legal validity of evidence collected with forensic tools.

The common point among all the articles in this group is that they all deal with forensic
tools, but their purposes are very different.

C. S. Meffert et al. [190] use “TD3”, a popular disk duplicator and hardware write
blocker with network capabilities, and design an attack that corrupts the integrity of the
target drive (a drive with the duplicated evidence) without the user’s knowledge to reveal
the vulnerability of digital forensic tools to anti-forensic attacks.

Paper [191] discusses how the Metasploit Anti-Forensic Investigation Arsenal (MAFIA),
which is a toolkit designed to obstruct digital forensic investigations, is being used to attack
popular forensic tools. This is similar to the study by M. Wundram et al. [192], which ex-
poses anti-forensic attacks on these tools in general and presents possible countermeasures.

G. Horsman et al. [193] analyze and defend the need to investigate “digital tool marks”
(DTMs), i.e., indicators of anti-forensics use, in a digital forensics investigation and highlight
the advantages of doing so.

Authors such as W. A. Bhat et al. [194] analyze the effectiveness of digital forensic tools
in extracting complete and credible evidence in scenarios with anti-forensic file system
attacks.

The articles assessed expose the vulnerability of digital forensic tools used to collect
evidence in investigations. Forensic investigators face a major problem in the form of anti-
forensic techniques that aim to hide or destroy digital evidence [190-192,194]. Some articles
analyze specific attacks on popular forensic tools (example, using Metasploit) [191,192].
Others perform a more general analysis of the effectiveness of forensic tools against anti-
forensic techniques on the file system [194]. To address this challenge, the articles propose
improved security testing methods for forensic tools [190,192,194]. The possibility of tar-
geted attacks against forensic tools in the cloud is also raised [190]. Furthermore, the concept
of “digital tool marks” (DTMs) is proposed as a new source of forensic evidence [193].

As novel contributions, article [190] raises the possibility of targeted attacks against
cloud forensic tools. Article [192] presents the first code injection attack against a commer-
cial forensic analysis tool. Article [193] proposes the concept of “digital tool marks” (DTMs)
as a new source of forensic evidence. Finally, article [194] demonstrates the inability of
some forensic tools to detect common anti-forensic attacks.

4.2. Exposition of Anti-Forensic Technigues

This section, represented in Figures 12 and 13, groups the documents whose main
objective is to classify and expose techniques employed for anti-forensic purposes.

Detection of
traces left by
anti-forensic

. tools . .
Explanation of 249% Classification
specific anti- and general
forensic tools . review

4% 48%

Counter-
measures
24%

Figure 12. Exposition of anti-forensic techniques in percentage.
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Figure 13. Exposition of anti-forensic techniques in number of articles.

Table 5 lists the works classified according to the categories established and described
in Section 4.2.

Table 5. Studies classified by category in Section 4.2 (exposition of anti-forensic techniques).

Exposition of Anti-Forensic Techniques Number of Studies References
Classification and general review 14 [1,8,10,11,15,82,195-202]
Countermeasures 7 [16,203-208]
Explanation of specific anti-forensic tools 1 [209]
Detection of traces left by anti-forensic tools 7 [2,14,210-214]

4.2.1. Exposition of Anti-Forensic Techniques: Classification and General Review

Together with Sections 4.1.2 and 4.1.9, this is one of the sections with the largest
number of articles. It includes studies that aim to classify anti-forensic techniques, such as
those of N.A. Hassan et al. [10], and K. Conlan et al. [8], as well as articles which, without
attempting to classify them, give an overview of anti-forensic techniques, such as that of S.
Garfinkel [195-199].

H. Berghel [200] exposes and classifies different methods of hiding data, as well as the
anti-forensic tools used to execute such methods.

B. Shavers et al. [201] discuss the anti-forensic techniques used by suspects to hinder
the digital forensic analysis of storage devices and the need for training to recognize and
counteract such anti-forensic techniques.

J. C. Sremack et al. [202] attempt to construct a comprehensive taxonomy of anti-
forensic threats according to research and threat type.

Digital forensics is facing a growing challenge: anti-forensic techniques. These tech-
niques, used to hide, destroy, or alter digital evidence, hinder the collection of evidence
in legal investigations [195-199,201,202]. Forensic investigators develop new anti-forensic
tactics and new tools to detect and counter them [8,195,201,202]. Collaboration between
forensic investigators and computer security experts is crucial to address this threat [10].
Other articles propose taxonomies of anti-forensic threats or introduce concepts such as
time-sensitive anti-forensics [198,202].

As a novel contribution, one article differentiates between traditional anti-forensics
(protecting privacy) and malicious anti-forensics (hiding criminal evidence) [198]. Several
articles highlight the need to develop better methods of detecting and counteracting anti-
forensic techniques [8,195,201,202]. Finally, article [200] discusses open-source anti-forensic
tools.

4.2.2. Exposition of Anti-Forensic Techniques: Countermeasures

Some authors have focused on explaining countermeasures to mitigate the effects of
anti-forensics in a more general scope, such as. A. R. Mothukur et al. [16,203-205]. Others,
however, detail, in depth, the techniques used to mitigate specific attacks.
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G. Cho et al. [206] focus on avoiding information being hidden in an NTFS file system
and elaborate guidelines to prevent it.

B. Z. Adamu et al. [207] explore anti-forensic agents in databases, present a taxon-
omy of the impact they cause, and focus their study on providing a list of mitigation
recommendations.

H. Lee et al. [208] use reverse engineering on the “Steg” software (steganography
software using the IDA tool) to propose countermeasures to detect and defeat this type of
software.

Further articles explore different aspects of the anti-forensic field, including the defini-
tion and classification of anti-forensic techniques [204], their impact on the investigation
of cybercrime [16], their application in blogs to maintain anonymity [205], methods by
which to hide data in NTFS partitions [206], the analysis of anti-forensic techniques in
databases [207], and the reverse engineering of steganography tools [208], all of them
focusing on the proposal of countermeasures to solve these problems.

Among the contributions of these studies are the definition and classification of
anti-forensic techniques [204], the proposal of countermeasures for law enforcement [16],
the analysis of anti-forensic techniques in blogs to maintain anonymity [205], methods
by which to hide data in NTFS partitions [206], the analysis of techniques with which
to prevent anti-forensic techniques in databases [207], and countermeasures for “Steg”
software (steganography software using the IDA tool) [208].

4.2.3. Exposition of Anti-Forensic Techniques: Explanation of Specific Anti-Forensic Tools

Many of the studies reviewed use anti-forensic tools, but this is not their purpose;
rather, they are part of the research aimed at demonstration their conclusions. This section
includes an article by S. Hilley [209], whose purpose is to present a set of anti-forensic tools.

The article warned about the increasing sophistication of anti-forensic techniques and
the emergence of specialized tools such as MAFIA (Metasploit Anti-Forensic Investigation
Arsenal). These tools resemble hacking arsenals that historically targeted conventional
software; but in this case, their aim is to hinder digital forensic investigations.

The article’s objective is to expose the problematic nature of these tools.

4.2.4. Exposition of Anti-Forensic Techniques: Detection of Traces Left by
Anti-Forensic Tools

This section discusses articles that evidence traces of having used anti-forensic tech-
niques and tools.

M. I. Al-Saleh et al. [14] expose artefacts related to intentional user account deletion
techniques.

C. Lees [210] discusses forensic artifact removal by analyzing the update sequence
number journal present when NTFS logs are active.

S. Lim et al. [211] expose the traces left by encryption tools. While M.C. Fanuscu
et al. [212] focus on the detection of anti-forensic incidents using security incident and
information management systems (SIEM).

A. S. M. Irwin [213] explores common security techniques and methods, such as
system logging, vulnerability scanning, and network monitoring. The paper then analyzes
the traces left behind and suggests security approaches to reducing the effectiveness of
these anti-forensic practices.

T. Mehrotra et al. [214] analyze whether “Wickr” (a free app that allows users to send
files and messages that self-destruct) delivers on its promise of leaving no digital traces,
which would be a challenge for forensic investigation on Android devices.

Among the contributions of these studies are the detection of traces in deleted user
accounts [14], the identification of patterns in the USN registry to detect trace cleaning
software [210], the analysis of the behavior of virtual disk encryption tools [211], the
detection of anti-forensic activities by SIEM systems [212], the analysis of how common
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security tools can be used for anti-forensic purposes [213], and the evaluation of the Wickr
application [214].

4.3. Anti-Forensics and Malware

This section groups the papers that relate the use of anti-forensic techniques to malware.
Table 6 lists the papers related to this topic.

Table 6. Studies classified by category in Section 4.3 (anti-forensics and malware).

Anti-Forensics and Malware Number of Studies References

Anti-forensics and Malware 7 [19,215-220]

Authors such us I. You et al. [215] discuss the anti-forensic aspect of obfuscation as
applied to malware.

Sudhakar et al. [19] expose a type of malware (fileless malware) that makes very
advanced use of anti-forensic techniques to avoid detection. M. Brand [216] explains
forensic avoidance techniques (anti-forensics) used by malware.

Ratcliffe et al. [217] bring together anti-forensic techniques and malware on the same
level when explaining how to detect malware in RAM.

M. Agarwal et al. [218] propose a method of detecting the anti-forensic technique of
tampering with network sensors of host-based intrusion detection systems (HIDS).

Li, J. et al. [219] propose systematic procedures for the analysis of anti-forensic tech-
niques typical of malware in the Android mobile operating system.

Also, M. Brand et al. [220] propose the detection of malware by searching for indicators
of anti-forensic techniques in the analyzed system.

Among the contributions of these studies are the analysis of anti-forensic techniques
directly related to malware [216], the development of process models to handle fileless
malware attacks [19], the detection of malware in memory using machine learning [217],
the detection of stealthy malware by comparing network sensors [218], and the analysis of
malware behavior on Android mobile devices [219].

4.4. New Threat Models and Forecasts

This chapter groups papers whose main theme is to expose threat modeling method-
ologies to mitigate anti-forensic techniques. The papers deal with forecasts on the evolution
of these techniques as well as suggestions for future research in this field. Table 7 lists the
papers related to this section.

Table 7. Studies classified by category in Section 4.4 (new threat models and forecasts).

New Threat Models and Number of Studies References
Forecasts
New threat models and 8 [11,12,221-226]

forecasts

B. Hoelz et al. [11] propose a threat model to manage the risks associated with anti-
forensic threats. J. Nikolai et al. [221] present a framework within which to examine the
risks associated with the human facet.

Articles such as those by R. Harris [12], K. Dahbur et al. [222], and B. Schlicher
et al. [223] made forecasts and warned about the anti-forensic threat in the early days of the
anti-forensic threat.

M. Olvecky et al. [224] aim to define future research focused on establishing a suitable
digital environment for the anti-forensic technique of secure file wiping.

K. Dahbur et al. [225] highlight the challenges posed by anti-forensics by exploring
various mechanisms, tools, and techniques.
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Finally, the article by D. Forte [226] addresses the concern that digital forensic software
could be manipulated by attackers using anti-forensic techniques, which would call into
question the validity of the evidence obtained.

The use of threat models [11] to manage anti-forensic risks, the understanding of the
motivations behind the use of anti-forensic tools [221], the development of effective coun-
termeasures [12,222,225], and the establishment of standards for secure data erasure [224]
are essential elements in ensuring the integrity of digital evidence in forensic investigations.

As a novel contribution, a conceptual framework is proposed with which to under-
stand the motivation behind the use of anti-forensic tools [221], an approach to evaluating
secure erasure standards by creating a test environment is suggested [224], and an analysis
of the feasibility of theoretical attacks against forensic software is presented [226].

5. Conclusions

The review, grouping, and presentation of all these articles has the purpose, among
other things, of exposing the existing literature, making it easier to consult works with
similar objectives and scope.

The trends of the last 6 years (2016-2022) have been oriented both towards better
classifying the new anti-forensic techniques that are emerging and dealing, in greater depth,
with some of the most transcendental ones.

The contribution of the articles by B. Hoelz et al. [11] and A.R. Mothukur et al. [16] are
recent developments that had not been addressed or had hardly been outlined previously.

Anti-forensic techniques can be understood as a threat/risk to forensic techniques. If
we consider that the anti-forensics field started to be treated as such with the article by C. S.
J. Peron et al. [1], wherein the concept was defined, 12 years would have passed (2005-2017)
until the publication of the first article that proposes threat/risk models.

This fact shows how little research effort has been devoted to a field that is increasingly
known to criminals, which makes forensic analysis more and more difficult and its legal
validity in court more difficult to obtain.

The relative closeness in time of the proposals of A.R. Mothukur et al. [16] to mitigate
anti-forensic techniques means that their application is still valid today and is thus useful
for recent analyses.

Some of the improvements they propose are already in practice, such as having a stan-
dardized training process. Some universities offer accredited master’s degrees in computer
forensics, providing a common knowledge base for forensic science professionals. Most
of the articles collected (53.63%) deal with anti-forensic techniques applied to multimedia,
which makes it clear that analyzing image, video, and audio manipulations is a priority in
this field compared to, for example, classifying anti-forensic techniques (6.75%), or the rest
of the categories in Section 4.1 combined (26.36%).

The works gathered in Section 4.3 by I. You et al. [210], Sudhakar et al. [19], M.
Brand [211], etc., are small examples of authors who directly relate anti-forensic techniques
and malware. To state that malware and anti-forensic techniques are intrinsically related
is not far-fetched; M.A. Wani et al. [17], among others, mentioned the use of reserved
locations, steganography, cryptography, and trace obfuscation, i.e., techniques that are also
used by malware to achieve its goals.

It can be concluded that having good knowledge in the field of anti-forensic techniques
is a good prerequisite to going deeper into the field of malware.

Considering the number and subject matter of articles published in the last 6 years on
this theme, it can be concluded that research into anti-forensic techniques is far behind the
annual developments in forensic analysis. Therefore, those who seek to hinder or disrupt
a forensic analysis have an advantage over those whose mission is to prevent this from
happening.

Given all that has been exposed in this study, to strengthen forensic analysis, the
first important step is to consolidate the knowledge of the techniques that weaken it, and
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for this, nothing is more significant than the development of a general methodology for
mitigating anti-forensic techniques.

In this way, the knowledge base would be established to efficiently deal with the anti-
forensic techniques classified by the authors N. A. Hassan et al. [10], K. Conlan et al. [8],
and M. Gl et al. [15].

On this premise, each section could be explored in more depth as, for example, M. L.
Al-Saleh et al. [14], M. A. Wani et al. [17], and D.I. Jang et al. [18] did in their articles.

The creation of the previously mentioned methodology would be the factor that would
solidify the path to follow to obtain an even more reliable and productive forensic analysis,
in addition to the benefits it would also bring to the study of those who seek to prevent the
threat presented by malware.

The omission of gray literature is one of the limitations of the study. By limiting the
search to studies that contain the term “anti-forensics” in its title, abstract, or keywords,
some of the articles dealing with issues related to MITRE’s ATT&CK matrix, system security
breach techniques, and other techniques, such as those discussed in malware articles, have
not been included in this study.

Developing a method for finding this gray literature and cataloging it is proposed as a
future study to extend this work.
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