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Abstract 

In the context of Onboard Industrial Control Systems (OICS) in the Transport sector, 

cybersecurity standards lack specificities for offline connectivity periods. This master thesis 

addresses these challenges highlighting the need for a hybrid design of centralized landside 

support security system (LSSS) for security and fleet management. Using the IEC 62443 

framework, we identified factors impacting Security Level Target (SL-T) estimation, such as 

evolving threat actor landscapes and physical protection. We analyzed the mandatory and 

recommended IEC 62443 requirements for integrating LSSS functions and opened discussions 

for reducing the SL-C of critical OICS requirements and the role of nation-state backed threat 

actors. Our approach incorporates NIST SP 800-53 controls and other technological 

references, offering implementation guidance. The proposed hybrid design significantly 

reduced maintenance costs by 2.5 times while maintaining security robustness, enhancing 

both cybersecurity and maintainability for transportation sector fleets. 

Keywords: Industrial Control Systems (ICS), Cybersecurity, Onboard, IEC 62443, 
Transportation  
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Resumen 

En el contexto de “Sistemas de Control Industrial a Bordo” (OICS) en el sector del transporte, 

las normas de ciberseguridad carecen de especificidad para sus períodos sin conexión.  Esta 

tesis aborda estos desafíos subrayando la necesidad de un diseño híbrido de Servicios de 

Soporte Compartido en Tierra (LSSS) para la gestión centralizada de la seguridad y flotas. 

Basados en el marco de la norma IEC 62443, identificamos factores que afectan la estimación 

del “Nivel Seguridad Objetivo” (SL-T), como la protección física. Analizamos los requisitos 

obligatorios y recomendados del IEC 62443 para integrar funciones LSSS y discutimos la 

reducción del SL-C de requisitos críticos, así como el rol de actores de amenazas apoyados por 

gobiernos. Nuestro enfoque incorpora controles de NIST SP 800-53 y otras referencias 

tecnológicas para su implementación. Este diseño híbrido, reduce en 2.5 veces los costos de 

mantenimiento, preservando la ciber resiliencia y facilitando la gestión del sector. 

Palabras clave: Sistemas de Control Industrial (ICS), Ciberseguridad, a Bordo, IEC 62443, 

Transporte 
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1. Introduction 

1.1. Motivation 

Warren Buffet said that cybersecurity is bigger threat to mankind than nuclear weapons, as 

“If [a nuclear attack] ever happens, there'll be more to worry about than the price of 

Berkshire”[1]. Indeed, the number of cybersecurity incidents continue growing year-to-year, 

and when speaking of Critical-Infrastructures and Industrial Control Systems (ICS), these 

reached values never expected years ago [2].  

In the last two decades, industry sector associations have been developing and adapting 

specific ICS standards like IEC 62443 [3]. Governments and councils, such as the European 

Parliament, are also standardizing cybersecurity among EU manufacturers, suppliers, system 

integrators, and asset owners with the creation of the NIS2 Directive [4]. Additionally, the 

upcoming Cyber Resilience Act (CRA) is expected to impact any organization selling "[…] 

products with digital elements […]" by mandating a series of minimum requirements [5]. 

Most Critical Infrastructure sectors follow IEC 62443 as the reference ICS cybersecurity 

standard (refer to chapter 2.3). The integration of common communication protocols and 

COTS components into ICS is attracting threat actors due to the high benefit-to-effort ratio 

(refer to chapters 2.4 and 4.2.1) [2] . This has led to the widespread adoption of higher IEC 

62443 Security Levels (SLs) as the new minimum to protect from attackers “[…] using 

sophisticated means with moderate resources, IACS specific skills, and moderate motivation” 

[7]. Additionally, these higher IEC 62443 SLs require the integration of services typically found 

on the Information Technology (IT) with the Operational Technology (OT) world to provide 

flexibility and cost reductions for centralized monitoring and management of OT assets. 

However, there is little discussion on the balance between cybersecurity and maintainability 

caused by unreachable or spoofed remote centralized support services during offline periods 

typical of the Onboard ICS (OICS) operational context. 

Thus, there is a need to study this compromise within the framework of international 

cybersecurity standards. This study will define the basis for a hybrid and more cyber-resilient 

approach to OICS development when integrating Landside Support Security Systems (LSSS) for 

centralized and remote management of an entire fleet of OICS at the required SL.  



Francisco J. Daza Pastrana 
Protecting Onboard Industrial Control Systems: A Hybrid Cybersecurity Approach 

2 

1.2. Scope 

This master thesis focuses on Onboard ICS from Transportation sector. While space vehicles, 

military drones and other “vehicles” may certainly fall in the definition of an “Onboard ICS”, 

the cybersecurity aspects considered in this work will focus on references from the 

transportation sector. Nonetheless, the outcomes observed may apply as well to the 

aforementioned ICS, but these deserve an independent work and certainly different security 

level and threat actor’s hypothesis.  

It is not in the scope of this work the requirements to protect at network or host level the LSSS 

itself in the landside local network, as extended guidance exists on this matter.  Instead, the 

focus is given to the design choices required to create a cyber-resilient integration between 

Landside Support Security Systems and Onboard ICS. 

 

1.3. Problem statement 

Unlike the Pharmaceutical, Food and Beverage, Nuclear, Wastewater, or Oil and Gas sectors, 

some Onboard ICS assets lack continuous connectivity, not facilitating event monitoring and 

up-to-date administration of security functions as required by certain requirements of IEC 

62443. These assets may operate in a "degraded" mode for days or weeks (e.g., a train in the 

desert unable to update the authenticators database). Specific considerations are needed to 

preserve the required security level when no connection is available in a maintainable way. 

This master thesis aims to: 

 Analyze the status of international standards addressing this issue. 

 List recommended LSSS assets for a sector-agnostic architecture of Onboard ICS.  

 Identify specific Onboard ICS threats from loss of connectivity or spoofing of air-gap 

data links (e.g., GNSS or SIEM) and their potential impact. 

 Provide recommended cybersecurity requirements and mechanisms for a hybrid 

approach based, when possible, in a Zero-Trust Architecture (ZTA) to protect Onboard 

ICS assets during and after connectivity is lacking. 

 Evaluate the potential benefits of applying a hybrid ICS cybersecurity design approach 

to current Onboard ICS organizations.  
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1.4. Structure of the thesis 

This thesis is structured in five chapters.  

 Chapter 1, Introduction: the current chapter presents the topic and its structure. 

 Chapter 2, State of the art: introduces to the reader background information on ICS 

(OT) / IT cybersecurity and an overview of current applicative cybersecurity standards 

and normative in Transportation sector with special emphasis highlighting Onboard 

ICS considerations. 

 Chapter 3, Study Objectives: presents the overall and the specific objectives of the 

proposed research work. 

 Chapter 4, Methodology: outlines the steps to achieve cyber resilience, maintainable 

and centralized management of Onboard ICS by applying a hybrid system design 

approach. Also, evaluates the potential benefits of the proposed methodology. 

 Chapter 5, Conclusions and Future Work: presents the conclusions of this master thesis 

research and suggests further directions for future work 
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2. State of the art 

This chapter presents the differences between Information Technology (IT) and Operational 

Technology (OT), the uniqueness of Onboard ICS, and a survey of the latest applicable 

cybersecurity standards and guidelines for Transportation ICS systems by sector, along with 

related threats. 

2.1. Cybersecurity of Industrial Control Systems 

2.1.1. IT versus OT cybersecurity 

The National Institute of Standard and Technology (NIST) defines OT as “Programmable 

systems or devices that interact with the physical environment (or manage devices that 

interact with the physical environment)”. These systems or devices detect or cause a direct 

change through the monitoring or control of devices, processes, and events. […]”[9](p.22).  

Curiously, and useful later in the context of chapter 2.1.3, the International Association of 

Classification Societies (IACS) defines “OT”, in their onboard systems (sea vessel) cyber 

resilience guidelines context as “Devices, sensors, software and associated networking that 

monitor and control onboard systems. Operational technology systems may be thought of as 

focusing on the use of data to control or monitor physical processes.” [31][32][33]. 

In Figure 1, some of the typical OT assets and operational workflow of most of ICS system 

is illustrated. 

 

Figure 1 - Common ICS operation workflow. NIST [8] (p.6). 
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In particular with OT cybersecurity, it is also important to make the difference with 

traditional IT. Only considering the CIA triad (Confidentiality, Integrity and Availability) that 

since 1998 globally summarizes the principal cybersecurity attributes in digital assets [12], the 

priorities change greatly between IT and OT contexts. On the one hand, IT systems put most 

emphasis on protecting a loss on the Confidentiality related to the information system, which 

can lead to financial and data privacy consequences. On the other hand, OT interest is to 

ensure that both integrity and availability of cyber-physical devices operates in a safe manner 

to avoid a human-safety or environmental impact, thus considering  confidentiality as a 

secondary issue (see Figure 2).  

 

Figure 2 – Comparison of importance of Cybersecurity properties in IT and OT systems. 

IT and OT differ much more than just in the “cyber-triad” (CIA). A good summary of these 

differences is given by the American Public Transportation Association (APTA) in Figure 3. 
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Figure 3 - Comparison between Enterprise IT and OT (ICS) systems per cybersecurity 

topic. APTA [10] (p.15). 

2.1.2. Safety is not Security 

Safety and Security are two separate terms often misused since electronic computer and 

networking started to be digitally trespassed. While safety mechanisms and procedures 

protect from unintentional hazards (for example, hardware failures or human errors), the 

term Security went beyond of just “physical security” and covers the defense against 

intentional hazards (attacks) both originated by outsiders (external persons to an 

organization) and insiders. In addition, it can be often confused when speaking of secure (as 

synonym of safe) operations in OT environments, and this is can be worse in languages where 

the difference is less obvious (for example, in Spanish, both safety and security uses the same 

word: seguridad ) [30]. 

If we look for a formal definition of Safety and (cyber)Security, the de facto standard for 

OT cybersecurity, IEC 62443, defines Safety as “The process to determine the required 



Francisco J. Daza Pastrana 
Protecting Onboard Industrial Control Systems: A Hybrid Cybersecurity Approach 

7 

protection factor for a safety system, while complex, is manageable since the probability of a 

component or system failure due to random hardware failures can be measured in 

quantitative terms. The overall risk can be calculated based on the consequences that those 

failures could potentially have on HSE [Human]” [7](p.67). Then, the standard compares it to 

Security as “Security systems are still meant to protect HSE, but they are also meant to protect 

the industrial process itself, company-proprietary information, public confidence and national 

security among other things in situations where random hardware failures may not be the 

root cause” [3](p.7). 

2.1.3. IT and OT standards difference 

Another important difference between IT and OT is regarding the standards and norms 

applicable to one another. While non ICS-specific standards like NIST CSF [14] or ISO/IEC 27001 

[15] are largely used by organizations in both environments for generic cybersecurity 

implementation, OT actors and regulators have already identified IEC 62443 [3] (formerly 

ISA99) standard framework as the de facto ICS standard and a solid base for developing sector-

specific standards on ICS / OT / Critical-infrastructure cybersecurity [6][10][11][13][20] (a 

more detailed survey on applicable ICS cybersecurity references per sector is given in chapter 

2.3). Figure 4 shows the scope between IT and OT main cybersecurity standards. 

 

Figure 4 - Comparing main cybersecurity standards and guidance between IT and OT. 

Verve [13]. 
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2.2. The Onboard ICS uniqueness in OT cybersecurity 

2.2.1. Definition of Onboard ICS (OICS) 

In this chapter, we will describe the concept of “Onboard ICS” (OICS) that will be used across 

this master thesis. 

First, in a simple way, OICS could be defined as those industrial control systems installed 

and operated in autonomous (isolated) moving vehicles, vessels or planes. This is opposed to 

classical IT assets and “stationary ICS” found on Nuclear, Wastewater, Food, Chemical or 

Pharmaceutical ICS infrastructures. While stationary ICS are commonly located inside of the 

same geographical location in the form of “production plants” or in different locations that 

are interconnected thanks to fixed network infrastructure (WAN), most common examples of 

OICS are the ones included in road (bus, cars or trucks mainly), aviation (civil transport or cargo 

aircrafts), railway (passengers, freight or maintenance rolling stock) and maritime vessels 

(passenger, general cargo or fishing mainly). In other words, all those ICS included in vehicles 

commonly found in the Transportation sector, where many civilian lives depend on their safe 

operation. Please note that, as mentioned in chapter 1.2, aerospace (spacecrafts), military 

(aircrafts) or other non-common Transportation sector vehicles are not considered in this 

study).  

Now, if we look for a formal definition of the concept of “Onboard industrial control 

systems” or “Onboard OT assets”, the maritime International Association of Classification 

Societies (IACS) in their cyber resilience UR references mentions “Onboard ICS” and “Onboard 

OT” when defining “Computer Based System” (CBS) included in vessels (onboard vehicle). IACS 

considers a CBS as “[…] a combination of subsystems connected via network. […] connected 

directly or via public means of communications (e.g. Internet) to ashore CBSs, other vessels’ 

CBS and/or other facilities.” [31][32][33]. Particularly, it is worth noting that IACS UR E26 also 

defines “Operational Technology (OT) systems onboard ships, i.e. those CBSs using data to 

control or monitor physical processes that can be vulnerable to cyber incidents and, if 

compromised, could lead to dangerous situations for human safety, safety of the vessel and/or 

threat to the environment” [32]. 

To simplify the reading during this work, please mind the fact that it will be used “OICS” 

to refer to all safety-critical assets onboard a same road vehicle, vessel, railway rolling stock 
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(as trains, metros or tramways) or civil aviation aircraft. For instance, when reading “fleet of 

OICS vehicles”, it refers to a fleet of road vehicles, vessels, railway or planes, except if specified 

otherwise. 

2.2.2. OICS cybersecurity homologation 

OICS integrates, in a same “vehicle” (road vehicle, vessel, train or plane), several safety-critical 

functions with the general exception of “trains” that can be attached several at the same time. 

Such safety functions need homologations to officially certify that a system reaches the 

requested safety (integrity) levels for commercial operation, providing insurance to transport 

people or dangerous goods, in a safe manner. As an example, at European level, there are 

regulations enforcing safety homologations per sector [35][36][37][38], but it is also common 

that countries and main industry-sector associations as NHTSA [44], IATA [39], ERA [40] or 

IMO[41] establish their own safety standards to be approved by certification bodies. 

Furthermore, needed certifications for safe operation have a great cost and efforts from 

manufacturers and thus are not done with frequency, making hard for them to adapt to the 

constant evolution of cybersecurity threats and vulnerabilities when speaking of Patch 

Management, as correctly reminds Hasratyan et al.: “While deploying a safety patch once 

every 5 years would seem exaggerated, deploying a security patch every 5 days is the minimal 

cyber hygiene.” [11](p. 36).  

Regarding cybersecurity homologation of OICS, just one out of four Transportation 

sectors in our scope do not impose (yet) cybersecurity certification to operate when 

developing their products. The exception is Railways, which rather adds a new chapter (6.4) 

merely requesting to manage cybersecurity risks as part of the safety demonstration (Safety 

Case), but no real enforcement or guidance to comply with is given [87]. Aviation and Maritime 

sector, which needs to certify their products in compliancy with cybersecurity development. 

For example, In Maritime, IACS UR E26 and E27 [32][33] standards requires that new vessels 

from July 2024 have OICS like the propulsion, steering or anchoring and mooring functions 

developed at product level ensuring at least a “Security Profile 1” (corresponding to IEC 62443 

SL1 [7]). In Aviation, the chapter 2.2 “Cyber Security Posture Upon Delivery” of the “Aviation 

Cyber Security Guidance Material – Part 2” (applicable to aircrafts) states that “Upon entry 

into service of a new e-connected aircraft, the airworthiness certificate should cover the cyber 

security elements which may impact safety. The latest version of the ED-202A/DO-326A 
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(Airworthiness Security Process Specification) [57][58] and ED-203A/DO-356A (Airworthiness 

Security Methods and Considerations) [59][60] cover these requirements for the 

OEMs/Suppliers and the DAHs [Design Approval Holders].” [56](p. 8).  

Upcoming new regulations as CRA will impose requirements impacting the frequency in 

which assets need to be patched/updated and potentially homologated again. See 2.3.6.2. 

2.2.3. OICS operational context 

To differentiate OICS from classical stationary ICS, it is worth mention the description from 

NIST when describing that a Safety Instrumented System (SIS) “Historically […] was designed 

to be stand-alone, physically and logically separated, and airgapped from the rest of the 

control system.”. This description is interesting to contextualize the contrasting nature of OICS 

as, first, they do not depend on a fixed infrastructure, despite the fact that trains go along a 

rail or that road vehicles normally stay on a road infrastructure, and second, they need a 

wireless connection to have situational awareness respect to the ground and other OICS. In 

OICS architectures, there is not always a permanent and reliable network connection to 

support the management and monitoring of safety (or cyber) functions. In fact, it is common 

to have OICS going to geographical locations in which they can be isolated for several days or 

weeks for reasons like absence of wireless network to contact remote services, bad weather 

conditions affecting systems like GNSS, or intentional jamming of wireless signals.  

Due to the high number of OICS to manage, is convenient to integrate them to a 

centralized system not just for greater security but also to ease its management 

(maintainability). In addition, offline periods impede OICS from reporting their security status 

like position, user database freshness, certificate expiration or intrusion alerts in a timely 

manner, resulting in degradation of the security capabilities of the OICS. Actually, an attacker 

may jam the communication to make the OICS fall to “offline/degraded mode”. Examples of 

issues in OICS implementing security mechanisms, without considering non-connected 

periods, would include (sample): 

 A user login/password from a former employee that has not been removed allowing 

its access. This is particularly important in the operational context of a fleet, where 

access to onboard systems is allowed to multiple stakeholders (suppliers, contractors, 

and manufacturer) and they all have good knowledge of the system. 
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 Not buffering the security events and logs of a detected intrusion attempt to send it as 

soon as connectivity is back to the centralized log collector/SIEM in order to be 

analyzed by the SOC operator,  

 A maintenance blockage due to time-dependent authentication mechanisms like an 

expired certificate because UTC time has been spoofed. [104]. 

These examples of threat events expose serious opportunity for threat actors targeting 

Critical Infrastructure / OT assets like Criminal Organizations (often backed by Nation-state 

actors; refer to chapter 4.2.1 and Annex A), corresponding to IEC 62443 SL 3 or SL 4 [7](pp. 72-

73). In addition, v [28] (see Figure 5) is the case of any OT HSE impact, thus OICS can be 

classified as High-Value Asset as defined by NIST [9](p. 63), which falls in needing to protect 

from threat actors willing to harm to the nation [73] (p. H-2) like Criminal organizations backed 

by Nation organizations in certain countries. 

 

Figure 5 - Possible definition of OT impact levels. NIST [28](p.49). 

To conclude with this section, it is important to summarize the following key points: 
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 OICS are assets being part of a “moving critical infrastructure” fleet (normally 

hundreds of vehicles, boats and planes), owned and/or managed by a same 

organization.  

 OICS are continuously spread through different geographical locations to turn a 

profit on the fleet.  

 In most of OICS transport operations (exception to some particular operations like 

Urban rail) is common to have offline periods losing connectivity with centralized 

supporting systems during several days or weeks, meaning there is no real-time 

situational awareness or remote centralized maintenance and monitoring security 

functions. 

Cybersecurity resilience, management and operation of an OICS fleet is directly impacted 

by the presented operational context and thus stands as a main pillar of this thesis. 

2.2.3.1. Security versus Maintainability of OICS 

As reviewed above, current cybersecurity standards like IEC 62443 and industry-specific 

guidelines are missing a systematic approach to manage the distributed OICS context (see 

above). While a simple solution could be done by imposing to fleet operators heavy 

maintenance procedures to frequently go to each OICS and thorough schedules to keep 

cybersecurity parameters updated, this increases largely the maintenance costs when 

speaking to maintain a fleet of hundreds or thousands of OICS (see Table 1 for an estimation 

of fleet size per organization in the transport sector).  

Some examples related to Security and Maintainability dilemma could be the following: 

 A system designed to be locally managed has an obsolete authenticator database 

not granting a new trusted user connection to the OICS to perform some mandatory 

maintenance. This also allows another disgruntled and currently formerly trusted 

user to access because its credentials are still in the outdated authenticator 

database. The authenticator database is updated only locally. 

 A system designed to be locally managed has outdated PKI-based authenticators like 

Certificate Revocation List (CRL) in the system granting access to a currently revoked 

certificate recognized as valid. The PKI-based authenticators like CRL are updated only 

locally. 
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 A system designed to be locally managed detects a security incident that is not 

reported to the SOC and continues to operate in a compromised condition until a 

trusted user retrieves the logs locally. The retrieving of logs is performed locally as 

normal operation. 

 A system detects a security incident while the attacker was jamming the wireless 

connection to the MONITORING LSSS. The system does not buffer nor track what 

events or logs have been received by the LSSS function and the security incident is 

not reported to the SOC, allowing to continue operate in a compromised condition 

until a trusted user retrieves the logs locally. 

2.2.4. Landside Support Security Systems (LSSS) 

As introduced in chapter 1.1, in this study it will be used the term “LSSS” to refer to systems 

in the ground supporting OICS cybersecurity functions used both to increase the security 

awareness and to ease the management of a fleet of OICS.  

LSSS are typically situated in physically protected zones of the organization such as control 

centers or hub offices and operate at least as low as "Level 3" of the Purdue reference model 

[42] communicating with OICS via a wireless interface. In various industry sectors, this 

communication may occur over dedicated industry wireless networks, like GSM-R in railway 

infrastructures, or through public networks like in road vehicles context, but the latter 

increases the risk of attacks due to its increased exposition. 

In Figure 5, Yu et al. [43](p. 8). illustrates the gap between Purdue Level 3 [42], 

corresponding to "Operation Management – ATS/CTC" (Automatic Train Supervision / 

Centralized Traffic Control), and the actual OICS at Purdue Level 0, corresponding to "Process 

Control – Train". While this example is specific to Communications-Based Train Control (CBTC) 

in the railway sector, a similar air gap between OICS and LSSS can be found in other 

transportation sectors. 
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Figure 6 – Purdue reference model adaptation to Railway. Yu et al. [43](p. 8). 

 

Applying this to an OICS cybersecurity architecture, an example of LSSS integration in OICS 

environment is given by EU project X2RAIL-3 [67], where a list of “Onboard Security Services” 

needed to support IEC 62443-3-3 [7]and 4-2 [70] required security functions are proposed. 

These services can be located with the red arrows in the railway generic cybersecurity 

architecture depicted in Figure 7. While X2RAIL-3 architecture shows “Onboard Security 

Services” as a separated zone, this could be part of the ICS itself (corresponding to the 

“Signalling Zone” in Figure 7). 
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Figure 7 - Location of LSSS in a Railway generic cybersecurity architecture. X2RAIL-3. 

[67](p. 11). 

While the list of supporting services composing a LSSS zone of any Transport system may 

vary between sectors, when organizations follow common international standards to 

implement basic security functions like those requested by IEC 62443-3-3 SL-C = 1 [7] or NIST 

800-82/160 [28][9], the need for integrating LSSS in their solutions becomes evident not just 

for a cybersecurity purpose, but also when asset management is considered for a whole fleet 

of OT systems (see Figure 8).  

N.B.: “SL-C” is defined by IEC 62443 as when “[…] a particular component or system is capable 

of meeting the target SLs natively without additional compensating countermeasures when 

properly configured and integrated” [7](p. 68). 
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Figure 8 - Factors influencing the need of LSSS in OICS context. 

Some advantages when incorporating LSSS to an OICS cybersecurity design are 

summarized as follows: 

 Increased situational awareness of assets of a fleet via centralized monitoring of 

security events and alerts, if LSSS connection is available. 

 Delayed-awareness and supervision of OICS after an offline period. 

 Convenient centralized management of accounts (update of users / devices 

credentials and PKI-certificates / tokens lifecycle). 

 Synchronized and reliable UTC time source when implementing a secure protocol 

as NTS [68] or used to cross-check with a local or GNSS UTC source. 

 Timesaving deployment of SW updates to non-safety parts (not needing re-

homologation) of the fleet assets. 

 Centralized backup and restoration of fleet assets. 

 

Figure 9 - Advantages of LSSS integration in OICS design. 

IEC 62443-3-3 [7](p. 31) has specific requirements imposing the use of LSSS to support 

basic security functions starting from SL-C = 2 and SL-C = 3, but for security functions like SR 

1.3 – Account management or SR 1.5 – Authenticator management but to name a few, is 

already recommended the use of LSSS to manage in a centralized way these functions when 

speaking of a fleet of hundreds or thousands of OICS, and this is with the minimum IEC 62443 
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SL-C = 1. In fact, most of these security functions without being managed in a centralized way, 

it heavily impacts both the cybersecurity status of OICS (as access accounts freshness or 

continuous monitoring) and helps to reduces the maintainability costs, as avoid needing to go 

to each OICS, locally, to retrieve security events or update local user accounts if a previously 

trusted employee operating the OICS quitted the company.  

In this work it will be simplified the different LSSS services that are provided to an OICS to 

4 categories, depending on the support need. This can be summarized as follows: 

 AUTH – includes support security subsystems for functions like: 

o Identification and Authentication Management (IAM) system as for example 

an OT Active Directory for user and devices account management. 

o PKI (including key distribution and certificate creation for communication and 

device authentication). 

 MONITORING – comprises services like: 

o Centralized Log Collector Server to ensure audit logs of the fleet are centralized 

for further log correlation and analysis. 

o SIEM is the service using the data collected by the Centralized Log Collector 

Server and is used “to identify patterns and anomalies that could indicate a 

security incident, facilitating rapid detection and response to potential threats” 

[88]. 

o SOC is commonly the place where the SIEM is operated “[…] for identifying, 

investigating, and remediating threats.” [88] and it implies continuous 

surveillance of assets. They are often connected to sector specific CSIRTs and 

ISACs to feed with latest vulnerabilities and threat intelligence data. 

 TIME – involves a time server to synchronize with a system-wide time source common 

to all OICS.  

 SW REPOSITORY – server to provide a centralized deployment system for SW updates 

in non-safety-homologated parts of OICS assets with the correct SW and HW 

architecture. (Providing safety-homologated SW updates in remote poses many 

challenges to be agreed also with regulation bodies). 

These security features, while increasing the SL-C level, could be seen by fleet operators 

or engineers not cyber-aware as additional constraints, as they certainly complexify a 
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previously simpler operations by needing to be frequently updated to stay secure, but this is 

just a matter of cybersecurity awareness and lack of visibility on upcoming regulations. 

Organizations may integrate several or more of these support services together. For 

example, it is common to see solutions for Centralized Log Collector together a SIEM and a 

SOC, or solutions comprising an OT IAM and the PKI for key management [96]. 

2.2.4.1. Threat scenarios on OICS per LSSS type 

AUTH: 

 If wireless connectivity is jammed, the OICS may fall to a degraded mode using local 

accounts where the authenticators database allowed to connect to the system could 

be obsolete, making it possible for an attacker to use a disabled local account or 

revoked certificate in a device to get unauthorized access to the OICS. 

 If OICS is shut down for a long time, the authenticators database of users and devices 

allowed to connect to the system could be obsolete. If the design allows to login 

without first updating the database, an attacker could use an obsolete authenticator 

to get unauthorized access to the OICS. 

 Other TIME-dependent threat scenarios (see below). 

MONITORING: 

 Wireless connectivity of OICS is being jammed as part of an attack on the and 

organization may miss alerts and events related to security breaches to react in a 

timely manner (for example, SW version has changed, UTC time changed, firewall 

detected an attack, brute-forcing of login interface, or an IDS alert).  

 After an offline period, if the OICS did not buffer the alerts and events to send them to 

the SIEM once the connection is back, the organization may miss alerts and events 

related to a compromission happened during the offline period and continue operating 

a potentially compromised OICS without checking it first. 

TIME (indirectly related to AUTH category): 

 If an OICS has no means to authenticate and ensure the integrity of the UTC time (for 

example from NTP server or GPS), authentication mechanisms (and timestamps of 

events) could be spoofed to a convenient datetime, leading to the potential 

acceptance of an already expired authenticator (e.g., X.509 certificates or CRL lists) due 
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to poor design (soft-fail) or lack of alternative countermeasures like comparing several 

sources and the last recorded UTC time. 

SW REPOSITORY: 

 Without a centralized update deployment system, a new published vulnerability 

affecting all OICS of the fleet could be exploited in the time the organization needs 

to go in local to patch each OICS. 

 N.B.: For the purpose of this study, it is assumed that the data hosted in this centralized 

service is authentic and pushed for deployment by a trusted user preserving its 

confidentiality, integrity and authenticity. 

 

2.3. Transportation ICS main cybersecurity references 

In subchapter 2.1.3 it was briefly introduced how IEC 62443 (previously ANSI/ISA99 series) 

founded the basis of ICS cybersecurity in a global manner. While in the last two decades there 

have been issued useful standards, regulations and guidelines for OT security and cyber 

resilience, a specific tailoring for OICS system design taking into account the particular OICS 

context of a fleet is still needed to withstand in a hybrid context (centralized/real-time 

management and isolated/degraded mode).  

The following subchapters survey main standards and guidelines for each Transportation 

OT sector and if they address the OICS nature conveniently to the hybrid operational context 

presented in 2.2.3. As per this study, there have not been identified specific recommendations 

considering the mentioned hybrid nature of Onboard ICS, but rather applications and tailoring 

of IEC 62443 and NIST 800 series frameworks in a general way. 

2.3.1. Railways 

Railway cybersecurity has significantly evolved in the last years. In 2017 it was first agreed by 

European stakeholders via the Shift2Rail EU Joint-Undertaking R&D project the international 

standard IEC 62443 as cybersecurity reference for the Railway industry [20]. Then CENELEC 

published CLC/TS 50701 [22] merging the IEC 62443 [3], the mandatory European risk 

management process for the rail industry (CSM-RA [24]) and the RAMS aspects of the railway-
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specific EN 50126 standard [23]. This work served as base for the first railway-specific 

international cybersecurity standard arriving in 2025, the IEC TC9/PT 63452 [25].  

Thus, the railway sector correctly identified the need to further adapt a broad ICS 

standard like IEC 62443 to the specificities of railways (mixed onboard and landside distributed 

architecture), but while this has been identified as a necessary analysis in the future, no 

specific focus on Onboard vehicles has been made yet [11][21].  

Figure 10 from Fouques et al. [21] summarizes the initiatives carried on at European level 

for the creation of a global Railway-specific cybersecurity framework. 
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Figure 10 - Development of Cybersecurity in the railway industry in Europe. Alstom. 

[21](p.45) 
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When looking outside of Europe, USA associations like APTA also provide references 

helping to implement OT cybersecurity in the Transportation sector, for example, the 

“Cybersecurity Maturity Framework for OT” (CSM-OT) applies to “[…] bus, paratransit, light 

rail, commuter rail, subways, waterborne services, and intercity and high-speed passenger 

rail[…]” and defines the basis  for a cybersecurity resilience model in operational technology 

systems through structured guidelines and maturity assessment [26].  

More specific to railways, APTA provides white papers and recommended practices within 

their “Securing Control and Communications Systems in (Rail) Transit Environments” series. 

These references are based in concepts of former ANSI/ISA Standard 99 series (now IEC 62443 

[3]) and use NIST 800-82 [28] and NIST 800-53 [29] as source for detailed guidance on 

cybersecurity controls and concepts as well. The list of documents of this series is the 

following: 

 APTA-SS-CCS-RP-001-10 – Securing Control and Communications Systems in 

Transit Environments Part I, discusses the significance of control and 

communications security for transit agencies, surveys typical transit control and 

communication systems, outlines steps for establishing a successful program, and 

details the stages of conducting and managing risk assessments. The scope is for 

both Road (buses) and Railway public transport [47]. 

 APTA-SS-CCS-RP-002-13 – Securing Control and Communications Systems in Rail 

Transit Environments Part II (Recommended Practice), introduces Defense-In-

Depth for securing rail communications and control systems, defines security zone 

classifications, and recommends minimum security controls for the most critical 

classification: safety-critical. The scope is specific to railways [45]. 

 APTA-SS-CCS-WP-003-15 – Securing Control and Communications Systems in Rail 

Transit Environments Part IIIa (White Paper), outlines the APTA attack modeling 

for transit agencies, their systems integrators, and vendors, intended for use in 

procurement documents [46]. APTA recommends being used with Parts I [47] and 

II [45]. 

 APTA SS-CCS-RP-004-16 – Securing Control and Communications Systems in Rail 

Transit Environments Part IIIb (Recommended Practice), “provides control and 
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communications security systems designed to protect a transit agency’s 

Operationally Critical Security Zone (OCSZ), including traction power and non-life-

safety critical SCADA systems.”[27]. 

 [Unknown] – Part IIIc (future document), will cover guidance to secure the zones 

OCSZ, Fire/Life-Safety Security Zone (FLSZ), and Safety-Critical Security Zone 

(SCSZ) for rail transit vehicles [27].  

As observed, existing cybersecurity guidance for railways, though ample, overlooks the 

OICS operational context (refer to chapter 2.2.3). This makes it easy, if not carefully thought, 

to miss during the cybersecurity design of functions to consider security and fleet 

maintainability not only during a nominal (online) mode but also when OICS is offline for a 

long period. 

2.3.2. Road vehicles 

When looking for standardization of Road vehicles sector, there have been also important 

advances in the last years due in part to the resonance in the easiness to perform car vehicles 

attacks [105][107].  

The automotive sector got in 2021 the first international standard ISO 21434:2021 

providing guidelines for identifying and managing cybersecurity risks throughout the vehicle 

engineering lifecycle. However, the “United Nations Economic Commission for Europe 

(UNECE)”, through its World Forum for Harmonization of Vehicle Regulations (WP.29), already 

published in June 2020 the first cybersecurity regulations called “UN Regulation No. 155 (UN 

R155)” cybersecurity framework for the automotive sector with a corrigendum in November 

2021, to clarify OTA (Over-The-Air) software updates security requirements. Key constituents 

of UN R155 include: 

 Recognizing and addressing cybersecurity threats in vehicle design. 

 Ensuring that identified risks are effectively managed. 

 Regularly updating risk assessments to reflect current conditions. 

 Continuously monitoring for attacks and implementing response strategies. 

 Evaluating both successful and attempted cyber-attacks. 

 Reassessing cybersecurity measures to address emerging threats. 
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 Managing security throughout the vehicle's lifecycle, including development, 

production, and post-production phases. 

The Road industry (and certainly most of the other sectors) are still coping with 

technology challenges when trying to secure external wireless communications like GNSS. In 

the “SAE proposals to UNECE WP.29 related to automotive cybersecurity” document in which 

SAE experts declare the impossibility for an international framework to require “carry out 

cryptographic authentication of received GNSS messages” at this time, as only EU’s Galileo 

GNSS system would be able to properly cover this requirement, giving exclusivity of use to this 

only GNSS system and potentially.[116](p. 4). 

In the USA, the National Highway Traffic Safety Administration (NHTSA) also launched 

several key initiatives to enhance cybersecurity since 2016 with its “Cybersecurity Best 

Practices for the Safety of Modern Vehicles” which received an update in 2022 [115]. And in 

the Transit sector, APTA adapted their initiatives in railway to the “Securing Control and 

Communications Systems in Transit Bus Vehicles and Supporting Infrastructure”, which a 

security risk assessment in old and modern Bus Transits, providing a detailed description of 

OT assets, attack points and assessment in the needed capabilities to attack such vehices.[66]. 

APTA’s scope of the aforementioned OT Cybersecurity Maturity Model Framework (OT-CMF) 

[10] also applies to Road vehicles sector. 

In summary, Road vehicles cybersecurity is ramping up, and in our OICS regard, APTA 

provides a reference architecture identifying the LSSS in their operational context. However, 

there is no guidance to implement specific ICS standard requirements like those from IEC 

62443 [7], NIST SP 800-82[28] or NIST SP 800-160 [9] to guarantee a secure, maintainable and 

centralized management of cybersecurity functions in OICS vehicles. 

2.3.3. Maritime 

Maritime sector has advanced significantly in the last decade. The sector has officially 

published through and defined a set of cybersecurity requirements and compliance level to 

the industry through several organizations like the cybersecurity working groups of the 

“International Association for Classification Societies (IACS) or industry guidelines by main 

actors like BIMCO, INTERCARGO, Maersk or the World Shipping Council but to name a few.  
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The IACS published international Unified Requirements addressing cybersecurity for 

maritime to reduce the likelihood and mitigate the consequences of cybersecurity incidents 

due to cyber-attacks. They are mandatory applications by the maritime industry. The IACS UR 

E22 “Computer based systems” [31] includes requirements for design, construction, 

commissioning and maintenance of computer-based systems where they depend on software 

for the proper achievement of their functions. Requirements in IACS UR E22 [31] focus on the 

functionality of the software and on the hardware supporting the software which provides 

control, alarm, monitoring, safety or internal communication functions subject to 

classification requirements, while IACS UR E26 [32] deals with requirements related to the 

cyber resilience of ships and IACS UR E27 with cyber resilience of on-board systems and 

equipment [33]. Finally, IACS Recommendation 166 on Cyber Resilience, while non-

mandatory, it provides the recommended technical requirements that stakeholders may 

reference and apply to assist with the delivery of cyber resilient ships, whose resilience can be 

maintained throughout their service life. While the IACS recommendations apply to newbuild 

vessels and ships, it can also be applicable as guides for existing ships. 

It is worth noting that maritime companies itself like ClassNK have been particularly 

proactive by providing interesting guidelines to the implementation of IACS Unified 

Requirements, like the ClassNK guideline [86] or guides like the DCSA’s “Implementation 

Guide for Cyber Security on Vessels” [118] and “The guidelines on cyber security onboard 

ships” [117]. 

For further reading, a detailed analysis on specific cybersecurity Maritime regulation both 

at international organizations and country regulations has been given by Progolaukis et al. 

[51]. 

2.3.4. Aviation 

Aviation, as per this master thesis research, has been the most prolific industry in creating a 

common framework for cybersecurity across all sector stakeholders. ICAO already make 

available a comprehensive “Compilation of Cyber Security Regulations, Standards, and 

Guidance Applicable to Civil Aviation” [61]. In this compilation, it is worth noting the already 

mentioned standards for secure product development ED-202A/DO-326A [57][58] and ED-

203/DO-356A [59][60]. 
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Particular consideration merits IATA’s Aviation Cyber Security Guidance Material – Part 2 

(Aircraft) which takes into account from a cybersecurity point of view, the OICS operational 

context when speaking about “Cyber Security Considerations Relative the Parked Aircraft” in 

chapter 2.4 as consequence of the COVID pandemic when aircrafts were grounded during 

months. In this chapter, IATA gives guidance on security checks to ensure cybersecurity, but 

specific details about ensuring the retrieval of an UTC time or sending logs to a SIEM are not 

considered, perhaps because aviation sector do not have as reference architecture the 

integration of LSSS to support cybersecurity functions like IAM, PKI or Audit logs collection in 

a centralized manner.[56](p. 11). 

However, while ICAO in its compendium provides risk assessment methodologies and 

guidelines to stakeholders, unlike joint railway sector through Shift2Rail JU [65] or APTA for 

Road vehicles transit [66](p. 9-18), in Aviation there is limited public information related to 

OICS (aircraft) architecture, threat landscape and their associated risks. Yet, standards ED-

203A/DO-326A [59][58] provide information related to threat assets conditions and 

identification and ED-204A/DO-355A [62][63] can be used to “[…] map Continued 

Airworthiness requirements against the CIA and mitigation strategy” [56]. In mentioned IATA’s 

guidance [56], it is listed an asset inventory of OICS included in an aircraft and some example 

of generic threats are given in chapter 3.1 of [56], however, no official sector cybersecurity 

risk assessment or OICS threat landscape taking into account LSSS has been found.  

2.3.5. International ICS cybersecurity standards 

In this chapter, while there are multiple standards that can be applied to ICS like ISO 27001 

[15] or NIST CSF [14], we will present the principal and internationally accepted standards for 

industrial control systems in which most of sector-specific standards, guidelines and 

regulations are based:  

 IEC 62443 [3], and 

 NIST SP 800-82r3 [28] together with NIST SP 800-160 Vol. 2 [9].  

Specifically, we will introduce the seven Foundational Requirements and Security Level 

definition of IEC 62443, which will be used during our methodology in chapter 4. 
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2.3.5.1. IEC 62443 

The IEC 62443 series, formerly an ANSI/ISA standard, is based in ISO 27000 series and 

rewritten to cover different aspects of IACS cybersecurity. It was organized in four primary 

categories with several parts each (see Figure 11):  

 Part 1 – General concepts (including concepts, glossary and IACS lifecycle) 

 Part 2 – Policies and procedures (providing guidance to establish and implement an 

IACS program and a Patch Management strategy in IACS) 

 Part 3 – System requirements (introducing “Security Levels”, risk assessment 

methodology, and system security requirements and technologies) 

 Part 4 – Component requirements (defining a Secure-by-design lifecycle and technical 

security). 

 

Figure 11 - IEC 62443 series of standards overview. IEC. [7](p. 13). 

The main goals of IEC 62443 include guidance for establishing governance structures 

dedicated to ICS, forming dedicated OT cybersecurity teams, assessing risks, specifying 
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requirements for the organization but also during system and product development, 

evaluating risk mitigations, and maintaining asset security throughout their lifespan. 

The technical requirements given to System (in part IEC 62443-3-3 [7]) and Product (IEC 

62443-4-2 [70]) are divided in seven Foundational Requirements (FRs) classified in the 

following ICS capabilities: 

 Identification and Authentication Control (FR1): To implement robust 

mechanisms for ensuring users and devices are who they claim to be and controls 

to restrict access to authorized personnel or devices. 

 Use Control (FR2): To regulate how authorized users and devices interact with the 

ICS and prevent unauthorized actions enforcing access controls. 

 System Integrity (FR3): To safeguard the ICS from unauthorized modification, 

making sure the system operates as planned. 

 Data Confidentiality (FR4): To protect sensitive information within the ICS from 

unauthorized disclosure. 

 Restricted Data Flow (FR5): To manage how data transits within the ICS, 

preventing unauthorized lateral movement or access. 

 Timely Response to Events (FR6): To ensure prompt detection, reporting, and 

containment of security incidents to minimize the potential impact. 

 Resource Availability (FR7): To maintain critical ICS resources available and 

operational during normal and abnormal situations (for example, during a DoS 

attack). [3]. 

Each FR has four Security Levels, from SL1 to SL4 corresponding to the security 

requirements of each FR needed by the system (or product) to protect from threat actors with 

basic (SL1) or advanced (SL4) capabilities, motivation and resources. The formal definition for 

SL is provided by IEC as follows by taking the example of FR1 set of requirements needed to 

“Identify and authenticate all users (humans, software processes and devices), prior to 

allowing them access to the system or assets”: 

 SL 1 – Identify and authenticate all users (humans, software processes and 

devices) by mechanisms that protect against casual or coincidental access by 

unauthenticated entities. 
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 SL 2 – Identify and authenticate all users (humans, software processes and 

devices) by mechanisms that protect against intentional unauthenticated access 

by entities using simple means with low resources, generic skills and low 

motivation. 

 SL 3 – Identify and authenticate all users (humans, software processes and 

devices) by mechanisms that protect against intentional unauthenticated access 

by entities using sophisticated means with moderate resources, IACS specific skills 

and moderate motivation. 

 SL 4 – Identify and authenticate all users (humans, software processes and 

devices) by mechanisms that protect against intentional unauthenticated access 

by entities using sophisticated means with extended resources, IACS specific skills 

and high motivation.” [70](pp. 26). 

(Considerations for Security Level estimation for OICS are given in chapter 4.2). 

To conclude, arguably, IEC 62443 is known as THE industrial control system reference for 

cybersecurity, it provides a comprehensive framework for organizations willing to protect 

their OT environment through a wide range of challenges and design guidance to enhance the 

safety, reliability, and resilience of industrial systems against cyber threats. However, perhaps 

due to this broad extent, it does not consider or even mention onboard control systems, 

justifying the needed consideration in our study scope. Yet, it will be the reference base for 

our methodology, as most of the Transport sector references it at some point 

[10][11][20][21][22][25][33][61][65] [65][66][67]in their cybersecurity frameworks, guidance 

or research initiatives to protect ICS in the Transport sector.  

2.3.5.2. NIST 800-82r3 and NIST 800-160. 

Besides the aforementioned IEC 62443 [3], major countries like the USA have also provided in 

the last decades, via the National Institute of Standards and Technology (NIST), multiple 

cybersecurity resources considered “industry-accepted” and acknowledged by the 

cybersecurity community, despite some controversies with former recommended 

cryptographic standards [69]. Main resources from NIST, often referenced by sector-specific 

OT cybersecurity standards and guidelines, are the ICS series of NIST Special Publications (SP), 

standards and guidelines. Unfortunately, NIST publications are not specific to an industry 
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sector and, thus, does not consider Transport OICS specificities besides mentioning drones 

and UAVs. 

In chapter 5.4.2 of NIST SP 800-82r3 “Guide to Industrial Control Systems (ICS) Security” 

[28](p. 86), it is proposed a “DCS - and PLC-Based OT with IIoT” architecture that could seem 

similar to a distributed architecture like OICS fleets, but does not really adapt to the OICS 

context. However, in chapter 5.3.7 it provides interesting “Additional Security considerations 

for IIoT”, which considers the “[…] increase connectivity and information exchanges with 

enterprise systems and cloud-based systems, which may require additional considerations for 

the security architecture.” that could be used as useful guideline for minimum OICS security 

capabilities together with the proposed by NIST SP 800-160 Vol 2. 

The special publication NIST SP 800-160 Vol 2.[9] offers a complete set of directions to 

develop ICS in a secure and resilient way. It actually recognizes the existence of OICS and its 

context as “[ICS] Some systems are designed to operate without a network connection, at 

least transiently and often normally. The cyber resiliency solutions and means of assessing 

system cyber resiliency or solution effectiveness will be limited by whether the system is 

operating in detached mode.” [9](p. 35)., but there is no specific guidance for those besides 

when looking to the definition of the approach “Adaptive Management” recommending to 

“change how mechanisms are used based on changes in the operational environment as well 

as changes in the threat environment.”[9](p. 93), however these changes are more referred 

to dynamic responses from the system after a real-time detection recognized by the system 

(for example, disabling an account after a number of wrong trials), but the definition might 

correspond, with sufficient purpose, to the hybrid approach we are presenting in this master 

thesis for OICS. 

2.3.6. Other impacting standards 

2.3.6.1. GDPR 

The Regulation (EU) 2016/679 (General Data Protection Regulation) mandates when personal 

data stored on ICS can identify any human person action by, for example, using an 

identification number (ID), to allow the execution of personal information rights. These are 

commonly known as “ARCO” rights (Access, Rectification, Erasure and Opposition) plus the 

Limitation of Processing and Portability. 
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It is very important to define the roles (Data Controller, Data Processor, DPO and 

Supervisory Authority), responsibilities and scope of each stakeholder involved in the personal 

information data to comply with these rights in an ICS logging context. These roles need to be 

defined by the ICS manufacturer, the owner of the ICS and the company hiring the operator 

of the ICS (which could be the owner itself or not).  

The scope of the ICS manufacturer, when logging identified human actions in the ICS, 

would fall into the Data Processor role and responsibility, which could be summarized as: 

 Ensure the technical means on the ICS or logging system to Access, Rectify and 

Erase the stored data.  

 Put in place the necessary technical mechanisms to protect this information from 

disclosure.  

The scope of the organization responsible for the ICS operation would be then as the 

Data Controller as follows: 

 It is the ultimate responsible for the logged data and its means (purpose to record 

it) in the ICS. 

 It is also the entity responsible for executing all aforementioned rights (with the 

technical means provided by the Data Processor or additional ones if they are sent 

to a centralized server) when a person requests the application of its rights in the 

frame of its personal data. This must be founded in GDPR legitimate bases and 

consented, if needed, by the individual whose data is being treated during the 

hiring process. Also, it needs to consider (Data Processor could collaborate on this 

regard) that deadlines for the execution of the rights are respected (for example, 

Access in a maximum of 30 days, and Rectify and Erase the data in a maximum of 

10 days). 

 It needs to also identify the impact of a security breach on these data (low to none, 

as normally only the identifier, actions and the related timestamp are recorded in 

the frame of ICS operation). 

There are other roles involving the personal data processing and treatment regarding 

GDPR (DPO assignation, the pertinent Supervisory Authority applicable to the organization 
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sector), but this is beyond the scope of the ICS recorded data. It does not need to be said that 

it is mandatory to do a thorough study in this important matter.[99]. 

2.3.6.2. CSA, NIS2 and CRA 

Cyber Security Act: The European Union's Cybersecurity Act (CSA) of 2019 amplifies 

cybersecurity across the bloc through with two key objectives. Firstly, it grants the EU Agency 

for Cybersecurity (ENISA) a permanent mandate, solidifying its role in supporting member 

states to reach a high level of cybersecurity. Secondly, the CSA established a harmonized EU-

wide framework for the certification of ICT products, services, and processes. This framework 

goal is to simplify compliance for businesses operating within the EU while ensuring a 

consistent level of cybersecurity throughout the member states [72]. 

NIS 2 Directive: In 2023, the NIS directive was revised and replaced by the NIS2 directive. 

Its purpose is to homogenize a high level of cybersecurity across EU members based on a set 

of requirements and security plans. Its scope was extended to cover more entities such as 

digital service providers and maintenance service providers. This regulation will require 

national authorities to integrate these changes into their legal systems for October 13, 2024. 

[4]. 

Cyber Resilient Act (CRA): The upcoming CRA proposal will greatly impact manufacturing. 

It will mandate that all digital assets produced in EU market will need to provide during their 

whole lifecycle (OT assets have 15-30 years lifespan depending on the sector) to deliver new 

versions and patches to customers free of vulnerabilities at no cost (with exceptions) 

[5](paragraph 23). This kind of requirements implies huge costs and a thorough planification 

by manufacturers on component architecture design to correctly segregate the HW elements 

prone to receive frequent updates (cyber functions impacted by new vulnerabilities) from 

those requiring a new homologation with every new line of code (safety functions).[5]. 

2.3.7. Autonomous Operation with OICS 

In the last years, autonomous or driverless operation has been one of the research and 

development lines in the Transportation sector.  

For example, only in Europe there are projects like MODI [16] and PoDIUM [17] searching 

to improve logistics with autonomous road vehicles, but adapting the legislation and 

infrastructure still remain two of the main challenges.  
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The railway sector is the most tangible related to autonomous transport. Driverless 

operations like UTO GoA4 don’t stop increasing year over year (see Figure 12) with Multiple 

lines spread over the world, especially in Urban (metro and tram) [18][19] and with regulations 

already being adapted to it [84](p. 16). 

 

Figure 12 - Evolution of number of kilometers of driverless (GoA4) Urban vehicles (metro 

and tramways). UITP [19]. 

In Aviation there have been also considerable advances and tests on autonomous flight 

besides autopilot systems integrated in most planes these days. For example, Xwing is one of 

the pioneers testing first a remote driving (not autonomous) system in 2020 [81] and then 

successfully tested  a gate-to-gate autonomous mission in February 2021 [82]. Reliable 

Robotics is also in business and performed a full autonomous flight with no one on board in 

November 2023 [83] making a step forward. Both companies used a Cessna 208B Caravan for 

these tests’ flights. 

When looking at Maritime, there are also advances in this regard setting also 4 levels of 

autonomy, being “degree four” a fully autonomous ship “able to make decisions and 

determine actions by itself” [100]. The International Maritime Organization (IMO) aims to 

integrate driverless shipping into its regulatory framework while addressing safety, security, 

environmental impact, and costs. IMO is developing a non-mandatory Maritime Autonomous 

Surface Ships (MASS) Code to take effect in 2025, to become mandatory in 2028. Its aim is to 

regulate autonomous shipping operations. Key issues include defining roles and 
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responsibilities, addressing cyber risks, and ensuring sufficient safety and environmental 

protection during trials. A summary of the advances can be seen in IMO article [100]. 

The nature of railway vehicles following a fixed infrastructure in a “closed” circuit is no 

doubt the reason why autonomous operation became already a reality in rail industry before 

other Transport sectors. Indeed, the other sectors require to control free movement in two or 

even three-dimensional spaces and be aware of its environment with the other vehicles, 

vessels or planes for safe operation. Thus, while no having human-in-the-loop is even more 

relevant from a cybersecurity point of view to ensure a prompt reaction on a security incident, 

the driverless environment needs today a fully connected OICS context to be aware of its 

environment, thus making irrelevant for our hybrid study purpose with offline periods. 

Nonetheless, it is a subject worthy of a separate study when regarding to OICS cybersecurity. 

 

2.4. Threats in Transport OICS 

The alarming data numbers given by cybersecurity agencies like ENISA [78] and companies like 

Dragos [2], Fortinet [101]or Kaspersky [102] greatly shows the importance of , this chapter 

aims to offer a quick summary on OICS threats and provide some references for further 

research on the topic. Globally, there is limited information on actual threats officially 

published by the industry, but the research community has been prolific in the topic.  

Some Transport sectors have public security risk assessments made by cybersecurity 

industry working groups. For example, Railway sector did a confidential detailed risk 

assessment and thus the details inside cannot be disclosure in this work [65], but the threat 

categorization, threat actor landscape and zone and conduits architecture are public. The 

American transport association, APTA, performs a security risk assessment in public Bus transit 

[66] and the Maritime sector performed some evaluation in the OICS but it is limited to the 

impact assessment. In aviation though, there have not been public security risk assessments 

but there are public documents from ICAO identifying common threats to aircrafts [56]. Also, 

in civil Aviation needs to be considered an increased physical protection (see chapter 4.2.2 for 

an analysis on this) with human-in-the-loop or CCTV in most cases, but it should be assumed 

that the risks to their OICS are similar to other sectors due to the same threat actor landscape 



Francisco J. Daza Pastrana 
Protecting Onboard Industrial Control Systems: A Hybrid Cybersecurity Approach 

35 

(see chapter 4.2.1 and Annex A for a discussion on this regard) characteristic to OT 

environment. 

This chapter aims to reinforce the importance in the identification of threats and the 

assessment needed in the capabilities of potential attackers when considering OICS threats 

for further discussion (see 4.2.1). For this purpose, besides the industry sources, it will be also 

mentioned some articles and papers from the cybersecurity research community on specific 

threats applicable to each sector.  

2.4.1. Road vehicles 

In the same reference, there is an interesting section in which the Bus transit is compared 

to Railways, showing the similarities between both and thus the potential applicability of the 

following evaluation. However, when looking at the consequences of a safety impact in a bus 

(maximum 100 persons and +/- 100 km/h) or a train (around 300-400 persons and speeds 

from 100-350 km/h), the severity in human safety of a security incident is even higher than 

the one depicted below. 

First, the level definitions for attackers and physical protection mechanisms are as follows: 

 Physical Access Protection: ranging from 1 = Physical barrier present; and 3 = No 

physical barrier. 

 Attacker Skill: ranging from 1 = High skill needed; to 5 = Only low skill needed. 

 Attacker Effort: ranging from 1 = High effort/time; to 5 = Low effort only 

 Consequence (Severity): ranging from 1 = Nuisance, some delay; 4 = Big delay, 

equipment damage; to 5 = Injury or loss of life. 

 Attacker types: Insider and Outsider/Intruder. 

Then, the risk assessment listed the potential infrastructure points illustrated in Figure 13 and 

Figure 14:  

 “CAD Wi-Fi from bus garage to vehicle before daily run. 

 Jamming GPS signal. 

 Intercepting/blocking/masquerading AVL/AVM cellular signal to cell tower. 

 Hacking AVL/AVM processing center and database. 

 Intercepting/blocking/masquerading voice or digital radio signal to tower. 

 Hacking control room/dispatch center computers or network connections” [66](p. 18). 
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Figure 13 - Attack points for a Bus Transit classical infrastructure. APTA. [66](p. 17). 
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Figure 14 - Attack points on wireless for a Bus Transit classical infrastructure. APTA. 

[66](p. 18). 
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Figure 15 - Extract of threat risk assessment and attacker evaluation on “2016 Bus 

Electronics”. [66](p. 15). 

If we take the worst-case threat scenario to summarize, it can be concluded that an 

outsider attacker with just moderate skills and efforts can succeed in performing an attack 

with loss of life even when physical protection to access the system is present.  

Regarding road vehicles, in 2016, security researcher Craig Smith published The Car Hacker's 

Handbook [105] and there exists multiple sources like El-Rewini et al. analyzing the threats in 

road vehicles [106] like and its surface attack, as well as published attacks like the 2-minutes 

attack to the Tesla Model X described in “Fast, Furious and Insecure” attack performed by 

Wouters et al. with 300$ kit composed of a key fob, Raspberry Pi and a replacement engine 

control unit[107].  
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Figure 16 - Attack surface of a common road vehicle with future Vehicular 

Communication.[106](p. 3). 

2.4.2. Railways 

For Railways, the first detailed risk assessment done by the European railway-industry 

project X2RAIL-1 [65] are confidential, but the threat actor landscape, the zone and conduit 

architecture and the agreed SL-T estimation for each zone by the sector were published in the 

simplification of the risk assessment done in X2RAIL-3 “Deliverable D8.1 Guidelines for railway 

cybersecurity” [93]  and the ENISA report “Zoning and conduits architecture for railways” [6], 

being SL-T = 3 for safety-critical assets corresponding to Railway OICS.  

The threat landscape is composed of Insider and External actors, and the selected worst-

case and typical actor chosen as “Criminal Organization”, with a score of 3 out of 4 in 

capabilities and motivation, being only greater by Nation-state actors (Governmental 

Organization) which is depicted in Figure 17 and Figure 18 [93]. 
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Figure 17 - Extract of Threat actor landscape. X2RAIL-3. [93](pp.55-56). 

 

Figure 18 - Capability scoring proposed by X2RAIL-3. X2RAIL-3. [93](p. 56). 
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Figure 19 - Motivation scoring proposed by X2RAIL-3. X2RAIL-3. [93](p. 56). 

Then, the zone and conduit architectures proposed at the time during the first detailed 

risk assessment [65]  and then in the simplified [93] can be seen in Figure 20. 

 

Figure 20 - Zones and Conduits architecture for Railway vehicles. X2RAIL-3. [93](p. 9). 

And the proposed SL-T for the zone C3 corresponding to the EVC, the most critical OICS 

(at OT asset level) in the Railway OICS can be seen in Figure 21. 
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Figure 21 - Example given for generic SL-T for zone C3. X2RAIL-3. [93](p. 63). 

Finally, when looking for railway specific threats in the research community, there exist 

multiple interesting references like the complete compendium of issues and challenges from 

Yu et al. in 2023 [43] or the paper of Chen et al., dedicated to Urban [108] but to name a few. 

2.4.3. Aviation 

 “Every week, an aviation actor suffers a ransomware attack somewhere in the world, 

with big impacts on productivity and business continuity” and the reported number of attacks 

are up with an increase of 530% year-on-year [48]. ICAO considers two categories of threats: 

 Indirect facilitation-vector to a subsequent act of unlawful interference, and 

 Direct disruption – business continuity (rather than conventional aviation security and 

safety). 
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Also, from “Directive 2013/40 / EU obliges the Member States of the European Union to 

take steps to punish the following offenses as crimes:  

 unlawful access to information systems […] at least in the cases that are not minor.  

 unlawful interference with systems […] at least in the cases that are not minor. 

 unlawful interference with data […]. 

 unlawful interception […].”[53]. 

 

Figure 22 - Aviation global architecture. SOCRadar [55]. 

As mentioned in chapter 2.3.4, a threat landscape is given by ICAO in the chapter 3.1 of 

the cyber guide for aircraft [56]. As official statement, we will use them as a summary for OICS 

threats: 

 “Violation of security partitioning, like crossing over the aircraft’s domains and 

into the Aircraft Control Domain (ACD) subsystems or connecting uncertified or 

unauthorized devices to the ACD or AISD (Aircraft/Airline Information Services 

Domain). 

 Spoofing of authentication mechanisms leading to malicious or unsafe Over-the-

Air update or causing misinformation over a flight data or navigation systems 

leading to unsafe flight conditions or spoofing of telemetry or recordings/records. 

 The side-channel attack, buffer overflow exploitation, enabling reverse 

engineering of the asset, leading to zero-day vulnerability exploitation. 

 Denial of Service attack, which may lead to temporary or complete unavailability 

of essential information, data, function, or service. 
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 Compromised maintenance or other equipment whilst connecting to the aircraft 

leads to unauthorized disclosure, malware injection, denial of service attack 

transfer, or injection/enabling of malicious backdoor.”[56](pp. 13-14). 

As stated by Hasratyan et al. [11], “A holistic approach is necessary in the risk assessment, 

requiring collaboration and information sharing between the national authorities and the 

industry. This fits into the bottom-up feeds from operators and the top-down intelligence from 

the States. Operators should be made aware of the threat picture pertinent to their activities 

from a national threat assessment standpoint.” [11](p. 21). Such risk assessments should also 

bring up risks to overcome the fact that “[…] secure aviation communication systems have 

been long overdue, arguing that cases of existing vulnerabilities being exploited historically 

are sparse.”[54](pp. 13-14). 

Finally, multiple independent researchers have identified and proposed attacks 

[52][53][54] to civil aviation wireless communication systems as ACARS, GNSS or ADB-S. Such 

OICS aviation threats are generally related to radio communication jamming and spoofing 

attacks able to deviate a plane due to the lack of message authentication [52](p. 561), but also 

a shocking attack getting unauthorized access to the navigation system via a smartphone 

through the public wireless of the plain was claimed by security researcher Chris Roberts in 

2015 [64]. 

2.4.4. Maritime 

In Maritime, most of critical systems can be seen defined in IACS UR “Examples of category III 

systems: Propulsion control system, steering gear control system, electric power system 

(including power management system), dynamic positioning system (IMO classes 2 and 

3)”.[31](p. 8). Then, an assessment on the impact of the different categories, being II and III 

those related to OICS, is given in IACS No. 166 [34] and they are categorized by the potential 

impact loss as: 

 “LOW: The loss of confidentiality, integrity, or availability could be expected to have 

a limited adverse effect on human safety, safety of the vessel and / or threat to the 

environment.  
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 MODERATE: The loss of confidentiality, integrity, or availability could be expected 

to have a serious adverse effect on human safety, safety of the vessel and / or threat 

to the environment.  

 HIGH: The loss of confidentiality, integrity, or availability could be expected to have 

a severe or catastrophic adverse effect on human safety, safety of the vessel and / 

or threat to the environment.”[34](p. 28). 

 

Figure 23 - CIA impact of an attack in a ship depending on System category (I, II or III). 

IACS. [34](p. 28). 

The adversaries identified in the IACS No. 166 guideline [34] includes Criminal 

Organizations, interstate adversaries, disgruntled employees, and terrorists; while the most 

likely security breach scenario was identified as the planting of malware into control systems 

and a direct remote cyber-attack to vessel OT and IT systems. [34] 
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Finally, cybersecurity research articles, Potamos et al. [109] provides a comprehensive 

survey and analysis of common threats and challenges on current maritime cybersecurity, and 

propose the fusion of OT data from multiple sensors at different Purdue levels to enhance real 

time or near-real time detection of incidents (see Figure 24). Another interesting article is the 

one from Progoulakis et al. [51], where is compiled the threats identified in the sector as well 

a detailed presentation of “[…] existing industry and governmental policies, directives, and 

standards that cover the subject of cyber security for maritime assets” [51] (p. 3), together 

with a discussion on several methodologies for risk assessment and mitigation.  

 

Figure 24 - Maritime assets in cyberspace. Potamos et al. [109](p. 6). 
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3. Study objectives 

3.1. Overall objective 

This thesis investigates the key factors influencing the cybersecurity posture and 

maintainability of Operational Technology (OT) systems within transportation sector fleets. 

The study aims to identify the specific cybersecurity requirements and considerations that 

organizations must address to mitigate threats associated during the integration of these 

systems into Onboard Industrial Control Systems (OICS) while relying on centralized security 

support for remote and centralized management. 

While the focus is given on the Transport sector, these weaknesses are common to other 

onboard control systems like those of Aerospace and Military sectors.  

3.2. Specific objectives 

The following are the specific objectives of this study: 

 Describe factors affecting SL-T estimation in the OICS context. 

 Discuss the current trend of threat actors targeting OT/ICS. 

 Depending on the required IEC 62443 SL-C requirements, analyze the mandatory and 

recommended requirements of the standard requesting LSSS functions for security 

and fleet management. 

 Propose to reduce the SL-C of a critical requirement for the OICS context. (Annex A) 

 Propose a hybrid LSSS design approach tailored to the unique challenges of OICS 

context accompanied by design implementation guidance from NIST SP 800-53 

controls and other relevant references.  

 Evaluate the benefits of the hybrid design approach in preventing security incidents in 

LSSS functions. 
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4. Methodology 

The main goal of this methodology is to identify the factors impacting the SL-T estimation on 

an OICS context and to list the requirements and additional considerations to be injected 

during a security risk assessment process. While these considerations are based in IEC 62443-

3-2 [49], these could be added into other of risk assessments processes like NIST 800-30r1 

[73]). The steps followed are: 

 Described the assumptions needed. 

 Describe the factors impacting the SL-T estimation needed to protect OICS and how 

they affect the need for LSSS and its design (refer to chapter 2.2.3 for OICS context 

explanation and 2.2.4 for a description of LSSS fleet management and security 

purposes). 

 List the IEC 62443 requirements needed to centrally manage a fleet of OICS with LSSS 

(refer to chapter 2.3.5.1 for an IEC 62443 introduction) based in the SL-C needed by 

the OICS. 

 Identify specific considerations when implementing a Hybrid design for the LSSS in 

OICS context. 

 

4.1. Assumptions 

4.1.1. Standard reference 

Any cybersecurity system design should be based on well-founded and recognized 

cybersecurity standards and guidelines. While the final choice and the number of references 

may depend on applicable country regulations and sector-specific directives and guidelines, 

the proposed methodology intends to be integrated during the cybersecurity design process 

following IEC 62443-3-2 [49]. The parts IEC 62443-3-3 [7] and IEC 62443-4-2 [70] will be used 

when identifying the impacted system and product requirements in which the use of a LSSS is 

either mandated by a given IEC 62443 SL or, in the case it is not mandated, strongly 

recommended for security awareness and cost-reduction fleet management purposes (refer 

to chapter 2.2.4 for a description on these considerations).  
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Finally, it will be used NIST SP 800-53 Rev.5 [29] for complementary guidance on 

requirements derived from directions taken from NIST SP 800-82r3 [28] and NIST 800-160 Vol. 

2 [9] that the reader may consider convenient to enhance the proposed hybrid design 

approach in chapter 4.4. 

4.1.2. Criticality of OICS 

For this methodology, it will be assumed the criticality of OICS as High and having a High 

Impact in organizations. The rationale has been already discussed in chapter 2.2.3 where we 

presented how OICS falls into NIST “High-Value Asset” definition [9](p. 63) due to the need to 

protect from “High Impact” threats [28] and the need to protect from threat actors willing to 

harm to the nation [73] (p. H-2) like Criminal organizations backed by Nation-state groups in 

certain countries. 

 

4.2. Security Level Target estimation 

IEC 62443-3-2 establishes in the security risk assessment “ZCR 5.6: Determine SL-T” clause that 

“There is no prescribed method for establishing a SL-T. Some organizations chose to establish 

SL-T based upon the difference between the unmitigated cyber security risk and tolerable risk. 

Whereas others elect to establish SL-T based on the SL definitions provided in Annex A of this 

document […]”[49](p. 19).  

We saw in chapter 2.2 the specificities of OICS influencing the SL needed. They could be 

summarized in the following three main factors affecting the SL-T estimation (see Figure 13): 

 Threat actors to protect from in chapter 4.2.1. (Additionally, given the current threat 

actor trends, in Annex A, a discussion about “Could IEC 62443 SL-T=3 be enough for 

Transport OICS?” is opened when considering current IEC 62443 SL definitions and SL-

T estimations from Transport sector and SL definitions.)  

 Physical Protection discussed in chapter 4.2.2. 

 Connectivity (with LSSS) already presented in chapter 2.2.4. 
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Figure 25 - Characteristics affecting SL-T estimation of an OICS. 

Finally, it is illustrated with a diagram where these factors can be introduced in the SL-T 

estimation workflow. 

4.2.1. Threat actor landscape 

As described in chapter 2.3.5.1, performing a threat intelligence exercise evaluating threat 

actor skills, capabilities and motivation are necessary step to correctly estimate the required 

IEC 62443 SL to be implemented in a system or component. The “Guide for Conducting Risk 

Assessments” NIST SP 800-30r1 [73](Appendix D), proposes guidance on the necessary steps 

to categorize threat actors based in their Intent, Capability and Targeting.  

A summary in common threat actors is given by Strohmeier et al. [71](p. 227) (see Figure 

26).  

 

Figure 26 - Attacker capabilities overview. Strohmeier et al.[71](p. 227). 



Francisco J. Daza Pastrana 
Protecting Onboard Industrial Control Systems: A Hybrid Cybersecurity Approach 

51 

While this category has been done in the framework of Aviation, it is based in NIST 

taxonomy and the definition for common actors is in line with railway industry threat actor 

landscape considered by European Shift2Rail JU in chapter 2.4.2 and the Maritime sector 

discussed in 2.3.3. In Shift2Rail working group it was selected a “worst-case threat actor” as 

Criminal Organization, corresponding to the need to protect at least from IEC 62443 SL 3 

actors. As mentioned in chapter 4.1.2 and further analyzed in Annex A, it is more and more 

common having Criminal Organizations backed by a Nation-state group. 

4.2.2. Physical protection as additional layer 

Another question intrinsic to OICS and needing special importance is the effectiveness of 

physical security as an actual layer of defense in our context or not.  

Certain organizations strongly insist that applying physical “compensating 

countermeasures” (formal definition given below) to impede access to the OICS, the SL-C to 

be implemented in the asset can be reduced, and thus the implicit development costs. Such 

statement is certainly true in typical “fixed” Critical Infrastructure / OT (and IT) environments 

where having a human-in-the-loop is common practice, but not in a moving ICS sometimes left 

in poorly or not guarded locations and without connectivity to receive security alerts.  

OT assets need to be contextualized and all types cannot be considered with the same 

generic physical protection. For example, physical security in civil aviation (commonly 24-

hours CCTV monitored fenced airport perimeters and guarded with guns), is different 

compared to road vehicles or railway sector (usually isolated yards, siding tracks, halt stops or 

poorly surveyed stations). APTA depicted the potential attack points on yard and streets in its 

White Paper regarding the securitization of systems in bus vehicles (see Figure 13). While 

there are always exceptions and specific contexts where an organization may operate in 

landing fields or airstrips, small aircraft are still considered an OICS with High impact threats. 

In the IT world, there exist recognized methods such as the time-based security model 

proposed by Schwartau in 1999 [50], which relies on complex IT infrastructures and 

organizational contingency / response plans to detect the attacks and defend even before it 

succeeds, but this kind of infrastructure with human-dependent procedures are inapplicable 

to onboard and offline ICS. 
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Referencing specialized literature, Smith, C. and Brooks, D. states that physical security 

also depends on the type of intruders when saying that “Effective and well-designed physical 

security measures, in conjunction with an appropriate security plan, will deter an opportunist 

intruder. However, in the case of a determined intruder, these physical security components 

and measures will only serve as detection, delay, and response layers, as it is considered that 

with sufficient time and resources any barrier can be breached. [94](p. 105). Ackerman, P. 

dedicates a chapter to Physical ICS security of its “Industrial Cybersecurity” book where also 

provides steps to perform an efficient physical ICS security[95](pp. 219-231), however all of 

them are mainly applicable to the percentage (variable between transport sectors) of OICS 

that can be qualified as “high” physical security which corresponds to classical OT 

infrastructures (fixed plants). Ackerman’s chapter suggestions, when applicable to OICS 

context, will merely serve as a deterrence for low/mid motivated attackers, and options like 

installing expensive robust cabinets with sophisticated authentication mechanisms, when 

considered in a fleet of hundreds or thousands of assets (see Table 1 for an estimation of the 

range of fleet size per organization), it will be rarely an option for most of Transportation 

organization. 

 

 Fleet size (in units) Physical Protection level (average) 

Railway 100-10000 [89] Low (yards and depots) 

Road vehicles 100-10000 [90] (buses only) Low (parking lots) 

Maritime 10-1000 [91] Medium (Freight vessels and ports) 

Aviation 100-1000 [92] High (commercial airports) 

Table 1 - Estimation (average) of physical protection level and fleet size per organization and 
transport sector. 

 

Entering in the standardization realm, IEC 62443-3-2 mandates in “ZCR 5.4: Determine 

unmitigated likelihood”, that it needs to be considered “[…] countermeasures that are 

inherent to IACS components and any non-cyber independent protection layers (IPLs) such as 

physical security, mechanical safeguards […]” IEC 62443-3-2 [49](p. 19). Now, when looking at 

the definition given by IEC 62443 of a compensating countermeasure, we can also deduce that 
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for an attacker sufficiently motivated, physical security is a countermeasure easy to bypass in 

OICS context. “Compensating countermeasure” definition by IEC 62443:  

 “(component-level): locked cabinet around a controller that doesn’t have 

sufficient cyber access control countermeasures. 

 (control system/zone-level): physical access control (guards, gates and guns) to 

protect a control room to restrict access to a group of known personnel to 

compensate for the technical requirement for personnel to be uniquely identified 

by the IACS;” [7](p. 16).  

Analyzing this definition, it can be seen the strong influence of stationary ICS context. At 

component level, any attacker in an isolated environment is most probably able to circumvent 

a locked cabinet, especially if common square or triangle keys have been used (you may take 

a look on the next train trip for those). At control system/zone-level, depending on the OICS, 

they are rarely between “gates” (despite exceptions as seen before), but it is rarely the case 

for trains or buses (easily tagged or infringed) and vessels. Having a human guarding with guns 

is not possible for a whole fleet, and certainly not in locations like desert mines, isolated 

stations, certain ports or airstrip aerodromes. 

 

Figure 27 – Generic physical protection impact in SL-T estimation (less effective in OICS 

context). 

As examined, physical protection is an important measure to reduce the SL-T needed in 

an asset (see in Figure 27 for generic impact), but the characteristics of OICS context reduces 

considerably the effect of it and needs to be taken in consideration when calculating the 

likelihood. The OICS context directly implies that embedded security capabilities (SL-C) on 

OICS need to be increased for any non-highly protected (with human-in-the-loop and 

continuously surveyed) OICS physical environment.  ISASecure itself confirms that “SL1 

components can protect from casual or coincidental compromise of the component but 

contribute little protection from intentional compromise. With more focus today on the 

security of industrial control systems, and with data indicating that these systems are 

becoming targets […]” [98](p. 22). 
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Therefore, considering the threat actor landscape of Critical Infrastructure / OT 

organizations, it can be stated that Physical Protection has a very limited effect in most OICS 

except in civil aviation. Efficient physical security requires of organizational, technical and 

human means, and this is not possible in OICS context due to non-connected / shutdown / 

isolated status with no trusted human-in-the-loop, resulting in a matter of time and right tools 

to bypass this layer. Nevertheless, and regardless of the ultimate efficiency against worst-case 

threat actors, physical protection is a necessary defense-in-depth layer and a mandatory stage 

during likelihood assessment of threats. However, during this calculation, as discussed, it 

should be taken into account that physical measures are not as effective as in common 

stationary ICS against worst-case threat actors considered for OICS (see 4.2.1 for threat actor 

landscape). 

4.2.3. Connectivity (for LSSS functions) 

As mentioned in chapter 2.2.4, connectivity is important in OICS for several reasons: 

 Increased security awareness of the OICS fleet via continuous monitoring of security 

events. 

 Convenient centralized credentials (for example, user accounts and certificates) of the 

fleet. 

 Mitigation or increased surveillance on time-dependent threats (UTC time spoofing). 

 

 

Figure 28 - Impact of Connectivity in OICS in SL-T estimation 

As mentioned, with connectivity, LSSS services are not only useful for fleet management 

but also for security through continuous monitoring. A more detailed description is provided 

in the chapter on LSSS (2.2.4) and depicted in Figure 9. Also, fleet size is important when 

evaluating the need for centralized management of the OICS or building/increasing the 

network infrastructure to facilitate it. In any case, seeing the average cost of OT attacks and 

the increase in costs if maintainers need to go to each OICS to update their credentials when 
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an employee is leaving the company, the investment in a centralized management is easily 

justified. 

To summarize the impact of connectivity in the OICS context: the shorter blind periods an 

OICS has, the fewer security requirements are needed. Figure 28 and Figure 29 illustrate how 

connectivity affects the SL-T estimation. Therefore, organizations aiming for centralized fleet 

management (Access, Monitoring and SW Repository LSSS functions) and looking to reduce 

security implementation costs in their OICS, can achieve this by ensuring better availability for 

LSSS services.  

  

4.2.4. SL-T estimation workflow 

This chapter’s goal is to present the workflow depicted in Figure 30 as a summary on how the 

SL-T estimation is impacted by the different factors described in this methodology. The SL-T 

estimation should not be reduced to such workflow, its unique purpose is to illustrate when 

considerations introduced in our methodology influence the process of design and evaluation 

of the SL-T. Following steps ZCR 5.1 to ZCR 5.6 corresponding to Detailed Risk Assessment 

process defined by IEC 62443-3-2 [49](pp. 16-22) is always advised.  
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Figure 29 - Workflow for OICS SL-T estimation consideration. 
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4.3. IEC 62443 requirements and recommendations for LSSS 

The goal of this chapter comprises the following items: 

 Provide a list of IEC 62443-3-3 [7] (and 4-2 [70] specific CRs not similar to those of 3-3) 

requirements per SL-C where the use of a LSSS function is strongly recommended (R) 

for centralized fleet management purposes or Mandatory (M). (In addition, in Annex 

A it is discussed why an SL-C 4 requirement like IEC 62443-3-3 “SR 2.11 – Protection of 

time source integrity” should be implemented starting from SL-C 1 in OICS context. 

As described in chapter 2.2.4 (also see Figure 8), LSSS are imposed either by a given IEC 

62443 SL-C  requirement or when an organization wants to ease the management of security 

functions in a fleet regardless of the SL-C needed. To give a concrete example: The 

requirement “SR 1.5 – Authenticator management” (Table 2) is associated to a design 

estimated to have SL-C = 1. While the standard does not impose a centralized service like AUTH 

LSSS for managing authenticators, we strongly recommend (R in the table) its use in the 

context of an OICS fleet for obvious reasons (refer to chapter 2.2.4 for a rationale on LSSS 

usage and its security advantages). Guidance on LSSS hybrid design for OICS context is given 

in the following chapter (4.4). 

N.B.: As mentioned in chapter 2.2.4, for the purpose of this study, it is assumed that the 

data hosted in SW REPO centralized service is authentic and pushed for deployment by a 

trusted user through a secure remote interface able to preserve its confidentiality, integrity 

and authenticity. 

4.3.1. SL-C = 1 requirements related to LSSS 

The requirements suggesting the use of LSSS for a SL-C = 1 can be seen in Table 2. 
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IEC 62443-3-3 and/or 4-2 requirement AUTH TIME MONITORING SW REPO 

SR 1.1 – Human user identification and 
authentication 

R    

SR 1.3 – Account management R    

SR 1.4 – Identifier management R    

SR 1.5 – Authenticator management R    

SR 1.6 – Wireless access management R    

SR 2.8 – Auditable events   R  

SR 2.10 – Response to audit processing 
failures 

  M  

SR 3.2 – Malicious code protection    R 

EDR 3.10 – Support for updates (at least 
non-safety part) 

   R 

Table 2 - SL-C = 1 requirements needing LSSS for appropriate fleet management. 

 

These SL-C=1 aim to protect from casual or coincidental violations [7](p. 73). by 

authenticating humans and wireless devices, registering events, reporting logging service 

failures, protecting from malicious code and supporting updates.  

See chapter 2.2.4.1 for related threats and 4.4 for implementation recommendations. 

4.3.1.1. Mandatory (M) requirements needing a LSSS 

At this level, the standard only forces to alert personnel when there is a loss or failure on an 

essential services or functions supporting audit processing. 

4.3.1.2. Recommended (R) requirements needing a LSSS 

With the recommended requirements in the list integrated with AUTH, MONITORING and SW 

REPO LSSS, will keep the fleet with updated authenticators and software, reporting intrusion 
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attempts in a timely and centralized way and critically reducing maintenance costs in a fleet 

of hundreds or thousands of assets.  

4.3.2. SL-C = 2 requirements related to LSSS 

The requirements suggesting the use of LSSS for a SL-C = 2 are those selected for previous SL-

C levels + the following requirements listed in Table 3. 

IEC 62443-3-3 and/or 4-2 requirement AUTH TIME MONITORING SW REPO 

SR 1.1 RE 1 – Unique identification and 
authentication (Human Users) 

R    

SR 1.2 – Software process and device 
identification and authentication 

R    

SR 1.6 RE 1 – Unique identification and 
authentication (Wireless entities) 

R    

SR 1.8 – Public key infrastructure 
certificates 

M    

SR 1.9 – Strength of public key 
authentication 

R R   

SR 2.11 – Timestamps  R   

EDR 3.10 RE 1 – Update authenticity and 
integrity (Embedded devices) 

 R  R 

EDR 3.12 – Provisioning product supplier 
roots of trust (Embedded Devices) 

R    

EDR 3.13 – Provisioning asset owner 
roots of trust (Embedded Devices) 

R    

EDR 3.14 RE 1 – Authenticity of the boot 
process (Embedded Devices) 

 R   

SR 6.2 – Continuous monitoring   M  

SR 7.8 – Control system component 
inventory 

  R  

Table 3 – SL-C = 2 requirements needing LSSS for appropriate fleet management 
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A SL-C=2 aims to protect from intentional violations using simple means, low resources and 

motivation and generic skills. [7](p. 73). 

See chapter 2.2.4.1 for related threats and 4.4 for implementation recommendations. 

4.3.2.1. Mandatory (M) requirements needing a LSSS 

At this level, there are only 2 mandatory requirements. These can be deduced when reading 

the rationale and supplemental guidance of the standard for those requirements. They imply 

AUTH (PKI) and MONITORING (Log Collector + SIEM) LSSS components for PKI-based 

authenticators management and continuous monitoring of the fleet. 

4.3.2.2. Recommended (R) requirements needing a LSSS 

The recommended requirements in the list provide the capability to update, perform 

continuous monitoring and report asset inventory, manage unique (human) accounts for 

users, the generic accounts for processes (services) and devices, and support the use of a PKI 

infrastructure to help with related authenticators and verify the authenticity of related 

elements. Having LSSS functions like AUTH, MONITORING and TIME, facilitates the 

management of these functions, especially the individual human accounts, in a centralized 

way by allowing the OICS fleet to maintain the freshness needed on authenticators, to validate 

authenticity and report in a timely-manner security incident. SW REPO will help in deploying 

updates in a centralized manner as well.  

 

4.3.3. SL-C = 3 requirements related to LSSS 

The requirements suggesting the use of LSSS for a SL-C = 3 are those selected for previous SL-

C levels + the following requirements listed in Table 4. 
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IEC 62443-3-3 and/or 4-2 requirement AUTH TIME MONITORING SW REPO 

SR 1.2 RE 1 – Unique identification and 
authentication (SW process and Devices)  

R    

SR 1.3 RE 1 – Unified account 
management 

R    

SR 1.7 RE 1 – Password generation and 
lifetime restrictions for human users 

R R   

SR 2.1 RE 3 – Supervisor override M    

SR 2.8 RE 1 – Centrally managed, 
system-wide audit trail 

  M  

SR 2.9 RE 1 – Warn when audit record 
storage capacity threshold (applies to 
buffering mechanism) 

  M  

SR 2.11 RE 1 – Internal time 
synchronization / System-wide time 
source for components (CR 2.11 RE 1) 

 M   

SR 2.13 RE 1 – Active monitoring   M  

SR 3.2 RE 2 – Central management and 
reporting for malicious code protection 

  M  

SR 3.4 RE 1 – Automated notification 
about integrity violations 

  M  

EDR 3.11 RE 1 – Notification of a 
tampering attempt (Embedded devices) 

  M  

SR 6.1 RE 1 – Programmatic access to 
audit logs / (At 4-2 level, the CR suggests 
sending to centralized system) 

  R / M  

SR 7.6 –  Machine-readable reporting of 
current security settings 

  R  

Table 4 – SL-C = 3 requirements needing LSSS for appropriate fleet management 

 

A SL-C=3 aims to protect from intentional violations using sophisticated means, moderate 

resources and motivation and specific ICS skills.[7](p. 73). 

See chapter 2.2.4.1 for related threats and 4.4 for implementation recommendations. 
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4.3.3.1. Mandatory (M) requirements needing a LSSS 

At this level, there are 8 mandatory requirements imposing a centralized management of 

security functions of the fleet. Besides supervisor overriding needing AUTH LSSS support to 

ease its management (could be done using an out-of-band mechanism as proposed in the 

hybrid design in chapter 4.4.1), remaining mandatory requirements are related to 

MONITORING (Log Collector + SIEM) LSSS functions components to ensure continuous 

monitoring and response for security incidents in a timely manner. 

4.3.3.2. Recommended (R) requirements needing a LSSS 

The recommended requirements in the list are related again to the capability to update and 

manage unique (entity-level) accounts authenticators, this time including also SW processes 

(services) and devices. Having LSSS functions like AUTH and TIME, facilitates the management 

of these functions in a centralized way by allowing the OICS fleet to maintain the freshness 

needed on authenticators.  

4.3.4. SL-C = 4 requirements related to LSSS 

The requirements suggesting the use of LSSS for a SL-C = 4 are those selected for previous SL-

C levels + the following requirements listed in Table 5. 

IEC 62443-3-3 and/or 4-2 requirement AUTH TIME MONITORING SW REPO 

SR 1.7 RE 2 – Password lifetime 
restrictions for all users 

R R   

SR 2.1 RE 4 – Dual approval *M    

SR 2.11 RE 2 – Protection of time source 
integrity  (for System-wide time source 
derived from CR 2.11 RE 1) 

 M   

SR 3.3 RE 2 – Security functionality 
verification during normal operation 

  R  

Table 5 – SL-C = 4 requirements needing LSSS for appropriate fleet management 

 

A SL-C=4 is the highest protection considered by IEC 62443. It aims to protect from intentional 

violations using sophisticated means, with extended resources, high motivation and specific 

ICS skills.[7](p. 73). 
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See chapter 2.2.4.1 for related threats and 4.4 for implementation recommendations. 

4.3.4.1. Mandatory (M) requirements needing a LSSS 

At this level, there are 2 mandatory requirements imposing a centralized management of 

security functions of the fleet. First, is the protection of the integrity of a retrieved centralized 

time-source. Second, the requirement 2.1 RE 4 mandates dual approval mechanism for critical 

actions impacting the industrial process, but this could arguably need a centralized 

management (marked as *M in Table 5). This kind of critical procedure, from a remote and 

centralized system, could be needed when an OICS has mechanism to update safety-related 

parts of the system, where one person would deploy the update and check its deployment 

(first approval) and another person connects again to perform additional checks on the system 

(second approval), but this may have homologation issues to be deeply analyzed. 

4.3.4.2. Recommended (R) requirements needing a LSSS 

The recommended requirements in the list are related again to the capability to manage 

(renew) individual passwords, this time including SW processes (services) and devices in 

addition to human passwords in the previous SL-C level. Also, it is recommended to report to 

the pertinent centralized MONITORING service the results of verifications performed during 

operation on security functions. Having the related LSSS functions will facilitate the 

management of these functions in a centralized way by allowing the OICS fleet to maintain 

the freshness needed on authenticators and report security events.  

4.4. OICS hybrid design approach for LSSS 

Common ICS cybersecurity requirements applies as well to OICS, but as described in chapter 

2.2.3, the OICS operational context brings issues both to security resilience and fleet 

maintainability if the requirements imposing them have been implemented without taking 

into account the following considerations.  

4.4.1. AUTH – LSSS hybrid design considerations 

Threat examples: see chapter 2.2.4.1. 

Context: After an offline period like days, weeks or months, the authenticators database 

listing users and devices that are allowed to access the OICS could not be up to date. This 

means that authenticators in the system could belong to employees or devices no longer 
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trusted by the organization. A hybrid design for an authentication mechanism is necessary to 

address the updates of authenticators database and the fallback to an offline mode without 

relying on connectivity with the AUTH function. AUTH function design relying in TIME-

dependent data like checking an expiry date, could pose challenges as well (See chapter 4.4.2). 

A hybrid design taking into account this context is necessary to allow seamless account 

management for the whole fleet. 

 LSSS connectivity is available:  

o Integrate an IAM to the design: After a configurable number of days, the 

account management system should not allow the nominal authentication of 

users except if the authenticators and time-dependent artefacts like CRL are 

into valid freshness range. This could be achieved by starting the OICS and 

waiting until the authenticator database checks for new updates from IAM and 

PKI server.  

 LSSS connectivity is not available: 

o If the AUTH services are not reachable, implement a Zero-Trust authentication 

method. An example would be: 

1. The OICS is in non-connected authentication mode. Each OICS contains 

a list of OTPs/tokens known by a trusted administrator “TA” located in 

a control center or SOC. The OICS and the SOC database of OTPs/tokens 

per OICS is regularly updated when connection with LSSS exists. The 

organization is also aware which OICS should be in non-connected 

mode as per situational awareness of its fleet. 

2. The OICS first identifies the user U with local credentials, and then 

requests an OTP code to authenticate the user U.  

3. TA gave user U one OTP code corresponding to the OICS via an out-of-

band mechanism (for example by telephone when user had GSM 

network). 

4. User U introduces a valid OTP/token and OICS accepts the connection. 
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 Recommended and additional guidance for implementation from NIST SP 800-53 

[29] controls: 

o IA-2 – Identification and Authentication (organizational users) 

▪ IA-2(13) – Out-of-band 

o IA-4 – Identifier Management  

o IA-5 – Authenticator Management  

▪ IA-5(8) – Multiple system accounts 

▪ IA-5(13) – Expiration of cached authenticators 

o IA-10 – Adaptive Authentication  

o CP-13 – Alternative Security Mechanisms 

o MA-5 – Maintenance Personnel 

o MA-6 – Timely Maintenance 

▪ MA-6(3) – Automated Support for Predictive Maintenance  

o SC-37 – Out-of-Band Channels  

o SI-14 – Non-Persistence 

 Additional comments: 

o When PKI-related revocation mechanisms are used for authentication 

mechanism, in addition to outdated human credentials seen above, TIME-

dependent attacks like UTC spoofing also impact authentication mechanisms 

in OICS at startup.  

o Secure communication between the OICS and AUTH functions are obviously 

considered as secure (for example, through a VPN between both entities or 

with a TLS connection). 

 

4.4.2. TIME – LSSS hybrid design considerations 

Threat examples: see chapter 2.2.4.1. 

Context: Retrieving the UTC time from an external time-source could result in an insecure 

or not operational condition (as a hard-fail in an authentication mechanism due to an expired 

certificate) due to time-spoofing. A hybrid design to provide a valid and fresh UTC time is 

necessary. 
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 LSSS connectivity is available:  

o Implement a secure Network Time Protocol to avoid time-spoofing: This can be 

achieved by implementing NTS protocol [68], which requires mutual 

authentication between the OICS and the TIME service. This protocol provides 

integrity and authenticity of the retrieved time data. 

o Define a log event reporting the synchronized time regularly. This event will 

increase situational awareness of the time used by the OICS to detect potential 

incongruencies. 

 LSSS connectivity is not available: 

o Implement a mechanism to avoid “anti-time-backwards” by registering the last 

known time, as for example the using the last timestamp in log services. 

o Establish a multi-source time comparison: GNSS-based UTC time could be used 

as an additional time source; however, it is also the easiest signal to spoof due 

to its public nature. 

 Recommended and additional guidance for implementation from NIST SP 800-53 

[29] controls: 

o AU-8 – Time stamps 

o AU-12 – Audit record generation 

▪ AU-12 (1) – System-wide and time-correlated audit trail  

o SC-45 – System time synchronization 

▪ SC-45 (1) – Synchronization with authoritative time source 

▪ SC-45 (2) – Secondary authoritative time source 

 

 GNSS-based time source considerations: If GNSS is to be used as a time-source, the 

NCCIC (National Cybersecurity & Communications Integration Center), published 

“Improving the Operation and Development of Global Positioning System (GPS) 

Equipment Used by Critical Infrastructure” to help increasing the reliability of the 

retrieved data. Human-in-the-loop is still recommended, especially to avoid spoofing 

threats dependent on GNSS position or UTC retrieval in all sectors.  
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4.4.3. MONITORING – LSSS hybrid design considerations 

Threats: see chapter 2.2.4.1. 

Context: When there is no connection between OICS and MONITORING function due to 

a shutdown OICS or a jammed signal, the system could have been or currently being under 

attack without possibility to the organization for reacting to such incident and prevent a 

dangerous condition. 

 LSSS connectivity is not available: 

o Implement a reliable log mechanism able to buffer and track reception of 

security events and alerts by the centralized log server (MONITORING LSSS 

function) in Non-Volatile memories. This can be achieved by using for events 

and audit trail recordings libraries implementing either the open-source RELP 

(Reliable Event Logging Protocol) integrated in libraries like Rsyslog [110], or 

commercial solutions like Syslog-ng through the integration of “Reliable Log 

Transfer Protocol”, which is available in the open-source library syslog-ng but 

in its “Premium Edition” [111]. There exist further studies implementing 

reliable logging protocols but are less standard [112]. 

o Implement a mechanism able to alert a human-in-the-loop: In the case the 

connectivity is lost in a non-scheduled moment (for example, due to a jamming 

attack by a passenger), the MONITORING LSSS function needs to implement a 

mechanism in which the human-in-the-loop in the OICS can be warned. In this 

way, the trusted human may use out-of-band communication means to 

prevent the control center or SOC of a suspicious activity. 

 

 Recommended and additional guidance for implementation from NIST SP 800-53 

[29] controls: 

o AC-4 (7) – One-way flow mechanism (needs thorough analysis depending on 

operational needs) 

o AU-2 – Event logging 

o AU-5 – Response to audit logging process failures 

▪ AU-5 (2) – Real-time alerts 
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o SI-4 – System monitoring 

▪ SI-4 (1) – System-wide intrusion detection system 

▪ SI-4 (2) – Automated tools and mechanisms for real-time analysis (SIEM) 

▪ SI-4 (6) – System-generated alerts 

▪ SI-4 (7) – Automated response to suspicious events 

▪ SI-4 (14) – Wireless intrusion detection 

o SI-7 (8) - Auditing capability for significant events 

o SC-40 – Wireless link protection 

▪ SC-40 (1) – Electromagnetic interference 

 Additional comments: 

o It could be used jamming attack detection solution in order to create a related 

security event. 

o Secure communication between the OICS and MONITORING functions are 

obviously considered as secure (for example, through a VPN between both 

entities and with an interface protected with TLS connection) 

4.4.4. SW REPO – LSSS Design considerations 

There has not been identified hybrid needs for SW REPO LSSS at the time besides derived 

designs regarding AUTH, TIME and MONITORING after deploying an update in the OICS. 

However, there will be contextualized the needs (for fleet management purpose) and 

challenges for future works. 

Threats: see chapter 2.2.4.1. 

Context: Not updating and deploying updates in a timely manner could open windows of 

opportunity to threat actors in the OICS. For this, the OICS needs to be designed in a way that 

allows for receiving SW updates in a secure way from a centralized SW repository, check the 

authenticity prior to installation and install it without human intervention. For that, a correct 

segregation of the OICS architecture is needed to separate safety-related (with heavy 

homologation/approval needs for any change) from non-safety SW.  

Considerations and additional guidance during the design of an automatic SW deployment 

from NIST SP 800-53 [29] controls:  



Francisco J. Daza Pastrana 
Protecting Onboard Industrial Control Systems: A Hybrid Cybersecurity Approach 

69 

 Patch management 

o CM-2 – Baseline configuration 

▪ CM-2 (3) – Retention of previous configuration (if a new deployed 

version did not succeed after several trials. 

o SI-2 – Flaw remediation 

▪ SI-2 (5) – Automatic software and firmware updates 

▪ SI-2 (6) – Removal of previous version of software and firmware (this 

needs to be carefully planned by each organization by taking into 

account previous CM-2 (3) control and their particular context. 

 Additional comments: 

o Secure communication between the OICS and SW REPO function is obviously 

considered as secure (for example, through a VPN between both entities and 

with an interface protected with TLS connection). 

4.4.5. Hybrid LSSS Reference Architecture 

The “LSSS reference architecture” depicted in Figure 30, it is intended to show, at a high level, 

the elements present in any in any hybrid reference architecture for an organization willing to 

have a centralized OICS fleet management by maintaining security in an OICS context. As 

mentioned at the beginning of chapter 4, this is to be integrated in the Zone & Conduit (Z&C) 

architecture defined in IEC 62443-3-2 step ZCR 3 – “Partition the SUC into zones and conduits” 

[49](p. 14), and that needs to be done for each particular context to help the SL-T estimation 

by also taking into account the considerations given in chapters 4.4.1 to 4.4.4.  
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Figure 30 - Hybrid OICS reference architecture 
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4.5. Evaluation 

Trying to evaluate the efficiency of the proposed hybrid approach methodology entails many 

challenges that are impossible to match all the specificities, maturity and resources of 

organizations willing to implement this methodology. However, besides making some 

estimations based on very specific data, it can be summarized the factors to take into account 

for such evaluation by each organization. 

4.5.1. Factors influencing the evaluation costs 

 Number of OICS to manage in the fleet. 

 The number of components to manage in each OICS vehicle. 

 Maintainability cost of needing to go to each OICS (number of people, permissions to 

access the vehicle, unmounting time to access the components, etc.). 

 The SL-T required in the OICS based in the factors mentioned in chapter 4.2. 

 Maturity in cybersecurity by engineering teams to develop the hybrid approach 

mechanism proposed. 

 The cost of implementing the LSSS based on the SL-T and fleet management needs. 

 The cost of a security incident in a safety-critical asset. 

 

4.5.2. Use case without AUTH LSSS Hybrid design approach 

The use case will be based on OICS in the railway sector needing to update the authenticators 

database of a whole fleet of trains. 

A. Turnover of maintenance staff (1 leaving and new employee) having access to OICS = 

6 months (twice per year). 

• Remark: this is, every 6 months, the authenticator database is obsolete and 

needs to be updated to avoid a cyber incident. 

B. Lifespan of an OICS = 20 years. 

C. No. of OICS vehicles (trains) in the fleet: 400 (average based on Table 1). 

• No. of OT assets in the fleet: 5 x 400 = 2000. (5 for simplification purposes). 

D. Maintainability cost intervention per train: 8 hours with a maintainer = $2000. 

• Remark: Considering specific HSE precautions, moving vehicle to yard, 

unmounting carenage, electrifying the vehicle, etc.) 
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E.  SL-T estimated to 2 (to highlight the importance of such architecture in a “best-case 

scenario”). Corresponding to implement “AUTH” requirements of Table 3. 

F. Fixed costs of implementing AUTH LSSS hybrid approach for SL-T=2 in 4.4.1 = 

≈$2,000,000 = $2M. 

• Remark: takes into account the fixed cost of developing the function + the 

needed LSSS equipment (IAM, PKI and maintenance cost) as fixed costs + risks. 

G. Maturity of engineering team in cybersecurity to develop a Secure-by-design hybrid 

mechanism: High = 1.0 (for simplification purpose and estimate with “best-case 

scenario” for an organization). 

• Remark: For this study purpose, we will estimate multipliers to the estimated 

cost of the development with: High=1.0 (no additional cost), Medium= 1.5 

(+50% of effort) and Low=2.0 (+100% of cost effort needed to catch up on 

Secure-by-design techniques). 

H. Operational costs of AUTH LSSS per year = 24h available person as 63.50$ hour = 

$1524 x 365 day = $556.260 (round to $560,000) per year. 

• Remark: cost may vary depending on where the 24h LSSS support service is 

located, it has been estimated to 63.50$ hour from [2](p. 17) for simplicity. 

I. Average cost of a cybersecurity incident in OT/ICS industry = $2,989,550 [2](p. 3). 

• Remark: For the purpose of this thesis, it has been used a report calculating the 

cost of the incident and its response of an OT/ICS incident (the “pure” cost 

counting only replacement, downtime, legal and regulatory fines is little over 

$2M). The average is calculated in the OT/ICS industry in a generic way, not 

Transport-specific, and where 63% of respondents experienced an OT/ICS 

attack in the past two years from the date of the report.  

4.5.2.1. Results of use case 

Taking into account that the incident in our use case scenario has been performed due to an 

attack in an obsolete authenticator database of 1 to several OICS vehicles, we can calculate 

the cost of avoiding it with and without a Hybrid AUTH design in place. 
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Cost to avoid an attack without AUTH Hybrid design: 

 Cost per year of maintenance interventions for keeping an updated authenticators 

database in a fleet of 400 trains: 2A x C x D = 1 x 400 x $2000 = $1,600,000 / year x 20 

years =  

$32M / lifespan (20 years). 

Cost with AUTH Hybrid design: 

 Fixed costs (F x G) + Operational costs per year (B x H) = $2M + (20 x $560,000) =  

$13,2M / lifespan (20 years). 

It can be seen, how only with the maintainability costs associated to maintain a fleet 

without our design is roughly 2.5 times more expensive than investing in an AUTH LSSS Hybrid 

design to maintain and secure a fleet of 400 vehicles, without considering the cost (when not 

having our design) of a potential breach in the system due to an obsolete authenticators 

database. 

Moreover, the probability of having a cybersecurity incident in the future as per Ponemon 

report [2] is of 63% X 2 (years) = 33% / year, however these percentages are global to an 

organization, not specifically on their OICS assets. Nevertheless, the fact of having a fleet of 

hundreds / thousands of assets and the kind of threat actors from which OT/ICS needs to be 

protected 4.2.1 may increase the probability. As always, by the nature of risk definition itself, 

it is hard to quantify in an empiric way, but the increasing numbers on security incidents and 

the current trends on threat actor landscape shows evidence of the need on enhancing the 

cybersecurity in OICS context. 

4.5.3. Final words in evaluation 

Even if the recommended requirements are general and flexible enough to be adapted to any 

organization in the transport sector needing to secure and manage a fleet, the final cost for 

implementation of our proposal depends on the varying levels of organizational maturity in 

cybersecurity and the specific context of potential cybersecurity risks. The lack of detailed 

knowledge regarding organizations makes challenging to quantify the implementation costs. 

Any associated costs are primarily incremental, as many organizations may have already 

implemented some security controls prior to our hybrid design approach and be aligned with 

industry standards like IEC 62443 minimizing costs of adaptation. In any case, entities that do 
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not adopt these requirements face higher cybersecurity risks, potentially leading to significant 

safety impact and associated costs, thus highlighting the importance of proactive 

cybersecurity practices to prevent future liabilities. 

5. Conclusions and Future Work 

5.1.1. Conclusions 

In this thesis, first, we presented the uniqueness of Onboard ICS (OICS) context regarding 

cybersecurity challenges in the Transport sector and the use of centralized landside support 

shared services (LSSS) to support both cybersecurity functions and maintainability compared 

to classical OT/ICS fixed infrastructure and the threats associated to classical LSSS design 

versus OICS context showing the need for a hybrid design. Next, we analyzed the current 

applicable cybersecurity normative and drew attention to a lack of consideration of the OICS 

context regarding cybersecurity and fleet management. We finished our background on the 

topic offering an overview of current threats to each transportation sector and reference 

architecture of OICS. 

Our methodology proposed is based in IEC 62443 [49] as standard framework to develop 

a hybrid design of LSSS function. For that, we first described the factors affecting a SL-T 

workflow estimation on the OICS context and how integrate them, being these the following: 

 The threat actor landscape, challenging the current security level (SL) definition 

considering new trends on threat actors.  

 The physical protection has a defence-in-depth layer, showing proof on how has little 

effect in an OICS context 

 The connectivity with LSSS function, and how it plays a big role in cyber resiliency of 

OICS.  

Then, we analyzed which are the mandatory and recommended IEC 62443 requirements 

needing to integrate a LSSS function for both security and fleet management purposes, 

depending on the SL-C needed and we proposed to descend drastically the SL-C of a critical 

requirement for OICS context. Finally, based in the presented LSSS, we proposed a hybrid LSSS 

design approach for OICS while providing additional guidance from NIST SP 800-53 [29] 

controls and potential technical choices and references for inspiration. 
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Finally, we evaluated, without even the need for a worst-case scenario, how an 

organization can benefit from our design to avoid a security incident with and without 

implementing our hybrid design approach in one of the LSSS functions. Our methodology 

provided a reduction of 2.5 times in the cost of maintaining a fleet secure. It is clear how our 

design offers a major increase in maintainability while conserving the security robustness 

needed for the SL-T estimated. 

5.1.2. Future work 

The study performed in this master thesis can be improved with the following work streams: 

 Evaluate further the impact of presented factors in a defence-in-depth strategy to 

enhance cyber resilience like the one proposed by NIST SP 800-160. 

 In-deep analysis of the OICS context for each Transport sector to confront the 

assumptions given for connectivity for fleet management. 

 Investigate the impact of human-in-the-loop as possible countermeasure and its 

impact in the SL-T estimation. 

 Explore further the Hybrid design to follow a ZTA for Onboard ICS by following NIST SP 

800-82r3 [28](p.75) ZTA principles for OT. 

 Investigate this approach on driverless OICS cybersecurity context like drones and 

UAVs. 

 Perform a detailed risk assessment on OICS per transport sector using MITRE ATT&CK 

for ICS framework to further identify threats in the context of an OICS hybrid approach 

[113]. 

 Further analyze the adaptation and identification of controls related to the 14 

techniques when applying the cyber resiliency engineering framework proposed by 

NIST SP 800-160 Vol. 2, Rev. 1 [9](p. 13). 
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Annex A 

Could IEC 62443 SL-T=3 be enough for Transport OICS? 

To begin with an example of a reference SL-T level in Transport sector, the public ENISA report 

for railway zones and conduit architecture states that “Currently the proposed SL-T for devices 

in the signalling domain is SL-T 3. In some cases, SL-T 2 is also applied, which depends on the 

risk for the zone” [6]. While this is true for railway environment in Europe due to a “somehow” 

stable geopolitical status, if we consider national regulations mandated by some governments 

like Saudi Arabia to protect their OT/ICS assets including “[…] all devices, systems, or networks 

used to operate and/ or automate industrial processes” [85] (p. 8), we can observe 

requirements of the kind “2-2-1-6 Dual approval and explicit privilege escalation mechanisms 

for sensitive actions within the OT/ICS environment must be employed.” [85] (p. 23), which 

corresponds to an IEC 62443-3-3 “SR 2.1 RE 4 – Dual approval” requested for SL-T 4.  

While passing to a SL-T 4 is considered by IEC 62443 standard as being in the attacker 

definition of a nation-sponsored threat actor, if we observe recent trends in Transportation 

tenders like those from Saudi Arabia or Israel, it is reasonable to question if an organization 

with a fleet of moving critical infrastructure assets like OICS can ensure their cyber resilience 

given the unlimited resources and capabilities of worst-case threat actors discussed.  

This assumption is pertinent when observing how non-state and state-sponsored attacks 

are closing the gap and “[…] forming alliances of convenience, alliances of opportunity and 

sometimes alliances by design with nation-state actors” as reported by US Government [80] 

or the creation ENISA threat actor category “State-nexus threat groups” [78](p. 20) and when 

speaking about threats techniques and resources needed. Some articles on this trend are the 

latest Microsoft threat actor taxonomy declaring have identified “[…] 160 nation-state actors” 

[74], the timeline of 2023 nation-sponsored attacks proposed by Kadosh, O [77], or the report 

by Trellix in which they declared that 86% of companies are somewhat sure that received 

attacks backed by nation-sponsored groups [79](p. 6) like nation-sponsored attacks to Iranian 

airport by Israel [75] or yet another attack to Iranian railway infrastructure [76] but to name a 

few.  
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Figure 31 - Extract from new Nation-state Threat Actor's Taxonomy. Microsoft [74]. 

Certainly, this question deserves an in-deep analysis and the consideration by technical 

committees responsible for ICS standardization like IEC Technical Committee 65 (IEC 62443) 

[70](p. 12) to adapt security levels control mechanisms to match newer threat actor landscape 

with Security Levels.   

To conclude, in the context of Transport OICS it can be assumed, with the evolving reduction 

of efforts needed to perform complex attacks, and the hacking-as-a-service trend of criminal 

organizations being backed by nation-states actors [52](p. 561) [78](p. 72), that  it is a matter 

of time that the Transportation sector will be pointed out in a global manner by threat actors 

with high resources, capabilities, motivation and specific ICS skills, regardless of the 

corresponding SL definition. This tendency may imply that OICS manufacturers should start 

investing in delivering SL  4 capable systems to be able to not only win contracts in stable 

geopolitical customers’ countries, but also cover emerging markets like Middle-East. 
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Why SR 2.11 RE 2 level should be lowered (a lot) 

When looking to IEC 62443-3-3 “SR 2.11 – Protection of time source integrity” requirement, 

the dependency of time and the hybrid nature of OICS, we may affirm that the IEC standard 

did not take into consideration OICS context when setting such requirement to the highest 

possible security level (SL-C = 4).  

As mentioned in first chapters, when comparing the operational context of typical ICS 

plant and OICS, the assumptions on physical protection and network reliability are very 

different (refer to 2.2.3 and 4.2.2 for extended discussion). If in addition, we consider the 

threat actor landscape of OT assets and the easiness nowadays on performing spoofing attacks 

both on location and time from GNSS signals [51][54][53][103][104] but to name a few, it is 

evident that the minimum SL-C to protect this function should be reduced.  

In the context of OICS, we saw in chapter 4.3.2 that a centralized TIME LSSS providing a reliable 

time-source is requested from SL-C = 2, but this was lowered to SL 1 in the newer IEC 62443-

4-2 (2019) [70](p. 44). At these SLs, only timestamps (SR 2.11) are needed in the devices (both 

standard parts should be revised to be aligned, but this is another topic). Then, at SL-C = 3, 

appears the first suggestion to have a system-wide time retrieved from “recognized external 

time sources” like GNSS to synchronize the internal OICS clocks, but without recommendation 

to protect this operation. Only at SL-C = 4, the requirement to protect the integrity (not the 

authenticity) of the time source retrieval is required. The reason of why only protect integrity 

and not authenticity could be due to the only system-wide time-source recommendations 

given on the standard, which is satellite-based but this should be used only as an additional 

source or backup for comparison, as recommended in chapter 4.4.2 when defining the 

cybersecurity considerations for a TIME LSSS Hybrid design. 
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