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Abstract:
This article examines the ethics of generative artificial intelligence (GenAI) in higher 

education from a theoretical and practical perspective. It reflects the growing importance 
of teaching ethics in information technology and its impact on society. Its aim is to develop 
a training model that integrates ethical reflection on GenAI into the education of computer 
engineering students. To achieve this, a case study is used based on the Social and Environmental 
Aspects of Computer Science module at the Universidad Politécnica de Cataluña, in which 
the theoretical principles of artificial intelligence (AI) ethics are applied through a case study 
of the use of GenAI within the course. Several examples of GenAI systems within AI applied 
to education are introduced. One of the examples, developed by the authors, involves an AI 
assistant built using the LAMB framework that enables students to analyse the proposed case 
using the PESTLE (political, economic, social, technological, legal, and environmental) method 
with the assistant acting as an expert. Students are then required to analyse a similar case 
study in another domain. The results suggest that this theoretical-practical approach, where 
abstract concepts of AI ethics and safety are grounded in specific decisions about application 
and concrete technological artefacts, effectively integrates ethical reflection into engineering 
education, highlighting the need for multidisciplinary approaches to address emerging 
ethical challenges in AI and education.
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Resumen:
El artículo analiza la ética de la inteligencia artificial generativa (IAGen) en la educación 

superior desde un enfoque teórico-práctico. Se enmarca en la creciente relevancia de la en-
señanza de la ética en tecnologías de la información y en su impacto en la sociedad. El obje-
tivo principal es desarrollar un modelo formativo que integre la reflexión ética sobre la IAGen 
en la formación de ingenieros informáticos. Para ello, se emplea un estudio de caso basado 
en la asignatura Aspectos sociales y medioambientales de la informática de la Universidad 
Politécnica de Cataluña, en la que se aplican los principios teóricos de la ética de la inteli-
gencia artificial (IA) a partir de un caso de aplicación de IAGen en la propia asignatura. Se 
introducen varios ejemplos de sistemas de IAGen en el dominio de la IA aplicada a la edu-
cación. Uno de los ejemplos, desarrollado por los autores, utiliza un asistente de IA creado 
con el framework LAMB, que permite a los estudiantes analizar el caso propuesto median-
te el método PESTLE (political, economic, social, technological, legal, and environmental) 
y el uso del asistente como experto. Con posterioridad, los estudiantes deben analizar un 
caso de estudio análogo en otro dominio. Los resultados sugieren que este enfoque teó-
rico-práctico, en el que los conceptos abstractos de ética y seguridad de la IA se aterrizan 
en decisiones de aplicación específicas y en artefactos tecnológicos concretos, es efectivo 
para integrar la reflexión ética en la enseñanza de la ingeniería y subraya la necesidad de 
implementar enfoques multidisciplinares para abordar los desafíos éticos emergentes de la 
IA en la educación.

Palabras clave: ética de la inteligencia artificial, educación superior, inteligencia artificial 
generativa, educación en ingeniería, método PESTLE, inteligencia artificial en educación, 
regulación de la IA, competencias éticas.

1.  Introduction

1.1.  The ethics of information technology as a subject of study

Teaching ethics in information and communication technology (ICT) to engineering 
students is increasingly important owing to the profound impact of these technologies in 
contemporary society. As Casañ et al. (2020) observe, technology clearly influences our way 
of life, culture, economy, how we function in society, and how we relate to our surroundings, 
and ICT is no exception.

ICT’s potential to create ethical and social problems that differ from those posed by other 
technologies has been debated since the earliest days of digital computers (Wiener, 1950). 
This potential is amplified by the accelerated pace of innovation in the field, which, according 
to Moore’s law, doubles approximately every 18 months (Moore, 1965). This rate of change led 
Ray Kurzweil (2005) to predict that the technological development we will experience during 
the 21st century will be equivalent to 20 000 years of progress at the current pace.

The importance of incorporating ethics into the Computer Engineering curriculum was 
formally recognised in 1991, when the study of ethics was first introduced into Computer 
Science study plans (Bynum et al., 1992). The concept computer ethics had been coined before 
then by Walter Maner (1980), who noted that ethical decisions become much more complex 
when computers are added to the equation, as Johnson (2009) explains. This idea is expressed 



283

The ethics of generative artificial intelligence in education under debate. A perspective from the development…

Revista Española de Pedagogía (2025), 83(291), 281-293

in a well-known quote from 1969, attributed to Paul Ehrlich or Bill Vaughan (Quote Investigator, 
2010): “To err is human but to really foul things up requires a computer”. 

According to the guidelines of the IEEE/ACM Computer Science Curriculum 2023 (Kumar 
et al., 2024), the education that Computer Engineering students receive must incorporate 
all of the dimensions and functions of computing as a profession (technical, philosophical, 
and ethical) as well as understanding that these standards vary internationally (Casañ et al., 
2020).

The emergence of generative artificial intelligence (GenAI) (García-Peñalvo & Vázquez-
Ingelmo, 2023; Jovanović & Campbell, 2022) and the launch of ChatGPT on 30 November 2022 
were a turning point marking a decisive moment that exemplified the transition of artificial 
intelligence (AI) from a “deceptive” phase to a “disruptive” phase, according to Diamandis’s 
model of the 6Ds (Diamandis & Kotler, 2012). According to this model, a technology passes 
through six phases when it is digitised: digitisation, deceptive growth, disruptive growth, 
demonetisation, democratisation, and dematerialisation. After decades of deceptively slow 
development, GenAI has reached a turning point typical of exponential curves where its 
impact on society cannot be ignored.

This impact is present in the three principal dimensions of sustainability. In the social 
dimension, AI is revolutionising communication (Elmoudden & Wrench, 2024), work (Anurag 
et al., 2023), and decision making (Parra et al., 2024), most noticeably affecting the fields 
of art (Epstein et al., 2023), culture (Henriksen et al., 2025), language (Martínez-Arboleda, 
2024), and education (García-Peñalvo et al., 2024), which poses a challenge for the rules 
of the game and existing laws and raises questions about the process of authorship when 
the creation of any type of content or knowledge is involved (González-Geraldo & Ortega-
López, 2024). In the environmental dimension, training large language models (LLM) (Zhao et 
al., 2024) require significant energy consumption (Samsi et al., 2023) but AI can help optimise 
processes and reduce the environmental impact of various sectors (Kar et al., 2022). In the 
economic dimension, GenAI is creating new business models and jobs and transforming 
entire industries (Kanbach et al., 2024), promoting higher levels of productivity at the same 
time as threatening existing business models and jobs (García-Peñalvo & Vázquez-Ingelmo, 
2023).

This emerging scenario means it is vital to incorporate the ethics of AI as a specific 
component in the education of future professionals in any branch of knowledge, but in 
particular those that relate to ICT. However, this presents unique challenges. The dizzying pace 
at which the state of the art in AI is evolving (with new models, capacities, and applications 
emerging almost daily) means that even specialists in the field find it hard to keep up to date. 
This poses an additional challenge for teaching the ethics of AI, as ethical aspects must be 
analysed on a constantly changing technological foundation (Alier et al., 2024).

As Flores-Vivar and García-Peñalvo (2023) note, it is important to develop ethical frameworks 
that not only address the technical aspects of AI, but that also consider its impact on society 
and the environment. Ethics education for AI must prepare students to confront dilemmas 
that do not yet exist and develop critical thinking that will allow them to evaluate the ethical 
implications of the applications of AI as these emerge.

1.2.  Approaches to teaching the ethics of AI

The teaching of ethics in Software Engineering has its origins in Europe with pioneering 
initiatives like that of the Computing Faculty of the Universidad Politécnica de Cataluña, 
which in 1991 incorporated courses on professional ethics and the history of computing 
(Casañ & Alier, 2024). Another important initiative was the creation of the Centre for 
Computing and Social Responsibility at De Montfort University in 1995 (Gotterbarn et al., 
1997).

There are various approaches to introducing ethics into ICT curricula. Some centre on the 
process of ethical decision making, while others emphasise practical applications through 
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deontological codes. Johnson (2017) suggests providing knowledge of codes and standards 
of behaviour, developing skills for practical application. However, an alternative perspective 
integrates both ethics and the social implications, exposing students to diverse cultural, social, 
and legal questions to expand their understanding. This focus was adopted by academics 
such as Barceló and Gordon (Spiekermann, 2015).

Education in engineering should include both technical and professional skills (Bowden, 
2010). The criteria of the ABET Engineering Accreditation Commission (2021) emphasise 
competences such as communication, team work, and ethical comprehension, along 
with awareness of the overall context. In Spain, the white papers for adapting to the EHEA 
specifically recommended courses on ethics, following the guidelines of the ACM/IEEE and 
ABET (Miñano et al., 2019).

Teaching methodologies include using deontological codes, case studies, moral theory, 
and service learning. In order to teach this content effectively, teachers must combine 
competences in philosophy of science and in computing and technology.

1.3.  Structure of the article

Section 2 of this article introduces the challenge of incorporating the ethics of AI into 
higher education in engineering. Section 3 addresses a possible introduction of this topic 
from both the theoretical and practical viewpoints. Finally, part 4 sets out the conclusions 
of the work.

2.  The challenge of incorporating the ethics of AI directly as content
The relationship between research into AI and its commercial application has 

undergone a significant change in recent years. The phrase “as soon as it works, nobody 
calls it AI any more” is attributed to John McCarthy (Meyer, 2011) (among others [Quote 
Investigator, 2024]), one of the parents of the concept artificial intelligence in the 1950s. 
This remark notes AI’s nature as a field of research centred on giving computer systems 
capacities traditionally associated with human intelligence, and its achievements result 
in technological applications that we stop seeing as intelligent: logical inference, facial 
recognition, optimisation, etc.

However, we are currently seeing a blurring of the boundaries between academic 
research and commercial applications. This phenomenon is especially apparent in the 
field of GenAI, where the concept artificial intelligence has moved beyond its academic 
origin to become a commercial label widely used in products and services aimed at the 
general public.

One widely held position, including among experts in technology, views AI – especially 
the surprising GenAI technologies that have appeared in the last two years – as a technology 
that is beyond our control, resembling the metaphor of the palantír of J.R.R. Tolkien (1954): a 
powerful but dangerous magical tool, controlled by forces we do not fully understand (Alier, 
2024). This analogy is particularly relevant when we observe how the very leaders of the 
technology industry contribute to this narrative.

Prominent figures such as Elon Musk, Ilya Sutskever, and Sam Altman have fed this perception 
when publicly discussing the existential risks of AI and the imminent arrival of artificial general 
intelligence (AGI) (Morrison, 2024), even going so far as to advocate artificial superintelligence 
(Altman et al., 2023). This vision has been amplified by influential philosophers such as Nick 
Bostrom (2014) and Yuval Noah Harari (2015), who have published extensively on the potential 
dangers of this technology.

Paradoxically, this idea of AI as an almost-magical tool is promoted both by its most ardent 
critics and by its principal defenders. This apparent contradiction could be explained if we 
consider that this type of narrative fosters a perception of inevitability of the adoption of these 
technologies, at the same time as justifying the need for their regulation.



285

The ethics of generative artificial intelligence in education under debate. A perspective from the development…

Revista Española de Pedagogía (2025), 83(291), 281-293

The current situation recalls the bootleggers and baptists phenomenon described by 
Bruce Yandle (1983). As in the case of prohibition in the USA, when moralist preachers and 
alcohol smugglers alike supported prohibition for different motives, we currently see a similar 
alliance between people with an apocalyptic outlook who warn of the dangers of AI and the 
integrationists who benefit from these regulations (Smith & Yandle, 2014).

In view of this pressure, the European Union has passed specific legislation on AI without 
even having a clear and agreed definition of what it is (Morrison, 2024). Therefore, this 
legislative focus reflects an attempt to establish trust in AI systems through governance, 
albeit at the cost of the clarity of definitions (Bellogín et al., 2024). This haste contrasts 
with the slower development of other regulations such as the GDPR (General Data 
Protection Regulation) (European Parliament & Council of the European Union, 2016) and 
it could benefit large technology companies through regulatory capture, a phenomenon 
where regulation comes to favour established businesses instead of serving the public 
interest (Dal Bó, 2006; Saltelli et al., 2022; Wei et al., 2024), creating barriers to entry for new 
competitors.

The first step in approaching the study of the ethics of AI requires a dual focus. On the one 
hand, it is necessary to recognise and understand how the concept artificial intelligence has 
been positioned in popular culture (where the metaphor of the palantír illustrates the current 
perception of this technology). On the other hand, as the target population is mainly (but not 
exclusively) engineering students from fields relating to ICT (in areas such as data science, 
artificial intelligence, and computer engineering), AI should be presented from a rigorous 
technical perspective.

This technical perspective involves understanding AI as a group of technologies 
and tools with specific characteristics and functionalities shaped by conscious design 
decisions by researchers and developers. It is crucial to understand that these new 
technologies do not exist in isolation, but instead are integrated into pre-existing systems 
and technologies. This process of integration is not new in the field of technology; we 
see a parallel in how smartphones became integrated into existing web technology after 
their introduction in 2007, transforming, but not replacing, the previous technological 
ecosystem.

3.  Introducing the ethics of AI in the curriculum
The Social and Environmental Aspects of Computing module will be used as a case study. 

This is a 6 ECTS (European Credit Transfer and accumulation System) credit optional module 
that is delivered in the final years of the degree in Computer Engineering of the Universidad 
Politécnica de Cataluña. Students usually take this module in their third or fourth year, when 
they already have a solid technical foundation in the theoretical-practical concepts of 
computer engineering.

This module has existed for more than 30 years, introduced into the study plans of the 
Faculty of Computing of Barcelona by Professor Miquel Barceló, a pioneer in the teaching of 
technoethics in software engineering courses (Casañ et al., 2020). The module has been part 
of numerous study plans over the decades and has constantly evolved, both in the content 
delivered and in the methodologies applied, adapting to the constant and rapid changes in 
ICT and its impact on society.

In its current version, the module’s programme covers four principal areas:

	● History of ICT

	● Social impact of technology

	● Environmental impact

	● Ethics of ICT
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The ethics block has an important weight in the module. The principal ethical theories 
are studied (Kantianism [Sevilla, 2014], utilitarianism [Zavala, 1999], virtue ethics [Hoyos, 
2011], and the social contract [Leal, 1982]) and they are applied to case histories where 
students must analyse dilemmas and debate different moral positions relating to ICT and 
its social and environmental impact, integrating knowledge acquired in the course’s other 
blocks. This practical focus is intended to develop critical thinking and the capacity for 
ethical analysis.

Since 2023, a new transversal block on AI has been added, including:

	● The history and evolution of AI

	● Its social impact (automation, the future of work, etc.)

	● Its environmental impact (including the costs of AI and the possible benefits of its use 
to solve environmental problems)

	● The ethics of AI

This update is in response to the need to address the unique challenges that AI poses, and 
it maintains the module’s dual focus by involving theoretical study followed by a practical 
application using analysis of cases.

3.1.  Theoretical aspects of the ethics of AI

Content that has previously been covered in the module is adapted to address the 
theoretical aspects of the ethics of AI, giving this content a specific focus in this area. For 
example, the social aspects of information technologies are analysed after discussing the 
questions of how automation has impacted the future of work, with similar phenomena being 
seen in previous industrial revolutions, where some occupations disappeared while others 
emerged. On this line, it is relevant to address specifically the influence of AI on this problem.

Consequently, in the theoretical aspect of the ethics of AI, the teaching team has designed 
a two-hour theory session addressing the following topics:

	● Apocalyptic visions of AI: from Frankenstein (Shelley, 1831) and the Luddites (Prieto, 
2016) to contemporary authors such as Bostrom (2014) and Harari (2015, 2024) who 
theorise on the real or hypothetical dangers of the imminent development of AI.

	● A realistic and pragmatic analysis of the current ethical challenges and dilemmas of AI:

	○ Algorithmic bias and discrimination

	○ Privacy and data protection

	○ Transformation of the job market

	○ Control and autonomy of AI systems

	○ Transparency and explainability of the algorithms

	○ Alignment with human values

	○ Implications for cybersecurity

It is deemed necessary that after the theoretical foundations of the ethics of AI have been 
presented, students will be able to apply the concepts acquired to specific contexts that are 
close to the reality of their lives. To this end, designing of a new practical activity is proposed. 
This is described in the following section.

3.2.  Designing practical activities to work on the ethics of AI

The students are presented with a practical case for discussion so that they can design a 
practical activity where they apply the theoretical concepts relating to the ethics of AI that 
have previously been addressed.
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The case study centres on the application of AI in the educational sphere. In this context, 
the authors developed an AI assistant using the LAMB (learning assistant manager and builder) 
framework (Alier et al., 2025).

An AI assistant with a specific knowledge base (Casañ et al., 2024) relating to 
anthropomorphic robots and their possible commercialisation in the years to come 
was created using LAMB. This knowledge base encompasses environmental, legal, 
economic, technological, ethical, and political aspects relating to anthropomorphic robots. 
Consequently, the assistant act as an expert consultant on the topic of anthropomorphic 
robots. In the thematic block of the module relating to social aspects of computing, the 
students do a case study using the AI assistant that was developed using LAMB, in which they 
can consult it to carry out an analysis of the PESTLE (political, economic, social, technological, 
legal, and environmental) factors (Casañ et al., 2025) of these robots.

In late 2024, the “Safe AI in education manifesto” (Alier et al., 2024a, 2024b) was launched. 
This document sets out a series of practical principles for the design and implementation of AI 
technologies in education, including a checklist to evaluate these technologies and strategies 
(García-Peñalvo et al., 2024).

The principles for safe AI in education proposed in the manifesto are (Alier et al., 2024a, 
2024b):

	● Human oversight and accountability: AI must be a support tool for teachers and not 
replace their role. Key decisions must be under human control.

	● Guaranteeing confidentiality: the privacy of students’ data must be protected with 
strict security measures.

	● Alignment with educational strategies: AI tools must adapt to the policy objectives 
of each educational institution.

	● Alignment with didactic practices: AI must follow the pedagogical parameters 
established to guarantee its effectiveness in the classroom.

	● Accuracy and explainability: systems must offer clear and precise information to 
avoid errors and confusion.

	● Comprehensive interface and behaviour: AI should be easy to understand for users 
and openly communicate its limitations.

	● Ethical training and transparency: AI models should be trained ethically, ensuring 
transparency in the use of data and methodologies.

These principles present an interesting framework of analysis for cases where AI is used 
in education, but they can be also extrapolated to other domains. Therefore, the decision was 
taken to use the manifesto to analyse the AI assistant that teachers and students had used on 
the same course in the anthropomorphic robots case study.

How the AI-based assistant, which acted as an expert consultant on questions relating to 
anthropomorphic robots, aligned with the principles of the manifesto was analysed in class. 
The teachers presented the tool’s technological design, its integration into the university’s 
digital strategy, and the design of its didactic application, providing a practical example of 
application of the theoretical concepts relating to the ethics of AI in the educational context 
(Casañ et al., 2024).

Contrasting with the case of the previous AI assistant, the case of an English school that 
decided to carry out a pilot scheme with secondary students to replace teachers with ChatGPT 
in 2024 was discussed with the students (Escobar, 2024). The discussion centred on whether 
this complied with the principles of the manifesto. Applying the manifesto and the checklist 
showed that this strategy did not comply with most of the principles established.
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To progress beyond the discussion, the students worked in small teams of three people 
on a practical case relating to another field of application of GenAI. The case used is shown in 
Figure 1.

AI-Powered hiring system in the ACME company

Background:

The ACME company, a large multinational, has recently introduced an advanced 
system powered by Artificial intelligence (AI) in its recruitment processes. This AI system 
is designed to analyse CVs, carry out initial filtering with chatbots, and even score 
candidates according to their responses and qualifications. The company believes that 
this system will streamline the hiring process, reduce human bias, and help select the 
most qualified candidates.

Questions:

1. Identify the most relevant ethical questions from the case.

2. What measures can the company take to address the ethical questions?

3. Analyse the economic viability of the proposals mentioned in question 2.

4. �Should the company continue with this system of selecting people to hire? Base the 
answer on the answers to the previous questions.

Figure 1. Wording of the case study.

The case of the recruiting company described in Figure 1 is considered through team work 
so that in small groups students can discuss the different ethical aspects relating to the case. 
To analyse this situation, students have all of the previously mentioned theoretical material: the 
theory set out in class, the “Safe AI in education manifesto”, as well as various articles about the 
British school that decided to replace the teachers with ChatGPT.

The results of this case study suggest that this focus enables the abstract concepts of 
ethics and security of AI to become a reality for specific decisions about the application and 
design of technology. Therefore, the authors consider that this theoretical-practical approach 
can be effective for integrating ethical reflection into the teaching of engineering, underlining 
the need for multidisciplinary focuses to tackle the ethical challenges in education posed by 
AI.

4.  Conclusions
This article offers a methodological proposal for approaching the study of the ethics of AI 

from a theoretical-practical focus, principally intended for students in fields of engineering 
related to ICT. As this field is relatively new and is constantly evolving, studying it poses 
significant challenges regarding defining relevant content and its application in real contexts.

To provide a solid basis, the theoretical framework of the ethics of ICT has been adopted. 
This means that the ethical challenges and dilemmas of AI can be analysed from an 
interdisciplinary perspective.

Finally, structured theoretical content is proposed, as is a strategy of using case histories 
in which GenAI tools developed specifically to be part of the learning process are both 
the foundation of the educational programme and an object for analysis of their level of 
compliance with the SAFE-AI principles based on the “Safe AI in education manifesto”. In this 
way, we can conclude that the experience acquired through studying a specific use case in 
the field of education underpins the viability of this methodology for reconciling theoretical 
concepts with students’ professional environment.
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To approach with some guarantee of success the challenge of teaching a subject area like 
the ethics of AI that is rapidly changing, the teaching team must have a multidisciplinary body 
of knowledge. On the one hand, a grounding in knowledge of ethics and philosophy of science 
is important. On the other hand, knowledge of the short but intense history of information 
technologies and their impact on society is needed. Furthermore, there is a need for knowledge 
of the different legal frameworks that affect ICT in general and AI in particular (some of these 
laws will be passed as the course is in progress) as well as knowledge of the foundational 
literature about AI’s potential and dangers, including how it is presented in works of fiction, such 
as Frankenstein (Shelley, 1831), Terminator (Cameron, 1984), or Her (Jonze, 2013). This last part is 
very relevant given how it appeals to students and for the media coverage through which the 
collective imagination has influenced social perceptions of the concept of AI.
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