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ARTICLE INFO ABSTRACT

Keywords: In recent years, numerous studies have been carried out showing the longitudinal association between cyber-
Cyberbullying victimization and cyberbullying perpetration, including studies with models that allow estimating the directional
Bystander effects between variables at different times. However, very little attention has been paid to the dimension of
l\)/;:‘l:fﬁeon cyberbystanding within this process, and it is key in the processes that legitimize and foment the dynamics of

violence. The objectives are: 1) to analyze the autoregressive behavior over time of the cybervictimization,
cyberperpetration, and cyberbystanding dimensions; 2) to explore the cross-prediction relationships between
each dimension and time. For this purpose, an analytical and longitudinal study was conducted in three waves
with approximately six months between each one, in which 1052 Spanish students (43.7 % boys, n = 460, range
11-17 years) participated. They were from 12 schools in seven different regions of Spain. A cross-lagged panel
model was conducted to test the bidirectional and longitudinal relationships between cyberperpetration,
cybervictimization, and cyberbystanding in adolescents. The results suggest that all autoregressive effects were
positive and significant, implying that all three dimensions were stable over time. In addition, there were several
significant cross-effects: between cybervictimization at T1 and cyberbystanding at T2 and between cybervic-
timization at T1 and cyberbullying perpetration at T2. However, the rest of the cross-effects were nonsignificant
(p > .05). The practical implications of these results in possible prevention programs are discussed, highlighting
digital literacy to prevent risks on the Internet and reduce cybervictimization.

Longitudinal study

1. Introduction of the Internet and the regulatory use of Social Networks (SNs) have

generated numerous Internet risks, among which cyberbullying stands

Bullying is commonly defined as the repeated and intentional harm
by a person or group towards a victim who is less powerful than the
perpetrator (Olweus, 1993; Salmivalli & Peets, 2018). After more than
four decades of rigorous study, this phenomenon has still not been
eradicated, nor has there been a significant reduction at the global level
(Cosma et al., 2024). Therefore, bullying continues to be a deeply con-
cerning social challenge for families, teachers, and mental health pro-
fessionals due to the bio-psycho-social impact entailed for children and
adolescents (Chen et al., 2021; Hellfeldt et al., 2019). Being exposed to
bullying can be especially painful in adolescence, both because of the
need to belong to the peer group and the search for social status
(Salmivalli et al., 2021). It is even more aggravating when maintained
over time (Gonzalez-Cabrera et al., 2021). In addition, the universality
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out (Gonzalez-Cabrera et al., 2023). This form of violence overlaps with
traditional bullying, but it occurs through relational, information, and
communication technologies (RICTs) and has singularities such as its
echo effect, the possibility of occurring at any time and place, as well as
the difficulty of deleting content (Tokunaga, 2010). In general, peer
violence is related to internalizing, externalizing, social and academic
problems (Camacho et al., 2023; Chan et al., 2019; Escortell et al., 2023;
Fisher et al., 2016), lower quality of life (Gonzalez-Cabrera et al., 2022),
and even to self-injurious behaviors and suicidal ideation (Giumetti &
Kowalski, 2022; Iranzo et al., 2019). In line with these data, the mapping
review of Kwan et al. (2020) clearly points to the association between
cyberbullying and depression, suicidal tendencies, anxiety, hostili-
ty/aggression, substance use, Attention Deficit/Hyperactivity Disorder
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(ADHD), low self-esteem, problems with peers, anguish, loneliness, and
dissatisfaction with life.

Due to its prevalence and impact on adolescents, cyberbullying has
become a global public health problem (Barlett et al., 2024), with a wide
range of variability in participation percentages. Thus, in the interna-
tional context, studies indicate prevalences between 1.6 and 56.9 %
(Brochado et al., 2017), between 1.9 and 84 % (Camerini et al., 2020),
and between 12 and 16 % (Cosma et al., 2024). In the Spanish context,
the report by Save The Children (2016) estimates the prevalence of
cybervictimization at 6.9 % and of cyberaggression at 7.3 %, and the
UNICEF study reports values that vary between 12.2 and 22.5 % in a
representative Spanish sample (Andrade et al., 2021). Regarding these
alarming prevalences, in recent years, interest in studying the variables
that predict participation has grown, with sex, ethnicity, or age being
the predictors with the smallest effect size (Guo, 2016). On the contrary,
the predictors with the strongest association are: behavioral problems
(Baroncelli et al., 2020), internalizing problems (Christina et al., 2021),
insecure attachment (Alonso & Romero, 2020), verbal aggression (Eden
& Roberto, 2021), empathy and moral disconnection (Falla et al., 2023;
Sorrentino et al., 2023), the parental supervision style (Martin-Criado
et al.,, 2021), risky Internet use (Cho & Galehan, 2019; Giumetti &
Kowalski, 2022), and Internet risk awareness (Sorrentino et al., 2023).
In addition to the previously mentioned, Kasturiratna et al. (2024) re-
ported in an extensive umbrella review that being female, being of
school age, frequently use of Internet, and unregulated school environ-
ments were significant predictors. However, the vast majority of the
literature supports that having been a victim or perpetrator of tradi-
tional bullying is the primary predictor (Athanasiades et al., 2016;
Giumetti et al., 2022; Kasturiratna et al., 2024; Sorrentino et al., 2023).

Regarding the analysis of the behavior of each dimension involved in
cyberbullying (victimization, perpetration, and bystanding), different
theoretical frameworks have tried to provide a partial or total expla-
nation of these dynamics of violence and their direction. Among them,
Runions et al. (2018) highlight that victimization can overlap with the
dimension of aggression through the displacement of frustration/ag-
gression. Thus, the victim could gain the courage to end up perpetrating
online bullying as a means of revenge. In the case of aggression, Bar-
lett-Gentile’s Cyberbullying Model (Barlett & Gentile, 2012) is noto-
rious, as it suggests that the particularities of the digital universe
(anonymity, permanent accessibility, and permanence of attacks) are
influential aspects in the perpetrator’s feeling of empowerment (Barlett,
2023).

Considering the behavior over time of the dimensions involved in
cyberbullying, the bulk of longitudinal studies present correlative as-
sumptions, so one must resort to analyses that estimate concurrent,
autoregressive, and cross-associations (Camacho et al., 2023). In this
way, the possible causal influences of how a previous behavior predicts a
future behavior can be better understood in order to contrast how the
protagonist dimensions of cyberbullying predict each other. In this re-
gard, prior literature has analyzed in detail the dynamics of traditional
bullying, finding consensus about the stability of the dimensions over
time through the analysis with Cross-Lagged Panel Modeling (CLPM)
(Chen et al., 2021; Cogo-Moreira et al., 2023; Davis et al., 2022; Romera
et al., 2022; Van Ouytsel et al., 2019). In the case of cyberbullying,
characterized by a greater interdependence between the victim and the
aggressor (Huang et al., 2022), the analysis is more complex and
disparate. Specifically, while some evidence supports the stability of the
dimensions of cybervictimization and cyberperpetration over time
through CLPM (Akgiil & Artar, 2020; Camacho et al., 2021; Chen et al.,
2021, 2023; Chu et al., 2018; Giumetti et al., 2022; Pabian et al., 2016;
Thornberg et al., 2024; Van Ouytsel et al., 2019), other studies using
random interception (RI-CLPM) refute it (Boer et al., 2021; Camacho
et al, 2023; Erreygers et al., 2018). Along the same lines, the
cross-relationships between the different dimensions have been
analyzed, and whereas in traditional bullying it is evident that victimi-
zation predicts subsequent bullying (Zhou et al., 2022), in
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cyberbullying, the results are still discordant and require further
research. In this regard, some studies indicate that there is no significant
relationship between cybervictimization and subsequent cyberag-
gression (Erreygers et al., 2018), whereas others corroborate that
cybervictimization is a predictor of cyberaggression (Akgiil & Artar,
2020; Camacho et al., 2021, 2023), but not the other way around,
inviting further research to provide firm evidence in this regard.

While the dimensions of cybervictimization and cyberperpetration
have been widely studied, cyberbystanding has scarcely been addressed,
despite being a key piece in successfully completing victimization
(Sjogren et al., 2024). Additionally, it has been found that bullying,
traditional or online, is not only a phenomenon between victim and
bully but is often a group process involving two to seven participants,
who is not a homogeneous group in terms of behavior and traits
(Gonzalez-Cabrera et al., 2019; Sarmiento et al., 2019). Furthermore,
cyberbystanding is the dimension with the highest score (Gini et al.,
2021). In this regard, previous studies place the percentage of partici-
pation at around 55 % in the Spanish context (Gonzalez-Cabrera et al.,
2019, 2020).

Including bystanding dynamics is key, as this is a group process with
a complex functioning (Salmivalli, 2010), where the aggressor is rein-
forced more, and those who defend the victim are reinforced less
(Saarento et al., 2015; Thornberg & Wanstrom, 2018). In this sense, this
dimension plays an essential role within the ecosystem of bullying and
cyberbullying because bystanders can reinforce the aggressor by joining
in or being passive agents or, on the contrary, they can contribute to the
creation of an anti-bullying ethic by actively intervening and supporting
the victim or reporting the situation as defenders (Saarento & Salmivalli,
2015). These behaviors are targeted by interventions of recognized
prestige, such as the KiVa Program and No Trap!, which have been
successful in empathic understanding and the development of by-
standers’ self-efficacy (Biernesser et al., 2023; Menesini & Salmivalli,
2017; Palladino et al., 2016; Saarento y Salmivalli, 2015).

Cyberbystanding has also been explained from different theoretical
perspectives, with the sociocognitive approach of Bandura (1997, 2016)
being the most relevant. In this regard, the processes of moral disen-
gagement and diffusion of responsibility are considered responsible for
the stability of the cyberbystanding dimension, as they help prevent the
involved individuals from developing feelings of guilt or responsibility.
From the statistical sphere, the scarce previous literature with predictive
studies suggests that both the pro-aggressive (Orue et al., 2021) and
passive (Merlici & Maftei, 2024) behavior of bystanders predicts sub-
sequent cyberbullying. In the same vein, in a longitudinal study, Holfeld
and Mishna (2018) found that the observation of cyberbullying over
time is associated with subsequent cybervictimization and cyberperpe-
tration. Additionally, cybervictimization predicts subsequent cyberbys-
tanding, but not cyberperpetration.

Other studies have found significant results with similar variables.
Specifically, Xu et al. (2025) found, through a RI-CLPM analysis, that
cyberostracism is negatively associated with prosocial behaviors over
time, and prosocial behaviors can be understood as a form of positive
response by bystanders (Hoxmeier et al., 2020). As becomes apparent,
there is no known evidence about the stability of cyberbystanding over
time, although some findings relate to traditional bullying. Specifically,
Thornberg et al. (2024) showed that the bystander’s pro-aggressive
behavior is stable over time, both with CLPM and RI-CLPM. In the
same vein, Sjogren et al. (2024) found that the bystanders’ defensive and
passive behaviors remain consistent over time, with bidirectional con-
nections between them.

Although there has been much evidence of the association between
cybervictimization and cyberbullying perpetration through CLPM
studies, still very little attention is paid to the cyberbystanding dimen-
sion. Considering the above, it is necessary to fill the existing gap by
incorporating cyberbystanding in the dynamics of analysis that make
concurrent, autoregressive, and crossed associations with the rest of the
dimensions (cybervictimization and cyberperpetration). Therefore, the
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objectives of this study are: 1) To analyze the autoregressive behavior
over time of the dimensions of cybervictimization, cyberperpetration,
and cyberbystanding throughout the three waves of the study; 2) To
explore the cross-prediction relationships between each of the di-
mensions and times. Therefore, we expect that: (H1) the dimensions of
cybervictimization, cyberperpetration, and cyberbystanding will remain
stable throughout the three waves (e.g. cybervictimized adolescents
continue to be so in the following measurements, which would indicate
that there is a certain chronification of the roles) (Akgiil & Artar, 2020;
Camacho et al., 2021; Chen et al., 2021, 2023; Chu et al., 2018; Giumetti
et al., 2022; Pabian et al., 2016; Thornberg et al., 2024; Van Ouytsel
et al., 2019); (H2) cybervictimization at T1 or T2 is a predictor of sub-
sequent cyberaggression and cyberbystanding at T2 or T3, respectively
(Akgiil & Artar, 2020; Camacho et al., 2021, 2023); (H3) cyberag-
gression at T1 or T2 is a predictor of cyberbystanding at T2 or T3,
respectively, but not of cybervictimization (Akgiil & Artar, 2020;
Camacho et al., 2021, 2023; Holfeld & Mishna, 2018); (H4) cyberbys-
tanding at T1 or T2 is a predictor of subsequent cybervictimization or
cyberaggression (Holfeld & Mishna, 2018; Merlici & Maftei, 2024; Orue
et al., 2021).

2. Method
2.1. Design and participants

An analytical and longitudinal study was carried out in three waves,
with approximately six months between each. A total of 1860 partici-
pants were evaluated in Wave 1 (W1), 1685 (90.6 %) in W2, and 1410
(75.8 %) in W3. Ultimately, 1052 students (56.6 % of the original
sample) were evaluated in all three phases (43.7 % males, n = 460; 56.3
% females, n = 592), and, therefore, only they were included in the
study. W1 and W2 were carried out at the beginning (November—De-
cember) and at the end (April-May) of the same academic year, and W3
during the following academic year (January-February). Participants
were students of Compulsory Secondary Education (CSE). In the first
year of the study (W1 and W2), 265 (25.2 %) were from 1st grade of CSE
(109 boys), 346 (32.9 %) were from 2nd grade of CSE (155 boys), 316
(30 %) were from 3rd grade of CSE (146 boys) and 135 (11.9 %) were
from 4th grade of CSE (50 boys). The mean age for W1-W2 was 13.70 +
1.3 (same school year); for W3, the following school year, it was 14.60
+ 1.3. The age range ranged between 11 and 17 years. Twelve schools
supported by public funds (10 of them in urban environments and 2 in
rural areas) participated in the three waves. The schools were chosen for
their accessibility, so an incidental non-probabilistic sampling was car-
ried out. The students came from schools in seven Spanish regions
(Basque Country, Asturias, Castilla-Ledn, Castilla la Mancha, Valencian
Community, Aragon, and Madrid).

2.2. Assessment instruments

Sociodemographic data such as sex, age, school, and grade were
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collected. In addition, the reduced version of the Cyberbullying Trian-
gulation Questionnaire (CTQ; Gonzalez-Cabrera et al., 2019), based on
the work of Calvete et al. (2010), was used for the dimension of cyber-
victimization, and on Gamez-Guadix et al. (2015) for cyberaggression. It
also incorporates a new dimension of cyberbystanding. Each dimension
comprises 9 items, and symmetrical formulas are used for each of the
behaviors analyzed (e.g., “I have received/sent/observed threatening or
insulting messages being sent to other people™). Each item is rated on a
5-point Likert scale ranging from 1 (never) to 5 (almost every week). The
score for each dimension varies between 9 and 45. The CTQ has
adequate indicators of reliability and internal validity (see Table 1 for
the reliability indicators for each time and dimension, which are satis-
factory in all cases).

2.3. Procedure

Participants completed the instrument through the online platform
Survey Monkey ©. This process took place in computer classrooms and
school classrooms through mobile devices. With the coordination of the
guidance departments of each school, the teachers and tutors partici-
pated in this process. They received specific instructions to promote the
procedure’s standardization in all the schools. The researchers moni-
tored the online collection of data using the records of each school for all
groups and classes. In addition, participant detection mechanisms such
as those suggested by Niessen et al. (2016), like the "longstring"
maximum response time and "person-fit statistics," were enabled. The
time required to complete the questionnaires ranged from 10 to 20 min,
depending on the student’s age and reading comprehension.

2.4. Ethical considerations

The participants and the school directors consented to participate in
this study. A consent form was sent to the families of underage students
to inform them of the aims and purposes of the study, its characteristics,
those in charge of it, and their right to refuse to participate. The parents
or legal guardians of minors who did not allow participation returned
the signed consent. Less than 1 % of the sample declined to participate in
the study. Students could always decide not to participate by indicating
at the beginning of the assessment that they did not wish to participate
(this occurred in less than .5 % of cases). This study was approved by the
Research Ethics Committee of the [masked for review). There were no
exclusion criteria for the sample.

2.5. Data analysis

The descriptive statistics and Pearson’s correlation analysis were
conducted using SPSS version 29.0. Additionally, AMOS 29.0 was used
to perform CLPM. Despite the non-normally distributed nature of the
study variables, Mardia’s (1970, 1974) normalized estimate of multi-
variate kurtosis was assessed, indicating multivariate non-normality in
the sample. However, the Maximum Likelihood Estimator (ML) was

Table 1
Correlation matrix, descriptive statistics, and reliabilities for cyberperpetration, cybervictimization, and cyberbystanding at the three times.
M SD o o @ 2 3 ()] 5) 6) @) @® (©)]
CB_PerpT1 (1) 10.07 2.139 .708 723 1
CB_VictT1 (2) 10.63 2.831 746 787 .461** 1
CB_BysT1 (3) 13.75 5.521 .844 .861 470%* .495%* 1
CB_PerpT2 (4) 10.16 2.681 .828 .830 .398%* .265%% .302%* 1
CB_VictT2 (5) 11.01 3.692 .835 .842 .269%* 467** .309%* .559%* 1
CB_BysT2 (6) 14.11 5.985 .875 .883 371 A411%* .561%* .502%* .552%* 1
CB_PerpT3 (7) 10.02 2.912 .881 .883 .200%* 129%% .156%* .218%* .169%* .181%* 1
CB_VictT3 (8) 10.61 3.344 .839 .846 .205%* .297%* .200%* .209** .289** .256%* .616%* 1
CB_BysT3 (9) 13.21 5.566 .873 .880 .286** .287%* .388** .262%* .308** .438** .502%* .565%* 1

Note. M = mean; SD = standard deviation; a = Cronbach’s alpha; ® = McDonald’s omega; CB_Perp = cyberperpetration; CB_Vict = cybervictimization; CB_Bys =

cyberbystanding. *p < .05 **p < .01.
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used because it performs well when the sample size is equal to or greater
than 500 and the rejection rate is higher than nominal at smaller sample
sizes (Hu et al., 1992). First, the longitudinal measurement invariance of
the three dimensions used in this study was evaluated, including con-
figural invariance, metric invariance, and scalar invariance, to ensure
that the scales assess in the same way at all three points in time
(Widaman et al., 2010). Second, a CLPM was constructed to test the
longitudinal bidirectional relationships among cyberaggression perpe-
tration, cybervictimization, and cyberbystanding in adolescents. The fit
of the model was estimated with the most reliable fit indices (Hu &
Bentler, 1999): the Chi square (XZ), the root mean square error of
approximation (RMSEA), the comparative fit index (CFI), the Tucker
Lewis index (TLI), and the standardized root mean square residual
(SRMR). A model was considered to adequately fit the data at values of
<.08 for RMSEA, >.90 for CFI and TLI, and <.08 for SRMR. Further-
more, the 95 % confidence intervals (CI) was calculated using a
bias-corrected bootstrap sample that was repeated 5000 times. In
addition, to assess the longitudinal measurement invariance using the
three incremental levels mentioned previously, the change values of CFI
(ACFI) and RMSEA (ARMSEA) were used to compare the models. When
ACFI <.01 and ARMSEA <.015, the measurement invariance model was
acceptable (Chen, 2007).

3. Results
3.1. Descriptive and correlational analyses

Descriptive analyses for all variables, including the means, standard
deviations, and Pearson’s bivariate correlations between the variables of
the study, are presented in Table 1. All variables were associated with
each other across the three time-points (see Table 1).

3.2. Measurement invariance test

Configural invariance models were initially constructed to assess the
consistency of the measurements over time (see Table 2). These models
demonstrated a good fit across all three scales (cyberperpetration,
cybervictimization, cyberbystanding). Next, factor loadings were set to
be equal over time to establish metric invariance models. These models
demonstrated full invariance in cyberbystanding, and partial invariance
in cyberperpetration and cybervictimization by releasing Items 4, 5, 6,
and 9 from both dimensions, leaving these items unconstrained and
unequal across groups, allowing them to vary freely without any re-
strictions. Thus, invariance analyses could continue (Byrne, 2016), and
analysis of the metric invariance models revealed that changes in CFI
and RMSEA were less than .01. Building onthe metric invariance model,
the equality of the threshold to examine scalar invariance was addi-
tionally constrained, with ACFI and ARMSEA still falling within
acceptable ranges (<.01). These results show that the three dimensions
maintain measurement consistency, full measurement invariance in the
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case of cyberbystanding, and partial measurement invariance for
cybervictimization and cyberperpetration, across the three time-points.

3.3. Cross-lagged panel model

The CLPM (Fig. 1) showed a good fit to the data (X2(1 1) = 54.514,
CFI = .988, TLI = .959, RMSEA = .061, 90 % CI [.046, .078], SRMR =
.0456). Table 3 displays the results for the CLPM.

The results suggest that all autoregressive effects were positive and
significant, with standardized coefficients ranging from .19 to .66. This
implies that the dimensions of cyberperpetration, cybervictimization,
and cyberbystanding were stable over time. Furthermore, the cross-
lagged effects were significant from cybervictimization at T1 to cyber-
bystanding at T2 (B = .208) and from cybervictimization at T1 to
cyberaggression perpetration at T2 (f = 0.126). However, the rest of the
cross-lagged effects were nonsignificant (p > .05).

4. Discussion

This longitudinal study, conducted with CLPM, provides empirical
evidence on concurrent, autoregressive, and cross-association between
the three key dimensions of peer violence through the Internet: cyber-
victimization, cyberperpetration, and cyberbystanding. The unique
aspect of the study is the integration of this last dimension, as there are
very few studies on the subject, and it is one of the key points for un-
derstanding and putting a stop to cyberbullying (Sjogren et al., 2024).

Considering the first objective, all three dimensions remained stable
over time. Thus, the first hypothesis (H1) is confirmed, as being a
cybervictim, cyberaggressor, or cyberbystander subsequently predicts
them. This finding is contrary to other studies with RI-CLPM (Boer et al.,
2021; Erreygers et al., 2018), which support that cyberbullying is more
sporadic and less sustainable over time than traditional bullying (Huang
et al., 2022). However, it is consistent with previous findings that re-
ported significant longitudinal associations in both traditional bullying
(Chu et al., 2018; Pabian & Vandebosch, 2016) and cyberbullying
(Camacho et al., 2021; Giumetti et al., 2022). In this regard, it seems
clear that bullying, whether online or electronic, does not take place
isolatedly, and, although it does not have such a marked hierarchical
nature as traditional bullying, its perpetration is recurrent (Akgiil y
Aktar, 2020) and frequent in all stages of adolescence (Pérez-Rodriguez
et al., 2024).

Along these lines, it should also be noted that the stability of
cybervictimization can be explained as the sum of many processes,
among which stand out participation in risky behaviors such as: sharing
passwords with friends, sharing personal information, talking to
strangers, or sexting (Kowalski et al., 2012; Mishna et al., 2012; Van
Ouytsel et al., 2019). Online victimization can also be explained by the
continuity of individuals’ interaction styles (Scholte et al., 2007). Thus,
bullying experiences can inhibit the development of social skills, pre-
venting adolescents from learning how to react appropriately in peer

Table 2
Measurement invariance models.
Model x2 df RMSEA (90 % CI) CFI SRMR TLI AM sz Adf ARMSEA ACFI
Cyberpepetration M1 689.15 * 72 .052 (.049-.056) .948 .0604 921 - - - - -
M2 794.18* 80 .053 (.050-.057) 939 .0604 918 M2 vs. M1 105.03 8 .001 —.009
M3 833.01* 98 .049 (.046-.052) .938 .0659 931 M3 vs. M2 38.83 18 —.004 —.001
Cybervictimization M1 912.44 * 51 .073 (.069-.077) .909 .0191 .806 - - - - -
M2 930.31* 59 .068 (.065-.072) .908 .0221 .831 M2 vs. M1 17.87 8 —.005 —.001
M3 982.08* 77 .061 (.058-.064) 904 .0223 .865 M3 vs. M2 51.77 18 —.007 —.004
Cyberbystanding M1 869.589 * 78 .057 (.053-.060) 928 .0415 .901 - - - - -
M2 954.878* 94 .054 (.051-.057) 922 .0495 910 M2 vs. M1 85.28 1 —.004 —.006
M3 1035.65* 112 .051 (.048-.054) 916 .0492 919 M3 vs. M2 80.772 18 —.003 —.006

Note. y*> = Chi-square; df = degrees of freedom, RMSEA = root mean square error of approximation, CFI = comparative fit index, SRMR = standardized root mean
square residual, TLI = Tucker-Lewis index (TLI), AX2 = Chi-square difference, Adf = difference in degrees of freedom, ARMSEA = difference in root mean square error
of approximation, ACFI = difference in comparative fit index, M1 = configural model, M2 = metric invariance, M3 = scalar invariance. *p < .001.
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Fig. 1. The cross-lagged panel shows the autoregressive and cross-relationships between cyberperpetration, cybervictimization, and cyberbystanding between
waves. Note. Dashed arrows represent nonsignificant cross-lagged paths. *p < .05. **p < .01. Covariances are also shown.

Table 3

Cross-lagged model panel between the dimensions and times of the study.
Path Effect SE LLCI ULCI
CB_Perp-T1 to CB_Perp-T2 .31 .037 .203 418
CB_Perp-T2 to CB_Perp-T3 .193 .036 .104 .289
CB_Vict-T1 to CB_Vict-T2 446 .041 .345 .546
CB_Vict-T2 to CB_Vict-T3 .665 .086 .391 1.046
CB_Bys-T1 to CB_Bys-T2 435 .029 .357 .510
CB_Bys-T2 to CB_Bys-T3 617 .054 474 775
CB_Perp-T1 to CB_Vict-T2 .014 .044 —.061 .096
CB_Vict-T1 to CB_Bys-T2 .208 .058 130 .282
CB_Vict-T1 to CB_Perp-T2 126 .030 .063 .198
CB_Bys-T1 to CB_Vict-T2 .045 .017 —.022 .107
CB_Perp-T2 to CB_Vict-T3 .193 .061 -.339 .082
CB_Vict-T2 to CB_Bys-T3 —.031 .063 —.145 .078
CB_Vict-T2 to CB_Perp-T3 .060 .028 —.024 162
CB_Bys-T2 to CB_Vict-T3 —.086 .025 —-.210 .013

Note. SE = Standard error, LLCI = lower limit confidence interval 95 %, ULCI =
upper limit confidence interval 95 %, CB_Perp = cyberperpetration; CB_Vict =
cybervictimization; CB_Bys = cyberbystanding.

interactions and fomenting the development of dysfunctional interac-
tion styles that increase the likelihood of being involved in future
bullying behaviors (Chu et al., 2018). Moreover, in this case, it is rare for
adults to be able to detect these experiences of cybervictimization and,
hence, provide support, so they are not a real protective factor (Chu
et al., 2018).

As for the cyberperpetration dimension, its autoregressive behavior
can be explained, at least partially, by attending to Barlett-Gentile’s
Cyberbullying Model (Barlett & Gentile, 2012), which argues that the
first instance of someone using internet communication to cause harm to
somebody else is a learning test (Barlett, 2023). Specifically, anonymity,
as well as the accessibility and permanence of the attacks, empower the
perpetrator. In addition, public support and response are key factors in
maintaining and predicting future behaviors (Sjogren et al., 2024). Thus,
if bullies wish to be visible, powerful, and popular, they can achieve
these goals by intimidating others. In addition, cyberbullies can be
rewarded for their behavior, either through approval (or lack of disap-
proval) during bullying situations or by granting them that yearned
position of power and status in the long term (Salmivalli, 2014).

Special mention should be made of the behavior of the cyberby-
stander dimension, as it is the central axis in the dynamics of bullying
(Gini et al., 2021). In this regard, the fear of becoming the next victim
may be one of the most important reasons to continue behaving as
passive agents in the face of cyberbullying dynamics (Forsberg et al.,
2018; Strindberg et al., 2020), especially if there is no strong belief in
their ability to help victims (Sjogren et al., 2024). Likewise, this
behavior can be explained within the sociocognitive framework of
Bandura (1997, 2016), with moral disengagement being the reason why
people can transgress moral rules without ceasing to believe that their
actions are acceptable and justified (Thornberg et al., 2024), and
without a mechanism of self-punishment (i.e., feelings of remorse and
guilt). On the other hand, within this approach, the diffusion of

responsibility is determinant. Thus, the stability of bystanding behavior
may be due to the diffusion of responsibility, which turns the bystanders
into a "faceless group” (Bandura, 2016), where any harm can be
attributed to others’ behavior. In short, it may be that both moral
disengagement and the diffusion of responsibility explain why cyber-
bystanding is a predictor of the same behavior over time. This could be
even clearer the further away the behavior is from the victim’s defense
(Thornberg & Jungert, 2014; Tolmatcheff et al., 2022), as well as when
assuming a more passive (uninvolved) (Tolmatcheff et al., 2022) or
pro-aggressive role (Bjarehed et al., 2020).

Several hypotheses are associated with the second objective:
exploring the cross-prediction relationships between each dimension
and time. Thus, the data seem to confirm the second hypothesis (H2)
because cybervictimization at T1 was a predictor of subsequent cyber-
bullying perpetration and cyberbystanding at T2, which is consistent
with previous evidence (Akgiil & Artar, 2020; Camacho et al., 2021,
2023). These results can be explained by taking into account the nature
of RICTs. Specifically, the difficulty in identifying the perpetrator and
avoiding reprisals can lead to a perception of a lack of responsibility and
the deindividuation of behavior (Camacho et al., 2023). This way, the
victim may gain the courage to end up perpetrating online bullying as a
means of revenge (Runions et al., 2018) or as an attempt to obtain that
power or social status that they may have attributed to their aggressors
in their past experiences. In addition, the stress produced by victimi-
zation can lead to a hostile interpretation of other social situations,
which can subsequently lead to cyberaggression, although not neces-
sarily directed at the original aggressor (Ak et al., 2015). Along the same
lines, young people with first-hand experience with cybervictimization
may become more aware of the dynamics of cyberbullying, improving
their ability to recognize these situations in the future (Holfeld &
Mishna, 2018) thus, activating defense mechanisms that position them
as bystanders, instead of becoming victims.

Cyberperpetration did not predict cybervictimization or cyberbys-
tanding in any of the subsequent waves, so we reject the third hypothesis
(H3). These results may support other studies in which cybervictim-
ization precedes cyberperpetration and cyberbystanding (but not in the
opposite direction) (Akgiil & Artar, 2020; Camacho et al., 2021, 2023;
Holfeld & Mishna, 2018). According to Akgiil & Aktar (2020), this may
suggest that victims learn to cyberbully through exposure or observa-
tion. Additionally, cyberaggression constitutes a form of hegemonic
position that is influenced by the social benefits that cyberbullies obtain.
Therefore, whereas cybervictims may be more likely to become future
cyberbullying perpetrators, they are less likely to become future
cybervictims or cyberbystanders.

Considering the cyberbystanding dimension, the findings reject the
fourth hypothesis (H4). Specifically, the results do not provide evidence
that witnessing more acts of cyberbullying at T1 or T2 predicts greater
subsequent cybervictimization or cyberaggression. This result was un-
expected, as previous studies had established such predictive relation-
ships (Holfeld & Mishna, 2018; Merlici & Maftei, 2024; Orue et al.,
2021). Among the aforementioned works, the most related to the pre-
sent study is that of Holfeld and Mishna (2018). Although both works are
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longitudinal with three waves, these authors present a much more het-
erogeneous sample in terms of age (with students from grade 4 to grade
10), and each wave is done annually (in our case, the participants were
in an age range of mainly three years and the waves were every six
months). These two aspects may be key to the results, as they provide
different visions in a crucial stage like adolescence (Salmera-Aro, 2011).
The data from this study could be interpreted, at least partially, through
the sociocognitive approach (Bandura, 2016). Thus, it is likely that as
adolescence progresses, students become more concerned about their
position or social status (Dawes, 2017), such that their moral disen-
gagement to avoid moral self-sanctions and guilt, characteristic of
cyberbystanding, makes them feel protected in that role so they do not
cross the dividing line that separates them from becoming cyberag-
gressors or cybervictims.

Additionally, there was no correlation between roles from T2 and T3,
even if cybervictimization in T1 was a predictor of itself and the other
roles in T2. In this regard, based on the current study’s findings, being a
cybervictim would give rise to a particular proclivity to adopt any role
after six months, but once the interval has passed, each role would
become stable and basically operate as a predictor of itself. In this re-
gard, the findings align with previous research that has demonstrated
the persistent and recurring nature of the roles involved in cyberbullying
(Akgiil & Artar, 2020; Camacho et al., 2021; Giumetti et al., 2022). All of
this suggests that playing any role would create a kind of mark on each
person involved that would remain over time, even though the victims
may play different roles at the past.

This study has some limitations that should be taken into account: (1)
the evaluation instrument used is a self-report, which can generate
biases due to social desirability. This could be improved in future studies
by using complementary measures from other sources (tutors, peers, or
family) to obtain a more complete triangulated view. (2) Regarding the
sample’s representativeness, although it is large and includes partici-
pants from different regions of the country within the longitudinal
study, the extrapolation of the results to the population should be done
with caution because the sample is not representative of Spanish ado-
lescents. (3) Although there are no data on the families’ educational
level or socioeconomic status, the income areas of the 12 participating
schools were identified. Two of them were located in high-income areas
(above the national average), eight were in middle-income areas, and
two were in low-income areas. Therefore, these differences may be
susceptible to creating interpretive biases in the results due to the
different realities experienced by the subjects. (4) Although the study
design followed cross-lagged panel modeling (CLPM), more elaborate
studies will be needed to add random interception. This would allow for
the estimation of pure intrapersonal autoregressive effects and cross-
effects. This way, instead of participants varying around a common
group mean over time, each individual would vary around their own
group mean. The authors are aware of no studies that have conducted an
RI-CLPM including the cyberbystanding dimension.

There are several potential practical implications for education and
health professionals. On the one hand, the stability of cybervictimiza-
tion, cyberperpetration, and cyberbystanding behaviors indicate that
the best predictor of future behavior is prior behavior. Hence, inter-
rupting these processes or preventing their occurrence is key to avoiding
these dynamics. In this sense, it seems especially relevant to incorporate
in the preadolescent stage (10 years or younger) programs that combine
digital literacy with preventing Internet risks, especially cyberbullying
as the most prevalent risk (Ortega-Baron et al., 2024). It is also necessary
to emphasize the reduction of cybervictimization as a key element, as it
is the one that best predicts the other dimensions subsequently during
the same academic year. Although cyberbystanding at a specific time did
not predict other subsequent dimensions, this does not detract from
cyberbystanding’s relevant role in the dynamics of bullying and cyber-
bullying. The subroles involved in these observation processes should be
studied in greater depth and analyzed according to the direction of their
support to determine how to predict future behaviors of

Computers in Human Behavior Reports 18 (2025) 100662

cyberperpetration and cybervictimization.

In conclusion, cybervictimization, cyberperpetration, and cyberbys-
tanding have positive and significant autoregressive effects (i.e., each
wave subsequently predicts the same dimension). In addition, cyber-
victimization at T1 predicts cyberperpetration and cyberbystanding at
T2 (within the same school year), so there are also cross-effects between
the study dimensions. Cyberbystanding does not predict subsequent
cybervictimization or cyberaggression at any time.
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