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Abstract

The Learning Analytics approach adopted in education implies the gathering and processing of sensitive 
information and the generation of student profiles, which may have direct or indirect dire consequences 
for the students. The Educational institutions must manage this data processing according to the General 
Data Protection Regulation, respecting its principles of fairness when it comes to information gathering 
and processing. This implies that the students must be well informed and give explicit consent before their 
information is gathered and processed. The GDPR propose the usage of recognizable standardized icons to 
facilitate a general understanding and awareness of how personal data is deemed to be processed in each 
application context, like an online course. This paper presents a project that aims to provide a set of icons to 
inform about the treatment of educational data in the Learning Analytics processes and a survey about the 
student's comprehension of the icons, their meaning, and implications for their privacy and confidentiality. 
The result presented is a set of icons ready to be integrated into educational environments that apply Learning 
Analytics to increase transparency and facilitate the understanding of data processing.
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I. Introduction

DATA scientists can analyze educational data from different 
perspectives. On the one hand, educational data can be processed 

with the unique objective of extracting and discovering behavioral 
patterns. This process is called Data Mining [1]. On the other hand, 
educational data can be treated with the ultimate purpose of improving 
any aspect of the teaching-learning methodology. This process is 
called Learning Analytics [2], [3]. Therefore, Learning Analytics is 
an analytical approach that collects, analyzes, and visualizes student 
data to improve the educational context. Reasons for improvement are 
the processes of tutoring, evaluation, or even student follow-up [4]. 
This paper focuses on the possibilities offered by Learning Analytics 
in the educational community, focusing on the ability of institutions 
to be transparent and able to fulfill the various challenges it presents, 
especially those related to the treatment and privacy of students' 
[personal] data. It is worth going back to the beginnings of Learning 
Analytics to understand the need for transparency and trust that 
institutions must convey to students.

It was George Siemens [5], who in 2010 took the first steps 
in this approach, giving its current name and creating the first 
discussion groups in Google Groups to reflect on the state of the art 
and possibilities of educational data analysis. Over time, Siemens' 
extensive dissemination task managed to transcend the term to the 

education and scientific communities. Currently, Learning Analytics 
is a field considered by the scientific community to be of high interest, 
where a large volume of scientific contributions from different authors 
from around the world are published, unraveling both its underlying 
model [2] and its opportunities [6] and even weaknesses [7].

Regarding the education community, the use of data for decision-
making is gaining adoption at all levels: those related to teachers-
students, institutional and inter-institutional [8]. Learning Analytics' 
origins focused on supporting Massive Online Open Courses (MOOC) 
type courses [9], [10]. Eventually, its applications have been adapted 
to other educational contexts and needs. The first utility of Learning 
Analytics related to MOOCs and Virtual Learning Environments 
(VLE) was teaching support and dropout rate diminishing [11], [12]. 
These MOOC courses have low teaching staff and high enrollments, 
reaching hundreds of thousands of participants in some cases (hence 
they are called massive courses). Thereon, its uses in VLEs evolved 
from reducing dropouts [13] to meet other needs such as improving 
teaching methodologies, student well-being, or even shaping learning 
spaces. Over time, the adoption of Learning Analytics has bounced 
from virtual platforms to physical environments. Multimodal 
Learning Analytics [14] is the branch of Learning Analytics dedicated 
to analyzing student behavior in face-to-face context through 
[connected] sensors.

In any case, the [virtual and face-to-face] learning processes 
mediated by Learning Analytics collect data of all possible student 
interactions and academic performance, both treated as students' 
behaviors [15]. At the same time, data collection goes beyond what 
is strictly educational or academic. This additional data, considered as 
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metadata, are complementary and may originate from heterogeneous 
sources such as social networks or financial data. All this data and 
metadata collection generate a sensitive context making data fragile in 
all senses [16]. Consequently, concerns arise regarding confidentiality, 
privacy, and security of the students' data and, in it extends, about 
their digital identity [17].

Despite this contextual sensitivity, the adoption of Learning 
Analytics in the educational context has increased due to different 
factors, including:

• The rapid transition from classrooms to hyperconnected 
classrooms.

• Deep classroom integration of connected learning devices.
• Digitization of teaching-learning materials and processes.
• The incorporation of third-party educational technology in the 

form of apps in the cloud.
• The rapid evolution of educational technologies based on Big 

Data, Artificial Intelligence, and Machine Learning as facilitators 
of teaching-learning processes.

• The use of cloud computing to reduce IT infrastructure costs.

However, one must not be enlightened by the rapid evolution 
of technologies and their promises. With the pandemic and the 
confinement caused by COVID-19 [18], [19], interest in Learning 
Analytics has increased in all educational stages and worldwide [20]. 
At the beginning of the pandemic, the collection and processing of 
educational data made it possible, in the first instance, to understand 
how students interacted with VLEs, and in the second instance, to give 
them the appropriate and necessary support. All this data collected in 
pre-pandemic, pandemic, and post-pandemic is stored, analyzed, and 
even shared between institutions and countries. Such data treatment 
is regulated by the General Data Protection Regulation (GDPR) [21] 
and other data protection laws of each EU member state. These laws 
exist since it is necessary to regulate any data processing to avoid 
improper use. Hence, the educational context must enforce these laws, 
such as transmitting certain aspects to students as decision-making 
information, even before registering for any course.

The adoption of Learning Analytics can negatively impact the 
confidentiality [22], privacy [23], and security [24] of student data, 
as well as their digital identity [25]. In the worst case, students do 
not realize it until it is too late, their data being misused [26], shared 
with third parties [27], leaked [28], or used by algorithms [29] with 
dire results to the students themselves. Different authors have pointed 
to this type of problem [17], [30]–[32]. Local technologies have even 
been proposed, substituting or complementary to cloud computing, 
to ensure that this environment of mistrust reverts to one of absolute 
certainty of a secure data environment [16].

In any case, whether using local or cloud technologies, the use 
of Learning Analytics implies a great responsibility regarding the 
collection, storage, treatment, and sharing of educational data, 
especially when the data is from minors. For all the above reasons, strict 
law enforcement is necessary as a tool for preserving data privacy.

A. General Data Protection Regulation
In 2016, the GDPR was approved, however, its entry into force was 

not scheduled until two years later, specifically, on May 28, 2018. The 
GDPR establishes the obligations that contract the entities that process 
and manage personal data, those that by themselves can identify a 
person. At the same time, it defines five fundamental rights of citizens 
before such entities: the right to know, the right to request the data 
controller, the right to rectify data, the right to delete data, and the 
right to oppose data processing [33]. These rights allow any person to 
suspend the data processing, facilitate data portability to third parties, 
revoke the consent given, or even oppose automatic processing.

The study tackles the right to be informed, which includes other 
rights such as knowing: the purposes of data use, the period of data 
conservation, and even if there are automated decisions or profiling. 
Recital 60 [34] of the GDPR establishes that the interested party must 
be informed:

• “…of the existence of the processing operation and its purposes”.

• “…with any further information necessary to ensure fair and 
transparent processing”.

• “…of the existence of profiling and the consequences of such 
profiling”.

• “…whether he or she is obliged to provide the personal data and 
of the consequences, where he or she does not provide such data”.

Considering the above and the educational context, fast, transparent, 
and easy to understand forms of information are required to:

• Raise awareness of current student data treatment processes in 
any educational context.

• Let the students know how their data is treated and for what 
purpose, preferably previous registration to any course.

• Establish a standardized information system and transmission 
medium in any educational context for obvious reasons.

B. Icons & Learning Analytics
Recital 60 of the GPDR informs about the possibility of using 

standardized icons to combine with textual information. The purpose 
of the complementary use of standardized icons is to give a clear, 
intelligible, and legible view of the intended processing. Besides, 
in point 7 of Article 12 of the GDPR, the possibility of an iconified 
representation of Articles 13 and 14 is exposed. These two articles 
consider all the information shown at Recital 60. Both Recital 60 
and Article 12.7, require that electronically presented icons must be 
machine-readable, in other words, data structured in formats such as 
P3P, JSON, or XML should accompany the icons.

The use of the icons can fulfill the three points of the previous 
section. Icons can inform how the data is processed in Learning 
Analytics and, therefore, generate awareness to students by facilitating 
access to this type of information. Consequently, we propose as 
objectives of the study:

• Design descriptive icons of those parts of the Learning Analytics 
processes that must be reported to students, and that other authors 
have not designed in their work.

• Develop and make available a tool such as Creative Commons 
where any VLE administrator can create the appropriate icon 
packs to inform students of the different treatments of their data 
from the LMS itself.

The structure of this document is organized into four sections. 
All four sections show how our work makes available a set of icons 
regarding the data treatment in education, where methods such 
as Learning Analytics [or other kinds of as Academic Analytics or 
Educational Data Mining] are applied to facilitate its comprehension 
by students. Section 1 is the introduction. Section 2 gives the used 
methodology and fundamentals to design the icons. Section 3 exposes 
the results of the different design phases concerning questionnaires 
results. Section 4 presents the conclusions.

II. Methods

 The methodology of the study is mixed and of two phases whose 
purposes are adjusted to the objectives of the study.
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A. Phase 1
We propose to start with a documentary methodology using a 

qualitative-quantitative approach. The purpose of this phase is to 
review and understand the work done by other authors regarding the 
iconifying of Articles 13 and 14, both in general and specifically for 
Learning Analytics. For this purpose, we designed a basic systematic 
literature review (SLR) [35], [36] using Web of Science and Scopus as 
database indexes. However, we begin with a mapping of the context 
before delving into the review itself. These are the mapping questions:

• MQ1. How many domain-related studies have been published in 
the last six years?

• MQ2. In which media have the articles been published?
• MQ3. Are there authors in common among the selected articles?

We aim to answer the following research question:

• RQ1. What kind of icons has been created related to GDPR?
• RQ2. What icons have been created related to analytical actions?

The answer to these questions will help understand how many 
Learning Analytics actions have been iconified and if there are any 
that remain to be defined.

We establish the following inclusion criteria for the search of 
manuscripts:

• (IC1) The results must be scientific publications.
• (IC2) The results must contain icons related to legal aspects 

defined in the GDPR.
• (IC3) The results can refer to icons related to Learning Analytics 

processes.
• (IC4) Results must be published before the enactment of the GDPR.
• (IC5) The language of the results must be in English or Spanish.
• (IC6) The results must be published in scientific conferences or 

journals without the need for impact.
• (IC7) The results must have been published through a peer-review 

process (double-blind).

We establish the following exclusion criteria for the search of 
manuscripts:

• (EC1) The results are not scientific publications.
• (EC2) The results do not contain icons related to legal aspects 

defined in the GDPR.
• (EC2) The language of the results is different to English and 

Spanish.
• (EC3) The results are not published in scientific conferences or 

journals (with or without impact).
• (EC4) The results are not published through a peer-review process 

(double-blind).

We define database-related search strings for each database index as:

• Web of Science: “GDPR icon*”

• Scopus: TITLE-ABS-KEY ( gdpr  AND icons )

We conduct the SLR regarding the PRISMA declaration . Thus, the 
flow of information through the different phases of the systematic 
review is shown in the flow diagram available in Fig. 1.

The search returns only 12 results. Only 6 are considered valid after 
removing duplicates and non-GDPR nor icons related.

In response to MQ1, six related articles have been published in the 
last six years, one in 2017, one in 2018, one in 2019, two in 2020, and 
one in 2021. In response to MQ2, two articles have been published in a 
scientific journal and 4 have been published in scientific conferences. 
In response to MQ3, the authors who publish these works are 
represented in Table I, with Rossi and Palmirani being the most active 
and repeated actors in the works found:

TABLE I. Authors

Author Nº of papers found Reference
Rossi, A. 5 [38]–[42]

Palmirani, M. 4 [38]–[40], [42]
Lenzini, G. 1 [41]
Martoni, M. 1 [40]
Hagan, M. 1 [40]
de Jong, S. 1 [43]

Spagnuelo, D. 1 [43]

Reading the six references allows answering RQ1 and RQ2 in terms 
of classification of icons related to the GPDR and Learning Analytics. 
From the scientific literature found, we extract that some authors have 
based their work on different proposals for iconified representations, 
including some before the enactment of the RGPD. Jong and Spagnuelo 
[43] classified icons into two main groups, dividing them into many 
subcategories:

• Data collection: personal data, sensitive data, sharing with third 
parties, data security, and data retention.

• Processing purposes: privacy settings, policy changes, legal 
obligations, user tracking, and profiling.

JJong and Spagnuelo are not the only ones to create icon taxonomies 
related to data privacy. Rosi and Palmirani [38]–[42] also classified 
icons but in multiple categories, being their taxonomy the most 
complete and exhaustive work among all the search results, which 
even considers proposals before the enactment of GDPR:

• Types of data: processed data, inferred data, etc.

• Functions of the agents: owner of the data, data controller, etc.

• Processing operations: copy, transfer of data outside the EU, etc.

• Rights of the interested parties: the right of deletion, the right of 
rectification, etc.

• Processing purposes: statistical purposes, research purposes, 
security purposes, service provision purposes, and service 
improvement purposes.

• Legal bases: consent, contract, legal obligation, etc.

Despite the above, not all authors equally agree about using icons 
to complement the information for data subjects. Institutions that 
use icons or other nuances to facilitate self-determined choices must 
consider associated risks. The data subjects must accept the terms 
and conditions of the services once they are fully informed; therefore, 
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Fig. 1.  PRISMA’s flow diagram of the SLR conducted. 
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consent must be informed. However, as Efroni et al. [44] state, “the 
process of giving consent is often uninformed and does not encourage 
self-determination”; and continues that “one of the key reasons for 
the lack of informed consent is that users do not adequately assess 
or even recognize the risks (or the possible negative consequences) 
involved in the treatment of your data”. The risk-based approach in 
the design of "privacy icons" as stated by Efroni et al. must consider 
both individual and societal risks. Consequently, there is a disparity 
of opinions regarding whether the icons are complementary tools 
enough to allow a self-determined choice before consent, or additional 
ones are required to fulfill this task.

Despite the legal connotations of the GDPR regarding the use of 
icons and the efforts made by different authors, the current proposals 
for the representation of Articles 13 and 14 in icons (Privacy Icons as 
established by Efroni et al.) do not represent some of the "processing 
purposes" of Learning Analytics. Rossi and Palmirani define a 
subcategory inside "processing purposes" as "statistical purposes". 
However, "statistical purposes" is a category too broad to fully 
inform the data subject about the treatment detail of his or her data 
in Learning Analytics processes. A Learning Analytics process in 
education refers, and not only, to the analytical treatment of student 
data, where different techniques and methods can be used, such as:

• Predictive Analytics

• Descriptive Analytics

• Diagnostic Analytics

• Prescriptive Analytics

• Machine Learning

• Deep Learning

• Big Data

• Artificial Intelligence

• Neural Networks

• …

These actions are only those related to data analysis. However, 
there are other related actions such as the use of cookies, the internal 
transfer of data between departments, the storage of data for a certain 
time, or the processing of data for a certain period which, in part, are 
already included in the studies found, but that in Learning Analytics 
require adaptations beyond the analytical purpose, due to their 
connotations of fragility and sensitive context.

We confirm with this literature review that the icons designed to 
date include the generalities identified in the GDPR. However, they 
do not reach all the actions derived from using Learning Analytics. 
For both legal and ethical reasons, it is necessary to expand the scope 
of the icons with new designs to provide the maximum amount and 
accuracy of information to students about data processing in specific 
situations and contexts of Learning Analytics.

B. Phase 2
The project aims to provide students with icons to 1) generate 

awareness and knowledge about data processing by academic 
institutions and 2) make decisions based on accurate information. 
As stated in the introduction, this awareness and decision-making 
are possible if visual and standardized information is delivered 
clear, quick to understand, and intuitive. Considering the latter, we 
establish a fundamental requirement for the design of standardized 
icons between the execution of the study: users must know what the 
icon intends to inform them with only their observation. After the 
subsequent results of the analysis, we found that fulfilling this task 
depends on the subjectivities and beliefs of the participants, thus 
making standardization difficult and almost an impossible task.

We follow a qualitative-quantitative methodology based on 
conducting surveys to achieve the objectives of this phase. These 
surveys are executed in an iterative process, considering each iteration 
as a stage that depends on the previous one.

1. Materials
The materials used to develop the methodology of this second 

phase are mainly research instruments based on questionnaires. 
These questionnaires aim to collect the participants’ perceptions 
regarding a series of icons associated with actions within Learning 
Analytics processes. Knowing the perception of the surveyed 
participants allows us to accept or discard icon designs considering 
consensus among responses.

Considering the iterative methodology, at each stage, one or more 
of these actions are performed:

• Survey the participants using multiple, open-ended, or drawing 
questions.

• Modify or create icons after analyzing the survey results.

• Create a new questionnaire from the new icons.

In the first iteration, we start with icons designed considering the 
results of the literature review carried out in phase 1. At the end of each 
stage of phase 2 and after analyzing the results, we create new icons 
or adapt those presented in the questionnaires. The questionnaires are 
made up of questions such as:

• Multiple answers. The question presents an icon, and participants 
must choose between five answers.

• Open-text answer. The question presents an icon, and participants 
must explain what the icon represents. Participants can indicate 
what modifications should be applied to make the icon clearer.

• Drawing response. The question shows an icon description, and 
participants must draw its graphic representation.

The resulting icons are presented in the following iterative stage. 
This cyclical methodology allows making changes justified by the 
participants’ perceptions in a user experience loop.

2. Participants
The population is considered representative as both teachers and 

students are surveyed. Both are mainly interested in the use and 
visualization of the icons. A total of 103 people make up the surveyed 
population. Considering numbers, 15 are professor-researchers, and 
88 are students. These amounts exceed the studies by Rossi and 
Palmirani, whose population sample is approximately 30 participants.

The project so far is divided into nine iterative stages:

• Stage 1: Creation of the first sketches. The population surveyed: 
15 professor-researchers from the authors’ research groups and 2 
university students.

• Stage 2: Changes in some of the designs of the first phase and 
the addition of new ones. The surveyed population: 2 university 
students.

• Stage 3: Questionnaire fulfilling to validate the icons created in the 
previous stage. The surveyed population: 10 students.

• Stage 4: Modification of the icons considering the results of the 
previous stage. Conduction of questionnaires to validate the 
modifications. The surveyed population: 12 students.

• Stage 5: Conducted a questionnaire in which students must draw 
icons based on a brief description. The objective is to acquire new 
design perspectives from the participants on some icons that pose 
problems of interpretation. The surveyed population: 15 students.

• Stage 6: Creation and modification of the icons obtained in the two 
previous phases.
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• Stage 7: Questionnaire fulfilling to validate the icons created in the 
previous stage. The surveyed population: 30 students.

• Stage 8: Creation and modification of the icons obtained in the 
previous stage. Completion of a questionnaire to validate the 
newly designed icons. The surveyed population: 19 students.

• Stage 9: Last modification of the icons obtained in the previous 
phase (pending validation).

C. Results
Each stage of the methodology yields a series of icons validated 

by questionnaires. We expose some of those resulting icons for every 
stage. At the end of this section, we show a summary table with all the 
last icons resulting from the work done.

1. Stage 1
Fig. 2 exposes the first icons designed for validation in stage 1. In 

this stage, the very first icons are validated. The data transfer icon 
has 100% of consensus among the surveyed participants, not being as 
this regarding the icon representing the analytical treatment of data. 
The icons about predictive and prescriptive analytics icons needed 
iterative design changes to get interpretable.

Fig. 2. First icons represent the collection of open and anonymized user data, 
no data collection, data transfer of any kind, and two variants of descriptive, 
prescriptive, and predictive data analysis using a magnifying glass and a 
crystal ball. 

2. Stage 2
Fig. 3 shows some of the icons’ modifications in stage 1 after 

surveying the participants. In this stage, the shape that identify a user 
is filled in black, and the document icon begins to be used to design 
icons regarding data collection.

NEW

OLD

Non-personal information

NEW

OLD

MetadataPersonal information

OLD

NEW

Fig. 3.  Icons that identify the collection of “personal information”, “non-
personal information”, and “metadata”. 

3. Stage 3
Fig. 4 shows the designs elaborated after analyzing the results of 

the stage 2 survey. Those icons regarding data storage are designed 
considering a period. Numbers are added to the icons to identify the 
duration of data stored or treated.

NEW

NEW

Treatment during 4 years

Storage during 4 years

OLD

OLD

4 Y 4 Y

4 Y

Fig. 4. Icons that identify, in this order, “data storage for 4 years” and “data 
treatment for 4 years”.

4. Stage 4
Fig. 5 shows some of the (re)designed icons considering the 

results of the stage 3 survey. Changes to icons regarding analytical 
processing of data are made, where a magnifying glass is used instead 
of a crystal ball.

OLD

NEW

OLD

NEW

OLD

NEW

OLD

NEW

Fig. 5. Icons that identify, in this order, “descriptive analytics, “diagnostic 
analytics”, “predictive analytics”, and “prescriptive analytics”. 

5. Stage 5
Due to the inconclusive results, we ask the participants to 

draw a graphic representation of the icons. Fig. 6, Fig. 7, and Fig. 
8 show some examples of the drawings made by the participants. 
Depending on the icon the results are more consistent, but others 
have pronounced differences.

6. Stage 6
Fig. 9 and Fig. 10 present the evolution of some icons between stages 

5 and 6. Magnifying glasses are forgotten, and new icons are designed 
based on a collage. The collage idea is considered after analyzing the 
icons drawn by users.

7. Stage 7
Fig. 11 presents the evolution of some icons between stages 6 and 

7. The idea of a crystal ball returns and icons are redesigned. The 
shape that identifies a document is used as the base for the icons that 
represent data analysis.
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Fig. 6.  Icons that identify “data encryption” drawn by participants.

Fig. 7.  Icons that identify “metadata collection” drawn by participants. 

Fig. 8.  Icons that identify “descriptive analytics” drawn by participants.

OLD

NEW

OLD

NEW

OLD

NEW

OLD

NEW

Descriptive analytics Diagnostic analytics Predictive analytics Prescriptive analytics

? ?
VS

i ?

Fig. 9. Icons that identify, in this order, “descriptive analytics, “diagnostic 
analytics”, “predictive analytics”, and “prescriptive analytics”.

OLD

NEW

OLD

NEW

OLD

NEW

 Y

###

****

Fig. 10.  Icons that identify the collection of “metadata collection”, “data 
encryption”, and “data storage for years”. 

8. Stage 7
Fig. 11 presents the evolution of some icons between stages 6 and 

7. The idea of a crystal ball returns and icons are redesigned. The 
shape that identifies a document is used as the base for the icons that 
represent data analysis.

OLD

NEW

OLD

NEW

OLD

NEW

OLD

NEW

Descriptive analytics Diagnostic analytics Predictive analytics Prescriptive analytics

? ?
VS

i ?

Fig. 11.  Icons that identify, in this order, “descriptive analytics, “diagnostic 
analytics”, “predictive analytics”, and “prescriptive analytics”. 

9. Stage 8
Fig. 12 and Fig. 13 present the evolution of some icons between 

stages 7 and 8. In general, the use of a shape that identifies a document 
facilitates the comprehension of the icon regarding data collection or 
treatment. The icon identifying the collection of metadata needs to be 
redesigned and the tag shape is used to identify “other data” of users.
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OLD

NEW

OLD

NEW

OLD

NEW

OLD

NEW

Descriptive analytics Diagnostic analytics Predictive analytics Prescriptive analytics

Fig. 12. Icons that identify the evolution of “descriptive analytics, “diagnostic 
analytics”, “predictive analytics”, and “prescriptive analytics”.

OLD

NEW

OLD

NEW

d

d

<meta>

Fig. 13. Icons that identify, in this order, “metadata collection” and “data 
storage for days”. 

10. Stage 9
In this stage, we show resulting icons throughout the execution of 

the project using categories proposed by Jong and Spagnuelo, and Rosi 
and Palmirani (data collection, data storage, and processing operations). 
However, this is an approach that we consider not definitive and 
in which we are working to receive more feedback from students. 
For instance, there is no consensus in icons regarding “predictive 
analytics”, where Fig. 14 shows both proposals being validated. The 
same happens with “cache technics”, where the type of graphics inside 
icons seems to generate divergence, as shown in Fig. 15.

Fig. 14.  Icons that identify “predictive analytics”. 

Fig. 15.  Icons that identify “cache technics”. 

The icons extracted so far related to Learning Analytics processes 
are available in Table II and Table III, where its actions representation 
regarding data collection, data storage, and processing operations 
are exposed:

• Data is encrypted. Data encryption during data collection or 
storage.

• Data is anonymized. Anonymization of data during data collection 
or storage.

• Data is pseudonymized. Pseudonymization of data during data 
collection or storage.

• Personal information. Data collected or stored can identify data 
subjects.

• Metadata. Metadata collected or stored where metadata could be 
any non-personal data.

• Cookies. Use of web browser cookies.

• Cache technics. Use any cache technic in user devices (such as 
browser database), servers, or cloud computing.

• Storage for second(s), minute(s), hour(s), day(s), month(s), or 
year(s). Data storage of any kind for an estimated period.

• Descriptive analytics. Automated or manual descriptive data 
analytics approaches.

• Diagnostic analytics. Automated or manual diagnostic data 
analytics approaches.

• Predictive analytics. Automated or manual predictive data 
analytics approaches.

• Prescriptive analytics. Automated or manual prescriptive data 
analytics approaches.

• Data transfer to third parties. Data transfer outside the institution 
both in the European space or another accepted country outside 
European space.

• Internal data transfer. Data transfer inside the academic institution, 
such as between departments.

• Data treatment for second(s), minute(s), hour(s), day(s), month(s), 
or year(s). Data treatment of any kind for an estimated period. 
It differs from data storage, due data can be stored longer than 
treated, or vice versa.

For the “data collection” and “data storage” categories, 14 icons 
have been accepted by participants and are shown in Table II.

For “processing operations”, 12 icons have been designed and 
validated by participants and shown in Table III.

D. Discussion
Designing, validating, and adapting icons that report data 

processing in Learning Analytics processes is an arduous task. After 
eight iterations, there is still a long way to go. The results obtained are 
very encouraging, and the icons achieved can be almost considered 
definitive. However, resulting icons will be subject to change as the 
laws and the GDPR are constantly evolving. Thus, this project will 
continue iterating icon designs to adapt to future law considerations.

After the collection and analysis of the results throughout the eight 
iterations, we affirm that:

1. It is very complex to create an icon that the affected subject knows 
what it is referring to just by viewing it. In this sense, it is necessary 
to accompany the icons with descriptive text with all the details to 
facilitate the comprehension of how the data will be treated.

2. It is possible to create icons that identify specific tasks and types 
of data analysis. Despite the difficulties expressed in the previous 
point, some icons show a 100% agreement among population 
responses; in other cases, the population agrees in 80%-95%. These 
results indicate that the affected subjects can extract the general 
purpose of the icon, generating enough interest to end up reading 
the informative texts that accompany them if detail is needed. 
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We have found limitations throughout the execution of the 
project. The most important has been the COVID-19 pandemic. 
This project started in the 2019-2020 academic year. However, the 

COVID-19 pandemic stopped the project until we restarted it in the 
2020-2021 academic year. Another limitation is the data subject’s 
perception regarding legal terms, data processing, and Learning 
Analytics. These subjective perceptions lengthened the execution 
period of the project since there was not much consensus on the 
answers in the first icons iterations. Until the sixth iteration, the 
redesigns were focused on creating as much consensus as possible. 
Afterward, we focused on enhancing the details of the icons to 
improve the accuracy of meaning.

The delay in achieving the first objective implies that we could 
partially complete the second objective. We have begun to develop 
and move towards its achievement. In this sense, we present in Fig. 

TABLE II. Icons Relative to Data Collection & Storage

Icon description Icon image

Data is encrypted

****

Data is anonymized

?
Data is pseudonymized

?

Data is non-anonymized

Personal information

Metadata

<meta>

Cookies

Cache technics

Storage for second(s), minute(s), 
hour(s), day(s), month(s), or 
year(s)

S
   

m

h
   

d

M
   

Y

TABLE III. Icons Relative to Processing Operations

Icon description Icon image

Descriptive analytics

Diagnostic analytics

Predictive analytics

Prescriptive analytics

Data transfer to third parties

Internal data transfer

Data treatment for second(s), 
minute(s), hour(s), day(s), 
month(s), or year(s)

s

  

m

 

h

   

d

M

   

Y
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16, Fig. 17, and Fig. 18 the screens of the web application as a platform 
to facilitate anyone to easily create icons regarding data treatment of 
students in Learning Analytics processes. The platform allows icons 
to be grouped into a single image linked to an informative space 
displaying its meaning regarding the educational context of data 
processing. Considering the Article 12.7 of the GDPR, each image will 
be accompanied by a JSON file so icons can be machine-readable.

E. Conclusion
The GDPR provides the possibility to accompany the information 

provided to the data subjects identified in articles 12, 13, and 14 
and recital 60 with icons that can "provide in an easily visible, 
intelligible and legible manner, a meaningful overview of the intended 
processing" [34]. Different works before the enactment of GDPR and 
some after identifying categories and subcategories related to data 
collection, purposes of the processing, types of data, functions of 
agents, processing operations, rights of data subjects, purposes of the 
processing, the legal bases.

The icons resulting from these works identify different aspects of 
data processing indicated in the GDPR. However, they do not cover 
the full range of possibilities in other contexts where data is processed 
constantly in different manners. This is the case in the educational 
context, where analytical processes such as Learning Analytics are 
applied. Learning Analytics is an approach in which confidential 
student data is processed, generating profiles and aggregated data. 
According to the GDPR, students must be well informed, even before 
enrolling in any academic course.

Our work aims to generate a series of icons, which, complemented 
with the work of other authors, cover specific aspects of Learning 
Analytics. In this way, we hope to facilitate the understanding of 
the treatment of student data, considering the peculiarities of each 
educational institution. In the manuscript, we present a two-folded 
methodology. On the one hand, a documental methodology based 
on a systematic literature review with very limited results. These 
very limited results indicate that there is an open field for research, 
especially when regulations in Europe are susceptible to recurrent 
changes in terms of privacy. On the other hand, the qualitative-
quantitative methodology used in the design of icons for the 
information students' data treatment in Learning Analytics processes. 
Participants are part of the academic field, in specific teachers and 
students; we used questionnaires to collect participants' perceptions to 
validate icons. We present all the icons generated in the results of the 
applied methodology. However, the surveyed population is Spanish, 
and in the following iterations, we will consider participants from 
other European countries. 

As a second objective, we set the development of a platform to 
facilitate the integration of icons in any VLE. This platform will allow 
the creation of grouped informative icons linked to an explanatory text. 
This text is personalized considering the context of data processing 
-descriptive analyzes can be conducted in one course and predictive 
analyzes in another-. The platform is currently in development. Thus, 
the second objective is not accomplished. However, we present screens 
to appreciate some characteristics and functionalities.

Future work focuses on two phases. First, finish the Learning 
Analytics Icons platform. Second, extend participation from other 
countries. Subjectivities of participants are associated with cultural 
implications. Icons designed should be tested in countries different 
from Spain to create standard icons or adapted ones to the countries if 
participants’ consensus is very divergent.
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Fig. 18.  The platform allows showing extended text for data treatment details. 

Fig. 17.  The platform allows choosing what data treatment will be conducted. 

Fig. 16.  The platform facilitates the creation of grouped icons with a 
questionnaire. 
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