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Abstract—In the healthcare network, the Internet of Things

(IoT) devices are connected to the network for enabling remote 

monitoring of patients’ health. IoT device security, however, is a 

serious concern because typical security measures might not be 

appropriate for IoT devices, making them naturally vulnerable to 

physical and copying attacks. Therefore, device authentication is 

a very essential security concern for IoT networks. Additionally, 

the storage and processing power of these devices are 

constrained. To address all these requirements, Physically 

Unclonable Functions (PUFs) for device authentication is a 

potential strategy. In this paper, an advanced lightweight 

authentication scheme for IoT devices is proposed by using PUF. 

This scheme provides robust authentication without storing any 

sensitive information on the device’s memory and establishes the 

session key exchange process simultaneously. Moreover, this 

scheme preserves device privacy by including a temporary 

identity, which is updated at the end of each session. The 

effectiveness of this novel model is assessed, and results 

demonstrate that it is more effective and secure than many 

existing schemes. 

Index Terms— Untracebility, Key Agreement, Anonymity, PUF. 

I. INTRODUCTION

HE Internet of Things (IoT) has recently become one of 

the most popular research topics in both industry and 

academia. IoT refers to a network of objects, such as 

sensors, actuators, embedded technology, and smartphones, 

which are connected by Internet connections. Nowadays, IoT 

devices are being used by households, workplaces, major 

corporations, etc., to have network connectivity and to 

exchange data. One of the numerous applications of IoT is the 

smart home, which uses IoT along with machine learning 

techniques to get cost-efficient solutions for energy 

management with great accuracy [1]. Intelligent transportation 

system is another application that uses this technology for 

traffic management and sustainable transportation planning 
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[2]. IoT is also extensively being used in the healthcare 

domain as well as in the agricultural domain and 

environmental ecosystems for digital monitoring [3, 4].  

However, connecting these devices to the cloud raises data 

security risks and makes it possible for any unauthorized user to 

access data available on an IoT network. The implementation of 

IoT devices on a greater scale also causes many security attacks 

on both physical and network levels [5]. For example, if an 

attacker is able to access the devices, s/he can perform a variety 

of physical attacks to learn the secrets stored in devices and 

corrupt both devices and the system as a whole. IoT devices are 

vulnerable to cyberattacks as they lack strong security protocols 

because of their limited resources to process complex 

operations. Therefore, while deploying IoT devices on a 

healthcare network, it is crucial to take security and privacy 

requirements and problems into account. Different facets of 

security for IoT applications have been studied by researchers. 

Yet, IoT devices have significant challenges in maintaining data 

security and privacy due to device heterogeneity, resource-

constrained nature, etc. To solve these security issues in an IoT-

enabled healthcare network, numerous studies have designed 

and deployed effective solutions based on digital certification, 

access control, and authentication [6]. In [7], one lightweight 

protocol for user authentication is proposed by using 

cryptographic operations and biometric information. A mutual 

authentication scheme is suggested in [8] for a heterogeneous 

IoT environment. This scheme maintains user privacy by 

providing anonymity, and it cannot resist security attacks like 

impersonation attacks. Although conventional authentication 

methods are considered as secure, an attacker can use a variety 

of physical attacks to fraudulently capture the data stored on 

an IoT device [9]. Here, a two-factor authentication system 

can solve the aforementioned issues by ensuring layered 

defense, thus, making it more difficult for unauthorized users 

to access IoT devices [10]. 

In the above context, the PUF is one of the most 

dependable and robust security functions used to secure IoT 

devices [11]. PUFs are designed based on digital logic and 

Integrated Circuits (ICs) are acknowledged as a promising 

primitive for hardware security. They are hardware modules 

that operate as one-way operations. It is difficult to replicate 

these operations since they provide different outputs for the 

same inputs [12]. The PUFs are very helpful for enhancing 

security in devices that cannot support complicated 
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cryptographic operations. As a result, they are quite beneficial 

in IoT networks with limited resources. The PUF can be 

carefully embedded inside the IoT device to make it 

unclonable and uniquely identifiable. In an area like the 

healthcare sector, IoT technology is extensively being used for 

both pre and post-operational monitoring, medication, and 

medical alerting. Here, PUF-based security can provide 

privacy and authorized access to patient data. PUF-based 

authentication can support some factors, such as fingerprints 

or biometrics along with generic authentication factors like 

passwords and tokens [13]. In [14], a PUF-based lightweight 

mutual authentication protocol is designed for IoT 

applications. The authors have implemented and analyzed the 

performance of this scheme in terms of energy, memory, and 

power utilization. Another PUF-based mutual authentication 

protocol is proposed in [15] for IoT systems. Here, the IoT 

device only uses PUF and does not use secret keys for the 

authentication process. However, these schemes cannot ensure 

the privacy of IoT devices. To solve the privacy issue, one 

two-factor lightweight authentication scheme using PUF is 

proposed in [16] that preserves the privacy of IoT devices. 

However, PUF-based authentication protocols are often 

vulnerable to many security threats like message tampering, 

mutual authentication threat, key-agreement attacks, physical 

and side-channel attack, impersonation attacks, etc. Till date, 

many PUF-based protocols are proposed and validated using 

various logical methods to address these issues and to protect 

IoT devices. As IoT devices in a healthcare system generate 

critical and sensitive data, it requires security mechanisms in 

order to maintain the anonymity and privacy of its user or 

patients.  

To address all the above-mentioned issues, a lightweight 

and privacy-preserving authentication scheme for the IoT-

based healthcare environment is proposed in this paper. Here, 

the pseudonym identity of each device is generated by using 

random integers and PUF outputs are used for authentication 

purposes. PUFs provide a distinctive hardware fingerprint to 

the devices by taking advantage of the natural random changes 

present in an integrated circuit. As a result, the proposed work 

is anonymous and safe against user identity profiling attacks. 

Below are the main contributions of this work: 

1) This work presents a lightweight device authentication
scheme by using PUFs to provide security to the data in

healthcare systems.

2) It provides privacy-preserving, anonymous identity and

untraceability to the devices, and enables devices to

authenticate themselves without revealing their details.

3) Here, at the end of each communication, this protocol

updates its credentials, as well as anonymous identities,

which improves data security against cyberattacks.

The rest of the paper is organized as follows. Related works 

and preliminary studies are presented in sections II and III. 

Sections IV and V present the overview and the construction 

of the proposed scheme, respectively. Sections VI and VII 

discuss the security and performance analysis of the proposed 

technique, respectively. Finally, the entire work is concluded 

with future works in section VIII. 

II. RELATED WORKS

In the literature, some works related to the proposed work 

are proposed to authenticate and generate a session key for 

protecting data. In [17], one authentication scheme is proposed 

for low-power mobile devices. This scheme is susceptible to 

password brute-force attacks due to the lack of fundamental 

security requirements. Masud et al. [18] have proposed a 

lightweight mutual authentication scheme to create a secure 

channel between the device and the user. Although this secure 

channel between the user and device prevents unauthorized 

users from getting access to network data, this scheme cannot 

resist attacks like device capture attacks. Another 

authentication scheme for network nodes based on biometric 

data is proposed by Koya et al. [19]. This gives better security 

by combining the patient’s electrocardiogram signals with the 

authentication protocol. However, this scheme faces 

untraceability and key-escrow issues. This scheme is 

improved by Gupta et al. [20] by including an anonymous 

authentication and key agreement technique. Still, scalability 

issues exist in the scheme of Gupta et al. [20] because of high 

communication and computation overheads. Also, there exist 

many schemes based on mutual authentication [21-23]. 

Many Radio Frequency Identification (RFID) systems and 

wireless sensor networks use PUFs to achieve secure 

authentication methods [24]. A double PUF-based RFID 

identity authentication protocol is proposed by Liang et al. 

[25]. This scheme is vulnerable to denial-of-service attacks 

because the messages in this scheme are not authenticated. 

Alladi et al. [26] have designed a mutual authentication 

scheme using the Challenge Response Pair (CRP) of the PUF 

for IoT-enabled healthcare systems. It is a two-phase 

authentication process to increase physical security against 

node tampering and node replacement attacks in the healthcare 

system. However, this scheme is vulnerable to many attacks as 

the CRPs are stored in the database of the device during the 

registration process. Another PUF-based authentication for the 

Internet of Medical Things (IoMT) is proposed by Yanambaka 

et al. [27]. In this scheme, both the server and the IoMTs are 

PUF-equipped and the gathered CRPs are stored in a third-

party database. However, the messages are not encrypted in 

this scheme, when they are exchanged between different 

entities. Due to this reason, this scheme is simple to undertake 

modeling attacks. Additionally, PUF response noise correction 

is not considered in this scheme. Another authentication and 

key agreement technique is suggested by Wang et al. [28] to 

ensure secure communication between IoT nodes. This is a 

PUF-based technique that uses lightweight cryptographic 

operations and the reverse fuzzy extractor to re-produce 

responses correctly in a noisy environment. However, the 

higher number of cryptographic processes used in this scheme 

increases overall computation time. Many PUF-based 

authentication schemes are also proposed by researchers that 

use computationally expensive public key cryptography [29-

32]. Most of these schemes do not provide the anonymity 

feature of IoT security protocol. Many other alternative mutual 
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communication channel. 𝒜 can perform the following queries: 

1) 𝑬𝒙𝒆𝒄𝒖𝒕𝒆_𝑬𝒗𝒔(): 𝒜 can eavesdrop over the 

communication channel between a device and the CS to 

get all the messages exchanged by executing this query.   

2) 𝑺𝒆𝒏𝒅_𝑴𝒔𝒈(): By executing this query, 𝒜 can send

messages to a device and the CS, and can also receive a

reply from them.

3) 𝑪𝒂𝒑𝒕𝒖𝒓𝒆_𝑷𝒂𝒓(): 𝒜 can execute 𝐶𝑎𝑝𝑡𝑢𝑟𝑒_𝑃𝑎𝑟() query

to capture all the parameters stored in the device and

CS’s memory. However, 𝒜 can execute only a limited

number of 𝐶𝑎𝑝𝑡𝑢𝑟𝑒_𝑃𝑎𝑟() query.

4) 𝑹𝒆𝒗𝒆𝒂𝒍(): 𝒜 runs this query to reveal the secrets stored

in the device’s memory using a physical attack.

Considering 𝑆 is the event, where 𝒜 wins a game, then, 

𝒜’s advantage to break ALPAS is 𝐴𝑑𝑣𝒜 = |2𝑃𝑟𝑜𝑏(𝑆) − 1|.
If 𝐴𝑑𝑣𝒜 ≤ 𝜀, ALPAS is secure, where 𝜀 > 0.

Lemma 1. The output of a PUF cannot be guessed. 

Proof. According to [29], a PUF cannot be replicated and it 
generates unique responses. A PUF produces a response of n 

bits for a challenge of m bits such that {0,1}𝑚 → {0,1}𝑛. A 

security game between an adversary and challenger can be 

performed as follows. 𝒜 can send a query to the PUF using 

challenge polynomial times. At first, 𝒜 sends a challenge 𝐶ℎ𝑖 

to ∁. ∁ reveals 𝑅𝑠𝑖 as PUF(𝐶ℎ𝑖) to 𝒜 and sends another 

challenge 𝐶ℎ𝑖+1 to get  𝑅𝑠𝑖+1 as PUF(𝐶ℎ𝑖+1). Then, the 

adversary 𝒜 wins the game, if its guess response 𝑅𝑠′
𝑖 for 𝐶ℎ𝑖

is the same as 𝑅𝑠𝑖. This indicates 𝒜’s advantage in this game 

is 𝐴𝑑𝑣𝒜
𝑝𝑢𝑓

= Pr [𝑅𝑠𝑖 = 𝑅𝑠′
𝑖]. 𝒜 can only guess the output of a

PUF to a given challenge. Therefore, 𝐴𝑑𝑣𝒜
𝑝𝑢𝑓

=
1

2𝑛. 

Lemma 2. The secrets used in ALPAS cannot be revealed 

by the Reveal oracle. The temporary identities of devices also 

cannot be correlated by the Reveal oracle. 

Proof: In ALPAS, IoT devices do not store any secret or 

sensitive data in their local memory. The device stores only its 

𝒯𝒾𝒹 , 𝒟𝒾𝒹, and 𝐶ℎ. According to the assumptions in the threat

model [40], 𝒜 cannot get 𝑅𝑠 by using 𝐶ℎ or invoking the 

Reveal oracle. Initially, the temporary identity 𝒯𝒾𝒹  of a device

is calculated as 𝐻(𝒟𝒾𝒹||𝓂𝑘), which is updated at each new

round. Each 𝒯𝒾𝒹  is therefore only valid for a single session. As

a result, 𝒜 cannot correlate the temporary identities unless 𝒜 

is able to receive the secret response, which is impossible. In 

this case, 𝒜’s advantage is 𝐴𝑑𝑣𝒜
𝒯𝒾𝒹 = 𝑃𝑟[𝐶𝑜𝑟𝑟(𝒯𝒾𝒹 , 𝒯𝒾𝒹

𝑛𝑒𝑤) ≠

0] ≈ 0, where 𝐶𝑜𝑟𝑟 is the correlation coefficient.

Theorem 1. Mutual Authentication: This protocol can be 

successfully executed between the device and the CS only if 

both entities are legitimate. 

Proof: By impersonating an authentic device, 𝒜 can try to 

establish authentication with the server. To simulate this 

attack, a security game between 𝒜 and ∁ can be performed as 

follows. Initially, to perform the proposed authentication with 

the CS, ∁ selects any legitimate device, namely 𝒟∗. 𝒜 can 

send a polynomial number of query requests to the CS and 𝒟∗. 

𝒜 attempts to authenticate itself as a valid device to the CS. If 

𝒜 successfully completes the authentication step of ALPAS, 

𝒜 wins the game. If 𝒜 is able to produce the third integrity 

checker ℋ3 = 𝐻(𝒯𝒾𝒹
𝑛𝑒𝑤||𝑆𝐾||𝑇𝑠), only then, it can properly

authenticate itself. 𝒜 can try to reveal ℛ𝑠 embedded within 

the 𝑆𝐾. Suppose 𝒜 is able to reveal 𝑛′ bits of ℛ𝑠, where 𝑛′ <

𝑛. Then, the advantage 𝐴𝑑𝑣𝒜
ℛ𝑠 = 𝑃𝑟 [𝑅𝑠𝑖 = 𝑅𝑠′

𝑖] is
1

2𝑛−𝑛′. 

Therefore, 𝒜’s advantage of the successful authentication 

process with the CS is 𝐴𝑑𝑣𝒜
𝐴𝑢𝑡ℎ = 𝑃 𝑟[𝑅𝑠𝑖 = 𝑅𝑠′

𝑖] − 𝐴𝑑𝑣𝒜
𝑝𝑢𝑓

. 

However, 𝒜 can only randomly guess ℛ𝑠, i.e., 𝑛′ = 0 by 

Lemmas 1 and 2 and 𝑃 𝑟[𝑅𝑠𝑖 = 𝑅𝑠′
𝑖] =

1

2𝑛. So, 𝐴𝑑𝑣𝒜
𝐴𝑢𝑡ℎ =

𝑃 𝑟[𝑅𝑠𝑖 = 𝑅𝑠′
𝑖] − 𝐴𝑑𝑣𝒜

𝑝𝑢𝑓
= 0. 

Theorem 2. Privacy: The proposed ALPAS maintains the 

anonymity of the device. 

Proof: The ALPAS protocol is said to be untraceable if 𝒜 

cannot correlate two executions of ALPAS by the same 𝒟∗ 

with the CS. The following security game can be used to 

analyze this attack. Initially, to perform the proposed scheme 

with the CS, ∁ selects two valid devices 𝒟∗ and 𝒟∗∗. 𝒜 can 

send polynomial numbers of query requests to the CS and 

devices 𝒟∗and 𝒟∗∗. Then, ∁ selects one of the device’s 

identity 𝒟𝒾𝒹 randomly. 𝒜 sends a query to the CS and 𝒟𝒾𝒹

polynomial times. Then, 𝒜 guesses the identity 𝒟𝒾𝒹∗. Now, if

𝒟𝒾𝒹∗==𝒟𝒾𝒹, 𝒜 wins the game.

Here, 𝒜’s advantage of guessing 𝒟𝒾𝒹∗ successfully can be

presented as 𝐴𝑑𝑣𝒜
𝑝𝑟𝑖1

= 2 ∗ (Pr [𝒟𝒾𝒹∗=𝒟𝒾𝒹] −
1

2
). As IoTD’s 

𝒯𝒾𝒹s cannot be correlated, 𝒜’s advantage of correlating 𝒯𝒾𝒹

can be presented as 𝐴𝑑𝑣𝒜
𝑝𝑟𝑖2

= Pr [𝑐𝑜𝑟𝑟(𝒯𝒾𝒹 , 𝒯𝒾𝒹
𝑛𝑒𝑤) ≠ 0].

𝒜’s advantage of winning this game can be presented as 

𝐴𝑑𝑣𝒜
𝑝𝑟𝑖

= 𝐴𝑑𝑣𝒜
𝑝𝑟𝑖1

+ 𝐴𝑑𝑣𝒜
𝑝𝑟𝑖2

- 𝐴𝑑𝑣𝒜
𝑝𝑟𝑖1

× 𝐴𝑑𝑣𝒜
𝑝𝑟𝑖2

. If 𝒜
guesses 𝒟𝒾𝒹∗ randomly, then, s/he has no advantage. By

Lemmas 1 and 2, it can be concluded that 𝐴𝑑𝑣𝒜
𝑝𝑟𝑖

= 0. 

B. Informal Analysis

To analyze ALPAS informally, a few attack scenarios are

considered in this paper. 

1) Replay Attack: Since a valid timestamp is assigned to each
transmitted message, even if an attacker replays old

messages, it cannot counterfeit the current transmitted

message. Furthermore, every parameter, including the

temporary identity of devices is updated after every new

session. As a result, replay attacks are successfully

avoided. In this context, to detect replay attacks,

maintaining the freshness of each exchanged message is an

important requirement. To fulfill this requirement, the

ALPAS uses the timestamp concept, and also, allows the

entities to use different credentials during different

sessions, which is done via the credential update phase.

2) Message Analysis Attack: In Message Analysis attacks, an

attacker tries to intercept the transmitted information

between the communication entities. Despite the

possibility of intercepting authentication communications,

in the ALPAS technique, secret keys, session keys, and

responses are private and inaccessible to an attacker. This
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is accomplished by not keeping the transferred messages 

locally, but, encrypting and hashing them. 

3) DOS Attack:  In DOS attacks, a device is targeted by an

attacker to temporarily or permanently interrupt its

functionality by overloading it with service requests. In
ALPAS, only two entities are present, namely CS and

IoTD. On the CS’s side, DOS attacks are unfeasible

because of the server's high computing capabilities.

Therefore, only the device is considered for this attack.

The device verifies the integrity of each message after

receiving any message. Due to the secret key contained in

each integrity checker message, the possibility of random

guessing of the hash values to pass the verification

procedure is very less. The DoS attack is therefore

impractical in ALPAS.

4) Physical Attack: In the proposed model, IoT devices do

not keep any secret or sensitive data in their local memory.
Additionally, in the system model, one assumption is that

the communication between the PUF IC and the device is

secure. Therefore, if an adversary gets a device, ALPAS is

secure against physical attacks.

C. Formal Verification

Fig. 6. Summary produced by the AVISPA tool’s two back 

ends (OFMC and CL-AtSe) 

In this section, the proposed protocol is simulated using the 

widely used protocol security analysis and verification tool 

AVISPA (Automated Validation of Internet Security Protocols 

and Applications). There are four back-ends (OFMC, CL-

AtSe, SATMC, and TA4SP) integrated into AVISPA to create 

a single platform for protocol verification. To define the roles 

and goals of the proposed protocol, AVISPA uses the formal 

language HLPSL (High-Level Protocol Specification 

Language). The backends cannot directly detect HLPSL, 

therefore, it is converted into Intermediate Format (IF) using 

the platform’s HLPSL2IF translator. Then, the IF is directly 

built and executed in backends to verify the protocol’s 

security.Two different entities, namely device and central 

server, are included in the proposed protocol. As a result, two 

roles in AVISPA using the HLPSL specification are defined. 

The role definition codes contain corresponding operations, 

states, and parameters. The role of the session and 

environment are also considered. Fig. 6 depicts the output of 

CL-AtSe and OFMC backends. It indicates that ALPAS is

SAFE against many attacks, including MITM attacks, replay

attacks, and impersonation attacks, and the confidentiality of 

the session key is maintained.  

VII. PERFORMANCE ANALYSIS

The performance analysis of ALPAS is shown in this 

section in comparison to the relevant protocols [15, 16, 27, 28] 

in the literature. These protocols are based on some features, 

such as mutual authentication and error correction. Since 

SHA-2 is currently used in well-known security applications 

like Transport Layer Security (TLS) and Secure Sockets Layer 

(SSL), and a number of integrated circuits for commercial 

security, ALPAS is implemented by using SHA-2. 

Additionally, SHA-2 is easier and quicker to implement than 

SHA-3 since a wider range of hardware and software is 

supported by it. At first, the security properties are compared. 

Then, the storage requirement, computation, and 

communication complexities of ALPAS are assessed.  

A. Security Feature Comparison

Table II compares ALPAS’s security properties to various

existing schemes. The schemes proposed in [27, 28] do not 

provide anonymity and un-traceability properties. Similarly, 

the scheme [16] does not provide resistance to reply attacks. 

However, ALPAS has all of the properties mentioned in the 

table. 

B. Storage Requirement Comparison

The overall cost of storage of each entity in ALPAS is

determined based on the size of the parameters given in Table 

III. Table IV lists the cost of storage in ALPAS along with

other existing schemes. Each device stores {𝒯𝒾𝒹 , 𝐶ℎ, 𝐶ℎ𝑠} and

the CS stores {𝒟𝒾𝒹, 𝒯𝒾𝒹 , CRP} parameters for each device in

their memory. In Fig. 7, the total storage cost and the

individual storage costs for the CS and the device are shown.

C. Discussion on Experimental Results

In this section, the performance of ALPAS is evaluated in

terms of computational cost and communicational cost. 

1) Computation Cost: The computational cost of the

authentication process of ALPAS is computed by

executing a number of operations. The performance of
ALPAS is compared with the existing schemes by

considering the same conditions and operations. The basic

operations that are used in ALPAS and other related

schemes are hash, XOR, concatenation (||), PUF, and noise

correction. For cost evaluation, only PUF and hash

operations are considered since the other operations are

comparatively very less time-consuming. Table V

represents the time taken to execute each operation by

device and server. Then, the number of operations used in

the existing protocols and the proposed scheme is

compared, which is listed in Table VI. The computation
cost comparison is graphically represented in Fig. 8. It can

be seen that ALPAS uses comparatively less operations

than the other schemes, thus, the computation cost is

10𝐻𝑓+1𝑃𝑓. It is seen that ALPAS takes comparatively less

execution time than the other protocols.

This article has been accepted for publication in IEEE Internet of Things Journal. This is the author's version which has not been fully edited and 

content may change prior to final publication. Citation information: DOI 10.1109/JIOT.2023.3283347

Draf
t v

ers
ion



8 

TABLE II 

COMPARISONS OF SECURITY FEATURES 

Security Feature Aman et al. [15] Gope et al. [16] Yanambaka et al. [27] Wang et al. [28] Proposed Scheme 

Resistance to replay attack √ ˟ ˟ √ √ 

Anonymity √ √ ˟ ˟ √ 

Traceability √ √ ˟ ˟ √ 

PUF security ˟ √ √ ˟ √ 
Resistance to physical attack √ √ √ ˟ √ 
Noise consideration in PUF ˟ √ ˟ ˟ √ 

TABLE III 

SIZE OF THE PARAMETERS 
Parameter Length in Bits Parameter Length in Bits 

Secret keys 160 Timestamp 32 

Hash 256 Challenge 160 

Identity parameters 160 Response 160 

Random nonce 160 - - 

TABLE IV 

 STORAGE COST COMPARISON (BITS) 
Scheme Device CS 

[16] 1576 1792 

[28] 576 480 

Proposed scheme 420 1116 

Fig. 7. Storage cost in bits 

TABLE V 

RUNTIME OF EACH OPERATIONS IN MILLISECONDS 
Operation CS Device 

PUF - 0.14ms 

Hash 0.012ms 0.028ms 

XOR 0.003ms 0.005ms 

FE.Gen - 2.7ms 

Fe.Rec - 4.23ms 

TABLE VI 

 COMPARISON OF COMPUTATION COST

Scheme Device CS Total 

[16] 7𝐻𝑓+2𝑃𝑓 7𝐻𝑓 14𝐻𝑓+2𝑃𝑓

[28] 7𝐻𝑓+2𝑃𝑓 7𝐻𝑓 14𝐻𝑓+2𝑃𝑓

Proposed scheme 5𝐻𝑓+1𝑃𝑓 5𝐻𝑓 10𝐻𝑓+1𝑃𝑓

2) Communication Cost: Here, the communication cost

means the total number of bits sent and received

throughout the authentication procedure. The length of

each message being delivered is determined by using Table

III, which provides the size of the parameters used in these

messages. In Table VII, the communication costs of

ALPAS and the existing schemes are compared. This table

also shows the total number of messages sent and received

by the communicating entities, namely IoT device and CS. 

From Tables III and VII, it can be seen that the transmitted 

bits in ALPAS are 1504 bits that are less than [16] and 

[28].     

Fig. 8. Computation cost in time (ms) 

TABLE VII 

 COMPARISON OF COMMUNICATION COST

Scheme Total no. of Messages Total no. of Bits 

[16] 3 1568 

[28] 3 1568 

Proposed scheme 3 1504 

VIII. CONCLUSIONS AND FUTURE WORK

In this paper, a device-to-central server mutual 

authentication and key exchange protocol has been developed 

for IoT devices in healthcare systems. The proposed protocol 

aims to establish a secure channel between the communicating 

healthcare entities for the secure exchange of sensitive and 

confidential healthcare data. Here, each device equipped with 

PUF must register itself with the central server system. This 

scheme eliminates the requirement to store CRPs in the 

device’s local memory, which not only satisfies the resource 

limitation of IoT devices, but also reduces the security risk of 

device node attacks due to the accessibility to these devices. 

The proposed ALPAS also creates a session key, and securely 

exchanges it between the device and server at the end of each 

successful authentication phase. Furthermore, it is 

demonstrated that ALPAS is secure against many advanced 

cyber attacks, namely replay, MITM, DoS, and impersonation 

attacks. Most importantly, it resists physical attacks by using 

the PUF-based authentication technique. As a future work, it is 

planned to deploy this PUF-based authentication protocol with 

a blockchain architecture scheme to provide security and 

automation to IoT-based healthcare systems. 

This article has been accepted for publication in IEEE Internet of Things Journal. This is the author's version which has not been fully edited and 
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